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IPSec, FIF R AN?2?2?. YRR AT LILEIPSeciERE1r) ik & Ry LA N —
ANH P RPRRIEBER, X e WERs, EASEIIPSecf 1E
BT,

RE: Bz ETHEHT . fFrovErReMegnH, fioaxEnr K
ER AR,

RIME: BN 0k B & 20 i A R S 5

LR BN 4BPPTP, L2TP, L2TP over IPSecHIPSec it 35 5 (1 S /i 4 &,
1% Bzt v 4k N H P48 H Draytek 23 ] $24LVPN T : Smart VPN Client 3.2.1.
B DA AR R A

http://www.draytek.com.cn/support/ProductdownloadShow.php?router_id=73

BRI B s

&
BB B

%5 PP A mIP: 192.168.1.10

218.5.6.7 |
Internet
i# it ADSL modem, Cable FRIP:192.168.1.1
modem=2 ISDN £ 1

4. AR AVPNN 46 b

12-11



VPN and Remote Access Setup
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VPN and Remote Access Setup

X, Smart VPN Client 3.2.1 {WinXP) 15X

Step O,

This step will add the ProhibitIpSec registry value to computer in
arder ko configure a L2TP[IPSec conneckion using a pre-shared key
or a LZTP conneckion, For more infomation, please read the article
0240262 in the Micrasoft Knowledgement Base,

Step 1, Dial ko ISP
If wou have already gotten a public IP, wou can skip this step.,

L
Step 2. Policy activefinactive
L
==
Status: Mo connection IPSec [ Tunnel ISP & YPN @

eV O B SEL BEE
Session Name: XIS AT = — % T
VPN Server IP/Host Name: #ii AVPNR S 25 123 W Hihik 55 5 A8 4 .

User Name/Password: Bk 5 1) H P 44 Fs s, D2 fiVigor i i 2s LT
MRBEE (AWK SRR BB E i 2 4460 L.

Type of VPN: ZEFVPNEML, XHEEFPPTP.

PPTP Encryption: JPPTPiE#: /% 7. No encryption (A N#),
Require encryption (75 Z0%, 5 AR By Ffn 2 5 5 b e 45 o vk
5E), Maximum strength encryption (37]°%HIMPPE 128bit) .
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Use default gateway on remote network: #k AVPNJR% )5, i

VPN 55 i R 1 A AL ER A B G o

BEE SE IR ROK

Dial To ¥YEN

Session Name: PPTP

YPM Server IPHOST Mamelsuch as 123.45.67.89 ar dravtek.com)

i51.2.3.4

IJser Mame |u:|ra':.ftek

Fassward ; |*******

Type of YPH
(=) PPTR CLeTP

I IPSec Tunnel (I L2TP over IPSec

PPTP Encryption
) Mo encryption

'{:} Maximum strength encryption

[] Use default gateway on remaote network

5N s LA N ) S, si Connecti %
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VPN and Remote Access Setup

N, Smart VPN Client 3.2.1 (¥inIP) [Z]Ifl[z|

Step O,

This step will add the ProhibitIpSec registry value to computer in
arder to configure a LZTP[IPSec connection using a pre-shared key
or a LZTP conneckion, For more infomation, please read the article
0240262 in the Microsoft Knowledgement Base,

Skep 1, Dial ko ISP
If wou have already gotten a public IP, wou can skip this step.

| 83 [ oo

Step 2. Conneck bo YPH Server

Staktus: Mo connection FPTF ISP & YPN @

1252 L2TP

A. Vigor 2900VGHIVPNE
HRAE “ImmP NIl BB FL2TPIR S, L2
“PPP—ffc ik e ” HLA A BRI

s EEN BRI SN BOERE” UL, Wi B P, H 2D Y
Oy BRI, MR R TR BOE . HARMRR N T
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SRR A EN LR (aH)
~/ISDN &8 (gsp)
~PRTR ‘ VDES M3DES [WIAES
W IPSechEE FHin CEIED
~VL2TP with IPSec Policy Z ]
[ TROE Aeim P EﬁgﬁFﬁ@ﬁm%
| FRAP RS (Peer) xaow%i-%] AR
1=
S (peer) ID B Eh[EltE 5F Eie
(Bt FEH S

Ok

EVal SERST AT
FAMS . RAakicsoe, SsEid S BRUGEEEHT.

RB AT 0 R B AT B A il 3 4 N AP I VPNBS I R I NS
RN B (RN TR), % ph 3k Wb i%0%E B . BRINCE 2 300 B, sk
eV ARG AN P T R L T — R VPNIERE, — ol
300 FF s 0] P A AT AT $ i 1 i i VPN FE IE A&y, VPNIERRK 4 B 3
Wit o an RARAARAG eI TR PR, R (E® A 0 75,

AP hZiumH P g 4.

WM A T D
FVFEFIRANREL: MRL2TPH A, JEMifR “with IPSec Policy” W 2i2&TG .
¥R Y p: IR IEN . BRUCRZEHI, Bt BTz 7 CRE
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Sl S Al FH B A Pk R ) 8] LU s e A4 1R 1 B @S2 L2TP VPN
FVigor#s i #% . WA T 22 AW ZE R R e 1 P A e R AVPN, AR T]
LURH “faeimom 15 ” ThAg, JEE “imomh P IP” k2 B4y 52 H
(KA MIPHLEE . SXFE, BRAEICALH P (L2 TP 3 B ARV AL bt e S, T
1A W IPHEASYE RVFER N, AT EIE L VPNIE Rz . LLE 4 4,
PRAT AKX LN 218.5.6.7 .

B. @it P HIVPNiEE (Smart VPN Client)

34T FFSmart VPN Client 3.2.1, % “Insert” #4ld— /N hty. g,
U B2 AR 7 25 o LR DR 5wl e B

N, Smart VPN Client 3.2.1 (WinXP) =9

Step 0.

This step will add the ProhibitIpSec registry value to computer in
arder to configure a LZTP/IPSec connection using a pre-shared key
or a LZTP conneckion, For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base,

Skep 1, Dial ko ISP
If vwou have already gotten a public IP, wou can skip this step.

| v

Step 2. Policy activefinactive
| v|
==
Status: Mo conneckion IP3ec | Tunnel ISP & YPN &

FEBHE B 1 HLSE I DL R B

12-18



Vigor2900 series

Session Name: XIS AT = — % T

VPN Server IP/Host Name: #ii AVPNIRSS 28 102 W ik s zh Ak 4 .

User Name/Password: Bk 5 1) FH P 44 Fs s, A2 fiVigor i i 28 LT
MRBEE (HAWKS SRR BB E 2 42460 L.

Type of VPN: EFVPNIMY, XHEIEFEL2TP.

Use default gateway on remote network: JR AVPNHRS- 285, 1 H]
VPN S 25 ) R AR AL ER A 5K

BEE SE IR ROK

Dial To ¥YEN

Session Name: iLzTP |

WPM Server IPHOST Mamelsuch as 123,45.67.89 or dravtek,com)

|
61.2.3.4 |

Iser Mame idraytek |

Password |******* |

Twpe of YPH

(IPPTP ®LzTP:

{3 IPSec Tunnel (I L2TP over IPSec

PPTP Encryption

[] use default gateway on remaoke network
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VPN and Remote Access Setup

FE R P i IR RBAH N Y 560, siConnectiZFz.

N, Smart VPN Client 3.2.1 (¥inkp) [C|0|[X]

Step 0,

This step will add the ProhibitIpSec registry value to computer in
order to configure a LZTPIPSec connection using a pre-shared key
or a LZTP connection. For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base,

Skep 1, Dial ko ISP
If vou have alreadw gotten a public IP, wou can skip this step.

|| ]

Step 2. Connect to YPM Server

Insert ] ’ Rermowve ]

Status: Mo conneckion L2TP ISP & YPN @

12.5.3IPSec (Main Mode)

A. Vigor 2900VGHIVPN# &
IRAE “mimEe N HIThae e ” HIPSechi% T4 )i H .

7 “VPN IPSec / IKE— & ” B, SIIEMANHEIXKMIEERL. IPSec%
AW E L IPSec Phase 2 [RS8, @0 BRIA LS

12-20



Vigor2900 series

& > BEBOE > YPNEEREA > VPN IKE / IPSec— REE

VPN IKE / IPSec—BIRE o

IR A B P REEE PE S PR IR (LAN to LAN)-
IKEV Uk 57k

T A

EpE AT EE R

IPSecEE Ak
VPR (AHD
SRHIEHTILL. B FainE.

#& (ESP) W DESWV3DESMAES
SR T L RNE .

Cancel (]34

s “WCE AR AR BOERS” B, W s, He 20 H
Ir RN E N, B COME A nT R e . HARMRRE QT |
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& MERE > yenEEEEA - REE R PR ES

FI|HRS 1 LR
HFP# 797
HrEkS 58 Fi3
(v ERLkS ) -
HEBAT o Fb |KETRIZEE £/
IPSecEE ik
VMR ER R [ aH)
+ ISDM =i (Esp)
~PPTR ‘ Vv DES ~3DES v AES
([1psecsiE ) AHb1p CEAFH)
VLETP with IPSec Policy % | ST
E B
TR T 1L EEhE R ThE
mimA P IpEis (peer) ISDHNSS fee [EH-25D
[E] =15
aiims (peer) ID " B Eh[oltk FE e
Efrn il 0

EVAl SeRST AT
BRI S: R 2RI RE, IZBUEMA S8R . BRAZEERTY.

PRI BB s 01 SR A T AT B A il e 3k 4% N A VPN RS 1« PR
FAIE” U AR TR, 2 A b %0 e . BROABEE L 300 72,
S UL A AN R B T — 4 VPNIE R, — FlE i
300 FJ e 1) A AT A gl 1L i VPNRR 8 146, VPNEBEK % A 3
WiTF o dn SRARAALA BRI BRI, 15K %k 0 b,

P4 XTI EA X IPSecE# v AR, 22N T A
—ARRE A FORDIEBOER, AR5 227,

AR ARE: HiiRIPSech z)ik.
TR W R IZE UL L. BOARSAN, Rt iR A Gk
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ool A I Zh AR IPHUHE ] ) SR LA i e 7 A4 ) e B 2 37 IPSec VPN
F|Vigor % s, I % R H L E A FNIPSec & & TR
“VPN IPSec / IKE—ft g ” B RN T 224 PE R 2R s i
FIABRIRAVPN, FRATLUE A “HRe iz 15 a7 Thag, JHAE “mumf - IP”
FEHEZHE E T A WIPHLEE . JXFE, BIAEILALFH P 9 1PSec ¥ & 41
VCRCIE B E RS, A1 2 RIPHEEAS B Fe RN, AT Tt ok 2 7 VPN
. LR 4 B, JRAT AR LN 218.5.6.7.

IKEF#H5IPSec &z &rk: —HHH T “48aigim 17 8” Thik, whasdih
I T AR B i B TR B PR IPSec A k. XAMEEY “VPN
IPSec / IKE— ki ” BIBCE D RE Bt —FE, A ehiB e Hhe
HFHRERH .

FE: AE “REiS (peer) ID” FI" AHID”

B. &¥mF P IKIVPNiE (Smart VPN Client)

AT IFSmart VPN Client 3.2.1, % “Insert” #4108 e — M ER . )G,
N HEM LT f7 7 5 Bk bk 5w ge i 2
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VPN and Remote Access Setup

X, Smart VPN Client 3.2.1 (WinXP) =13

Step O,

This step will add the ProhibitIpSec registry value to compuker in
arder ko configure a L2TPJIPSec connection using a pre-shared key
or a LZTP connection. For more infomation, please read the article
0240262 in the Micrasoft Knowledgement Base,

Step 1, Dial ko ISP
If vwou have already gotten a public IP, wou can skip this step.

| vl

Step 2, Policy activefinactive
| vl
==
Status: Mo conneckion IPSec | Tunnel ISP & YPN i@

FESRH T LS L N R
Session Name: }j It SHE AT — 45
VPN Server IP/Host Name: #fii A\VPNHR S #5128 (9 Mtk 58 253844
Type of VPN: EHVPNIMYL, X HiELIPSec,

Use default gateway on remote network: JR AVPNiRS- 28 )5, 1 H]
VPN 55 25 1 /4 AR ASHLRIBR A R 5K o

BEE SE IR ROK
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Dial To ¥PN

Session MName:

Vigor2900 series

X]

IPSec

YPM Server IPHOST Mamelsuch as 123,45.67.89 or dravkek, com)

|61.2.3.4

User Marne :

Password :

Twpe of YPH
CIPPTR

(%1 1IPSec Tunnel

PPTP Encryption

cryphion

FESHE T T LSS I LU R B

{IL2TP

{JL2TP over IPSec

[ Use default gateway on remoke network

Cancel

My IP: WURARI FUIE 2 b, B TEEVPNRSS #4511 -~ 1) 1P
Hoyik. (BLE 4 41, %4 218.5.6.7)

Type of IPSec:

Standard IPSec Tunnel: XA E . ZFRemote Subnet

F1Remote Subnet Mask 57351 TH A VPN 25 2 1 P 35 9 B 1 -1
MFEEID . (LA 4 45, XHIEA 192.168.1.0/255.255.255.0)

Virtual IP: 7 45VPNJR %S 78 % #iDHCP over IPSec#:
A, ATLUAIPSectk N o le— AN W B IP sl . 2 TR ik
N K, EAEEIE T A
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Security Method: HR#FVPNJR S %5 1) W€ 1B FFAHERESP . iR, Wi
VPNZ i fENAT A T, ANBEESEAH.

Authority Method: R ¥EVPNR S5 1) e L PR E A UE M . A it =
#5% (Pre-shared Key) FIAFIERMM . (LA 4 4], Pt
Pre-shared Key. i A M1 A0FIVPN IR 55 HL I P =228 8 % e

GEICTR)
IPS5ec Folicy Setting |Z|
My IP ¢ ( 218.5.6.7 v

Tvpe of IPSec

(%) standard IFSec Tunnel

Femote Subnet : | 192 . 168 . 1 . DO |

Remate Subnet Mask : | 255 . 255 . 255 . O |

) virkure IP

Obtainan IF address

IF Address: I o I

Subniet Mask: | ST E e a |

Security Method

) Medium{aH] %) High{ESP)
MDS |D'E5 V|
Aukhority Method
('fi} Pre-shared Key ! |*****| -] |
i Certification Authority:

1
| ! Browse, ..

1N 7S B LR FAT D IR SR, rTACtive.
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%, Smart VPN Client 3.2.1 (¥inxP) [C|01/[X]

Step 0.

This step will add the ProhibitIpSec registry value bo computer in
order to configure a LZTP/IPSec connection using a pre-shared key
of a LZTP connection, For more infomation, please read the article
Q240262 in the Microsaft Knowledgement Base,

Skep 1, Dial to ISP
If vwou have already gotten a public IP, wou can skip this step.

. v | Digl

Step 2. Policy activefinactive

Status: Mo conneckion IPSec | Tunnel ISP & YPN &

BB AT SR AN M IEFRAS . FOIRE R A Connected, #2411 4% 4 Inactive.
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VPN and Remote Access Setup

X, Smart VPN Client 3.2.1 {WinXP) A=

Step O,

This step will add the ProhibitIpSec registry value to computer in
arder ko configure a L2TPJIPSec connection using a pre-shared key
or a LZTP connection. For more information, please read the article
0240262 in the Microsoft Knowledgement Base,

Skep 1, Dial ko ISP
If vwou hawve already gotten a public IP, wou can skip this step.

Step 2, Policy activefinackive

Status: Connected IPSec | Tunnel ISP & JYPN &

Ping VigorffILAN IPRATUAERE . 1R<x 7 2 4] 1 [0 /& Negotiating 1P

Security.

D:sDocuments and Settings*“Administrator>ping 192.168.1.1 —¢
Pinging 192.168.1.1 with 32 bhytesz of data:

Megotiating IP Security.
Megotiating IP Security.

Megotiating IP Security.

Reply from 192.168.1.1: bytes=32 time{ims TTL=255
Reply from 192_168.1.1: hytes=32 time<ims TTL=255
Reply from 192.168.1.1: bhytes=32 time{ims TTL=255
Reply from 192.168.1.1: bytes=32 time{ims TTL=255
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12.5.41PSec (Aggressive Mode)

A. Vigor 2900VG VPN &
MORAE “ImimiE NFE I DhevoE” HIPSeclkd5 & a H.

mLEEAN B E RS R BOERS” IO, W N E R, b 2 HE A
TP BEE I, B ORI R T BOE . AR T

& MERE > yenEREEA - REEA RSP R ES

FoEmS 1 = P
HFra 777
Ar%S SR N
(VERLKS)
RER 0 | WERRES
ipsecEEhik
RVFHEAENR VR Can)
VISDM =48 (Esp)
~PPTR 1 VIDES WEDES wIAES
(_\_/IF‘SBCFE:LE | FHn (ji:fglr;)]
WL2TR with IPSec Policy 7 = B
[ L]
BRI~ HB L EE T
AP pEmS (peer) ISDHNSIB fese EiLS50
By T
(;:Ei"a‘é,ﬁ (peer) IDtest@draytek.com ] o FAEh L S AT
(o] FE #h FrEp
(B]°4

EVAL SRS AT

FAMKS . Raakicsoe, SseEid S BRUGEEEHT.

rETN
VBRI U SR AT AT B A il X 4% £ 2 AP I VPNBR TG R PR
RN B (RN TR), 3 ph 3k Wb i%0%E B . BRINBCE 2 300 B, sk
J Ut L RAT AT i FH P A T R AL T — 4R VPNIERE, — Bl
300 FF s 0] P A AT AT $i i 1l i i VPN FE IE A&y, VPNIERRK 4 B 3
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WidFo A RORAAU B T BRG], T ¥ 0 FD.

R4 I EARI IPSeciER L EAEME W, L2 N T
—ANREE A FROR DO e BOE RS, AR IR AT 52272

AFRRAEE: H{tIPSecHia)ik.

R R AU Ik Th g, Jf ES R (Peer) IDFHLKE —MD. IDK)
AT LU Emailith bk Bdsl 4, A& B SE PR A7 AE [ Email it ik 5e 44
XANDAEZ I FH A VPN P A AR BN, A RIVPNZS - m
XX DA AR 4. XAIDZ AT E R, VPNEALHIIN %, 2 b
¥ R I% IEIDZ VPN RS #3 HEATE

IKETRFEHEIPSeczarik: —HEH T “IR@ s 1557 Dihe, sty
I T ARG B i B TR B A IPSec A& k. XAMEEY “VPN
IPSec / IKE— ki ” BABCEAEDNRE bR, A epiB e Hhe
HFHRERH .

AHID: EXANMDEFIEN, A —EERE . WRVPNE ) i FEAEVPNR S
A ThEe, WLABCEIID, VPN, VPNIRS 4G K1k DS %%
ST IAE . IDAIKE AT LU Emailbii sk 4%, A5 2 B SE PR A7 AE )
Emailith bl 53k 44

B. @it P HIVPNE (TheGreenBow)
HrrSmart VPN Clientit A 37 #rAggressive mode, A1 TheGreenBow /3 il .

ZHIFHTH TheGreenBow, [ br4 8 riddi Configuration# i —->Phase 1.
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Name: fERHIA—"hRiR

Interface: XEFEIERAIKIM R IKIIPHIAE . WS AR1E H Zh A IPHidE (B4 ADSL
5 B, aTRLEEES (%),

Remote Gateway: EAVPNARZ 2% 12 WIPHUhE B4
Preshared Key: #iATISLESH] . DAUVPNARSS 2% BB E A H .

IKE: AL Phase 1 BrBUhi 24, X7 1EVigorits 4t B R At
H . Vigork 52 LL R S84 4

Encryption: DES / 3DES
Authentication: MD5 / SHA
Key Group: DH768(Group 1) / DH1024(Group 2)

smiiAdvancedl, TEsfH a1 HLAREE S LT R
Aggressive Mode: 2Ji&itikmi, J3H Aggressive mode.

Local ID: iX/MIDffValueX} i Vigor(¥ii & (Peer) ID. Typer]iEFDNS
B Email.

Remote ID: XD Valuext N VigorfAH#iID, J&r k. Typen] k%
DNS&{Email.

12-31



VPN and Remote Access Setup

4 TheGreenBow YPN Client

File V¥PH Configuration Tools ¥

BOW: i

% Console

ﬁ Parameters Hame |+.-:-vi gor
% Connections Interface |218.5.6.? x|
= fg- Configuration HEn b=t ey |61'2'3'4
= ‘ tovigor
-~ (®) Crac¥pnl % Preshared K I***
Confirm I***
{" Certificate '_,ET':'T.].E_‘_JCE.T.EE
Mot
—TIEKE
Encryption |3DES "I
mthentication |SHA -
Key Group I]:I]-[lEIE*l VI
Save & Applyw |
| | VPH ready | Turmel E |

Advanced Configuration

) —~Loecal ID
¥ hzgressive Mode
Value : testi@draytel com
TEE Fort | I o
Type : IEmail _:_i
~{—AlUTH
[~ 3=hath popup —HRemote ID
Login I Value : I
Pazzword : I Type I __v__l

Ok | Cancel |

WE G FOK, Ff riSave & Apply. 75/ 1) & 1 il brfr diPhase 1 Bt
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—/MPhase 2.
Name: i ATE— NS TR,

VPN Client address: X §Lxn] LLgT AT R — M IPHAE, BI{E 0.0.0.0
Al L,

Address type, Remote LAN address, Subnet Mask: i%#%Subnet
addressH-4i ANVPN i 5525 1 P 30 W9 266 Fl - I HE R

ESP & PFS: i%ik% & MW VigoriIPSecZ4 5, HEIPSec &4 ik
AL E % 77X (Encryption). Vigorki#:52 LI F S5 HH 4

Encryption: DES / 3DES / AES-128
Authentication: MD5 / SHA

Mode: Tunnel

PFS Group: DH768(Group 1) / DH1024(Group 2)

SENGE JG L Save & Apply. 2R )5 £ Open Tunnel ##8H # 57 3% 8, 50 Ping
Kb e Fz
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4 TheGreenBow YPR Client

File ¥FPH Configpuwration Tools 7
IBOLL

D S e e . TR,
Phase 2 (TPSec

rﬂ Parameters Hame |t-:-vi gor?
% Connechtions VEFH Client address I 192 . 168 . 1 123
EI"Q Configuration hddress type ISubnet addre=zs= LI
El" tovigor Femote LAN address I 192 18 . 1 . 0

“o(®) towigor?

Subnet Mask | se5 255 255 |

—ESF
: [T Auto open tunmel
Encryption |3]:'ES jv when Client starts

wmthentication |SHA -
[ Auto open tunmel

Mode [Tunmel = when USB_ stick

Open Tunmel |

¥ PFS Group

Save & Apply |

| | VFH ready Turmel E

12.5.5L2TP over IPSec

A. Vigor 2900VGH]VPN# &
RAE “ImimE AT ZhRe e ” HL2TPAIPSecids L& )8 H

£ “VPN IPSec / IKE— & ” B, SIIEMMAHIXIEERS]. IPSec%
W E )L IPSec Phase 2 (I &80, @ UE FHERIA KR
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& > BEBOE > YPNEEREA > VPN IKE / IPSec— REE

VPN IKE / IPSec—BIRE o

IR A B P REEE PE S PR IR (LAN to LAN)-
IKEV Uk 57k

T A

EpE AT EE R

IPSecEE Ak
VPR (AHD
SRHIEHTILL. B FainE.

#& (ESP) W DESWV3DESMAES
SR T L RNE .

Cancel (]34

b “RCE AR AR BOERS” G, W s, o 20 AR H
Ir RN E N, B COME A nT R e . HARMRRE QT |
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& BERE - yenEEERA - REE AR PR ES

3RS 1 = &P
r N
HF# draytek
HrPKSERNIT EiG e
{vERIKS) -
HEEpT 0 & IETRIZEH
IPSecELhik
RVFREEACER W LR Can)
IS0 =i (Espl
~PPTP 1 L | I~DES v30ES |vIAES
v IPSechEiE FHp (SR
VIL2TP with IPSec Policy BXFEEEA v
D& ThiE
! e &L EEnOEThEE
A P pEims (peer) ISDNSTE je[E1L25D i
[E]%-=70
s (Pear) 1D  BEhEk A
o] SE & 0 A
(B4

EDal SERST A
JEHMKS . R 2RI B0E, ZBUERA SR H . BRUGEEEHT.

PRE RIS AT A B A il X 4% £ 2 AP I VPNBR TG R PR
FRIN B (RN R), % bR ke Wb i%0%E B . BRI S 300 #F,
SV A AN S ReoE R T — 4 VPNIER:, — HlE i
300 FJ e 1) 8 A AT el 1 i VP NRR 8 156, VPNEBEK 4% A 3
WiTF o FRARAAL AT oI (] BRI, TR AE B O FDs

AP %: NL2TPERREH 4.
Y. hL2TPIE R 25,

FFRIRAEEL: FHIEL2TP with IPSec Policy# 21k, 15 Fhrsc s ik $t “ 5
ﬁ}%\%{ﬁ}zﬁ b4 E‘Z {(g%gﬁ”o
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FEEMIR W R IZIETUR ATIER . BRUGRAEHIN, At viAE s - CRy
AL FH NS IPHLIE T D AT DAL e A 1 i B 7. IPSec VPN
B Vigor % Hi 2%, b 2 ¥ e R AT 10 T3k 2 25 B3 A IPSec 22 & J7 VAL
“VPN IPSec / IKE— /s ” BV . WA T 2 A i BB i o (1)
FIARERAVPN, IR0 LLJE ) “Hase i 150 ” Thag, JFAE “icom 1P
BB IZH E H A WIPHLEE o X FE, BIAE AR/ (1 1PSec ¥ & 41
VERCUE B2 A, B TABATT A WIPHEEA S R VEER N, A AT JEv 8 7 VPN
B LUK 4 4%, JRATLAfEX BN 218.5.6.7.

IKEF & 5IPSec&eliik: —HAM T “fagizin iy sl g, whniih
b 8 B SR L T E R A FIPSec B & k. KBTS “VPN
IPSec / IKE— i ” BN BCEAELDRE L FEN, RALEnie K
MFARERL

FE: ANE “REimS (peer) ID” FI" AHID”

B. Tk F P HIVPN#E (Smart VPN Client)

223 IF4T FFSmart VPN Client 3.2.1, 3% “Insert” #&45 & — /N Ery. ),
SUBLE N B R b Sg i Bk sk 5 e pE iz .
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VPN and Remote Access Setup

X, Smart VPN Client 3.2.1 (WinXP) =13

Step O,

This step will add the ProhibitIpSec registry value to compuker in
arder ko configure a L2TPJIPSec connection using a pre-shared key
or a LZTP connection. For more infomation, please read the article
0240262 in the Micrasoft Knowledgement Base,

Step 1, Dial ko ISP
If vwou have already gotten a public IP, wou can skip this step.

| vl

Step 2, Policy activefinactive
| vl
==
Status: Mo conneckion IPSec | Tunnel ISP & YPN i@

EBH A O R SE A N A
Session Name: KRS AT =E— % T
VPN Server IP/Host Name: #i AVPNHRSS 28 1) 2 W ik ok s &1k 4 .

User Name/Password: Bk 5 fr) P 42 s, 75 FIVPNAR S5 25 T AH
KWL E VLR

Type of VPN: ZEFVPNEML, X HIEPEL2TP over IPSec.

Use default gateway on remote network: JR AVPNiRS 285, 1 H]
VPNIIR S5 25 1 W AR ASHL R BR A R 5K o

BEE S8 A ROK
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Dial To ¥YEN

Session Mame: LZTP over IPSec |

WPM Server IPHOST Namelsuch as 123,45.67.89 or dravkek.com)

s12.3.4 |

Iser Mame |draytek i
Password : Ak |
Twpe of YPM
(CIPPTR CiLzTP
() IPSec Tunnel ($)12TF over IPSec

PPTP Encryption

[] use default gateway on remaoke network

FESH T T HLSEI BL R i

My IP: GRARIT NG Z M, IR T IERVPNARS #4511 M < 1P
Hink. (LA 4 4150, k4 218.5.6.7)

Security Method: RIEVPNARSS #4116 E IBFEESP. V15, ANREILEFEAH.

Authority Method: E#HILZ=%4H (Pre-shared Key), i AR)#H L
JUFIVP Nk S5 HL I T 22 25 B B A D
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IFS5ec Policy Setting

My IF
Twpe of IPSec

Standard IPSec Tunnel

Remote Subnet | i g ] 0 |

Remoke Subnet Mask, : |~ 205 200

Wirkure IP Dray Tek Yirkure Interface
Dbtain an IF address automatically (DHCP over IPSec)

Specify an IF address

IP Address; | 192 HE 201 |
Subriet Mask: 235 e s : |
Security Method
() Medium{ AH) () High{ESF)
MDS |DE3 v|
Autharity Method
(%) Pre-shared Key | |**** |
() Certification Authority:
| | Browse, ..

e A5 s OK IR 43R 42
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12.6  #ELAN-to-LANB ERS
T A A £ P 5 VPN 2 ) 37— 4 VPNBEIE, A 54
MRS . AEEN “ W E LAN-to-LANBERY” TOH, SILa LA 32
A BERY,

> MBEIE = LAN-to-LAN RE

LAN-to-LANERES: & |
F3l11E &¥: T3 35|18 f¥k: T3
i 777 # 9. 777 %
2 777 2 10. 777 %
3 777 % 115 777 %
4. 777 % 12. 777 %
i 777 2 13. 777 %
6. 777 % 4. 777 %
7 777 % 15, 777 %
8. 777 % 16. 777 %
116 1732 =

W& v — #HAP, « — REH

Copyright (o] 2004, DrayTek Corp. All Rights Reserved.

(Set to Factory Default): ¥ BbrE RI47 FR LB A AR =, 2 HI
— R34 “Set to Factory Default”. s i% BIAREHE B BT 1R E RS .

SR O R R R R R A I TURTE RS 4 A
BN, A5 SRR S227,

e BRI M T . A SRR B A, (SRR B
ER LA

RIME: EHENTA 5 e E D A 20 Rk AT S R 5 MBS 5
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BEALAN-to-LANTEE BRI 5 YA R 7. — e, IR g, IRAGEM

TCP/IPX

RICE o LUN R Bl QX VYA I BEE ,  feJm A A AR AE P 3 Vigor

2L H 2 PPTP, L2TP, L2TP over IPSecH!IPSec VPN,

s —fRWE
| R
eTED) o MELE R BN
P — i
B B PP B fEet 300
CBRR R R ApInGhlUkES
TEE IpHbdk

WA AILBOEMBOE DT, TR EBOER.

JE BB A H B R 20 ) 1B A T

RMTT ) IEFZBOE R LVPNIT o BYERIA: ZBOER) “ IR doe”

FRA R PRV B A FH . Vigor i i #s R g 2 2 $E VPNIE B B i
i VPNES s, X A2 i VPN 3R ATRIVPNIERL . 2847 X “Ik
e HB A E F AR i e A Vigor i 4 g 2 3 Pk VPN 21 IZ iy
VPN H#5, AREMCIVPNIR S22 IR AN IVPNZE . ZBA: AL “HRAN
BT ” Wk a8 i e e R Vigor i 2 S e E 52 20 i VPN % th #5 4k
AIVPN, Afg sk VPNIZER:.

—HEL: BHZYRen, HEVPNIERIEARESL, Vigor# thids it LU E 1)

I TR B AN 2%, HRIVPNIERE L. JERREN R, S IRFFIZIER
T HEAEZL, BRARERACT ST Bl h T2 ) S E 2. I H— H VPN
ERWTT, VigorE i as g TR AN SR . IR “ Ik J7 1
VPN R, BrbUs iz Zhae)n, 3RMDT e i A s oE h . 5i5b,
ZUIRERA N, EBR S A3 oh-1, JF HAR A BE
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WEMBR: W R BT A i X 4 L I (I VPNBRIE . “ N
I RRE AN T, i P R T 0 8 . BRABEE S 300 B, W ZRARAVAE
TSR T BRG], FPR A B O B

JBFPINGUA R ES: 1 F %) Re 1T 75@P A 4FF HL i NIz b VPN 9 2% 1L
fr)—/N AT DApingi@ A IPHuHE . 24iZIPHbHEping AN A%, Vigori 2l
WHIZVPNREIE CA L, K ZERWIT. R LT hIPSec®
I, TXPPTP, L2TPHIL2TP over IPSec 2 LK. B HPPTP, L2TP
FIL2TP over IPSecix$3kT-PPP{VPNIZE B2l A E [ PPPH LI 52
I WEVPNIE B FPRAS, T IPSec I RELE T8 A e 25 51 1 Hf-f A 5% i S
ILAFAE, T B P R I a] () Rs — M A2 — N/ NIFEL L, IPSeciik
S RTIVPNGE B2 (IR A o A % Zh RS L RE TS BhIPSec s & I I W FF47
] A RV PN %

FEBAPH L 5w VPN N I B — /N 1] Dlping i@ (1 IPHsE, 18 8 2 i
Uity VPN FH 2% 1 P D IR O
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« Rk
2 RE
HELPESEER R Bk bps |z]
o ISDM Hp o
PRETR .
)
IpSechEil = ‘
L2TP with IPSec Poli = PPPAIE PAR/CHAP =
| (=] Dll:}" vjﬁgﬁ . }FE - ﬂf—_[fﬂ
g e R T
(FI20draytek.com®i123.45.67.89) IKETRIRHZEH
IPSecEE Ak
o HFLE (aH)
=i (gsp) y -
B4
EHES (1-15)
[Hi3hae (cpop)
EiomimOts
| RttIspr ST R

PRI ARSARRIY: 1 Pk HHIVPNZETY  HAy =M AWl i%: PPTP, IPSec
B FIL2TP with IPSec Policy. 7£L2TP with IPSec Policy ) T #7325
RAH =R E, BEFEH, —&EF. EHEETRE, VPNRALZ
L2TP; ¥ —FZEAINE, VPNAEALZL2TP over IPSec; 1L+t R4F (7
SRR, VPNZERIATLUZEL2TP, A LLEL2TP over IPSec, i+
L2TP over IPSec.

ARG2SIPERIR A . T A GIRVPNER 2% 11 A M IPHihE BG4 .

EE: UbFdkefEHEE, FEREPPTP, L2TP, L2TP over IPSecH!
IPSec R EHR AN E

THRMESS (1-15): AR BOE . ALY IZVPNBCGE R BEE A sk 5 1R,
fEEAE— PRI A 8] B 2hiE 8, IFAES R TH 5 3l
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e BARMBEIZH B LR “R5 MRS BUE

PLR DY 4% 52 T PPPAH G ) VPNIE L, @ H5PPTP, L2TPHIL2TP over
IPSec. 4liIPSecit#EA Ty ik BiXxesH,

PP 4 % 4 VE B VPN 28 _E IR BEE
BRGS0 UL v VPN f 2% E A DG RE
PPPISIE: X PAP: HiEHFiZE, MALEVPNEILKPPPIMEETEL, #
SCREATFH PAPHMSGEEA T IAAIE -
PAP/CHAP: FikFiZ i E, H-aVigor# i s 2 Fr bl FEE—Fhih
IEPMY: MS-CHAPvV2, MS-CHAPv1, CHAP, PAP. FELAA{fFImE—Ff
VPNRSSER E o HEFFIE BRI EE

o FEBALFHERIN

S

VIESE: E M TTCPNPUMMCKI 4, W AR A — iy

&7\?3 }FEO

PLR = kb 52 H T-L2TP over IPSecH!IPSeci® % .

IKEFR i L B # ML IR #1541 (Pre-Shared
Key), &2 IL e i VPN G5 4 HL I AH DG BE

IPSec &4 L F R VFINIPSec % 4 7. E R i &N H TIPSec Phase
2 Hr B .
HE (AH): BB, (EASHINS . BRIAZET S A .

B (ESP): ¥ AFFINE . FhsgEmid 6 Mkl DESTRIE
| DESERIF / 3DESTKIF / SDESHKIF / AESTRIFE /| AESHER
WF. TERAEFE RS2 A FIMD5 BUSHAL IAIFSE . 24k $% “AH5iE”
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[PIIH%, Vigort KA, #2585 & SHAL, MD5. 2,
PRk T 3DESH K iF, Vigor 4kt J5 & 1% 3DES+SHAL Al
3DES+MD5 23z i VPN AR 55 4% o

R FLAHL, AR E B DLET IKE S R ROE

K IEESBIE
IKEREIRE
IKERTER 148, o B  FRARE
IKERTE 1R i DES_MDa_G1/DES_SHA1_G1/3DES_MDS_G1/3DES_MDE_G2Z = |
W ERITER 1 % $A75 S BT [A] 28800 [ 900-~EE400)
|l ERITEE 2% £ AT [A] 3600 CEO0-~BE400)
Perfect Foward Secret o =8 2 A
FHID
Cancel Ok

IKERVEt 1 #x: "TLLE# M (Main mode) EiFMAE=, (Aggressive
mode ). % WIIEHCVPNAR S 25 I 0T o B WIFREFE TR,
WA EAHND , 2 WA EEH & A HAD

IKERYBE 1 $83053k: 2B 1 (Phase 1), Vigor 2 FF it hnss i £ DESHI
3DES; ZFFMNIEA VL EMDS FISHAL; SZEF I DH4 & Group 1
(768-bit) FIGroup 2 (1024-bit). XEESHA A I 8 4, £ FH:
SRR AT AR B A, A0 5 VPNIRSS 2% A G BOE ILAC . Ak
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VPN and Remote Access Setup
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