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4‘& ¥PS tEEEH

HRERZE

51"? Windows EEFRFEH

r  HEER

i
H|
1
||I'|'|

i

2|

i

A
i
ity
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3. HNPUEHIAA -

o EElE )y BEEASH » SEAISE

seEE | yeosg
EZR#EMEE (3)

4 B CFHTRREIRT S

() e FEaIEE
e

TEZEHEEEEE?

5 IEEEEEEL)
REMEE USE g EREEE (ETEA USB IFEE - Windows SEHEEEM) -

» FZEE - EEE Bluetooth ENE#(W)
EEITHERCESIERE - 3T Bluetooth LESHIZECEE -

[ F—2m | [ BE ]

5. }%%ﬁ%;% 5O EFRVEIE R P B SUE T E R Standard TCP/IP Port” » 7
7

— H
Cx T
@ = FEaEE
',‘

EE—ENFEEERE
AzmEses EUECNERSISETAEANESER
O ERRENEEEU) |lpTL: @=mEE) -
© BuFmESEC:

el | standard TCP/IP Port 7

[F=zm J[ ®3 ]
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Vigor2912 ==

T Ewpfrgqtﬁz'—@faﬂ D ﬁ%& =BG B IP SR e 192.168.1.1 (

IP) » FIH= 4

-
@ o =
e

g A ENE#E A

EEEIT): TCP/P &2

THEESIP Uaha): 192.168.1.1

EZEZEP): 192.168.1.1

EFISRTENEREERANENETQ

(F—2mn ][ BE ]

i)

i

@ = FEaE

()

EEEMEREEN

ERBLRTIERRE - T

3. sEEEESE -
4 B—EMmHTE -

NEEERUSERFERE  SEIEENA—S0  EEUITHTENNERERS - I8EEE

HINER  SEERSEEY -

H=ERE

@ EE(S) Generic Network Card

© B

Hy

10
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hise
~ T

ISV LAN

HERRYE S PN EUE T 1E 5V Generic Network Card > B - #7 ¢



Fit ;;ﬁﬂﬁﬁ%rjﬁ;f{%ﬁ;g@%{%%p I _FAYH RS £ ‘”;]'IE'WRFI’J‘}%;EE'U%
b ST ORI i (S S SR e G~

(CEX
O = Frazn

LEFTHEEER

[ WOEEIEETAIENEE - F—TF [Windows Update] EEE £ 805 -
BRI CD TR, - FiE—T Ml AR -

|| EnEtE |«
14 ST Y= (]
[ [ Brather DCP-117C ]
e
Epson T | | E1Rmther DCP-1290 i
5l ERENZ A E&ITWE - Windows Tpdate( W) ] [?ﬁmﬁ?f’éﬂ{)_.]
i S ErERENTE 75

[F==my | [ BE |

A MZ#AE

ARWERP)

EaHEEE EH Brother DCP-116C BENEBHFEE -

[T | [ =E
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10. T ST RS -

X
() FrasE
2=
ITE4ERITETE Brother DCP-116C
gEsEnaseD)
SERTASRSErITEs  sTSOsurSsngEs  ENGURE
=
L1 ARSI =1L AR B R Bt - TR S IR
P -
wm» BEIE , BRASY » EEAGEE » e
mEsE  sEadsg  =55d1e | seagsss BEs
——
+ EEANEE @) =3

SF Printer(Sales)

Adobe PDF Fax - HP Brother
Officejet Pro DCP-116C
8600 (#5)
4 ZE (6)
A1000381 ASL.I.S; VH228 Intuos PT S MultiCard USB Keyboard USB Optical
Device Mouse
Vigor2912 /=1 12

REGE



- SRS - A (o
[#gz | mimte |sEanies: | ook e |

;! A1000381

segmEnEsEr)

— - aEm .

172.16.3.227 EETCR/P EEE SF Printer(Sales)
172.16.3.241 EETCP/P EEE
19216811 EETCP/IP EEE Brother DCP-116C

XPSPort: FTuEEs I
CN37UD4HBQ... HP networkre-disco... HP Officejet Pro 8600 (#j =
CM37UD4AHBQ... HP network re-disco...  Fax - HP Officejet Pro 860 |
Desktop\*pdf  Adobe PDF

' T | b

Femgen. || BREsEO) zz=sE0. |

| GmEssszze |

Cme [ ®5 ][ =80

13, AP BRI [l LPR” B R " L g s -
SEEETCPIP EREERE o
SRS

EEEEEP: 192.168.1.1

Bl E P {IHA): 192.168.1.1
HAEE

© Raw(R) @ LPRL)

RRET
SRR IRIRRE (M) 9100

FFIEEQ): =T

[T 573 LPR {iI TBETEI(B)

[C] 1A SNMP #REE(S)
FFREH(C: public

ENMVIP SRS |(D): 1

[ ®= [ ®mE |

R ) P FEEIARS 0 X SERVE BT Vigor BT -

EA L PR T LR TS RS BT AR A AR
?Jﬁf‘fi‘s'»j‘—?gj/ﬁﬂ ) F%lﬁr,éﬁ www.draytek.com » [ R LIV [SOEEAYVEEL -
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U2 S

DrayTek

EigRE
SERSRE
HERE IR (NAT)

BRTE

[k & (Firewall) B
R A RS (VPIN)
ERE

HREEEE (VoIP) BE
SRR EE

$EEEN (Bandwidth
Management)5%5E

S AEE2EE

pisf -

[l' I:[

BERES | ERE | SEEE | RRrE | SHERT | RSER | SLwy “CEED
BRI e ERIE | BE » HATEE » S » USBTE

1.
2.
3.
4.
5.

6.

g@rm,;:g»mﬁﬁg e ussr%*ilg;ﬁ HeFI# T Vigor router fHHHIA
TG

SRV
~
MyVigor | 2R | BT | A%5%E | Vedia Center | § =x [N

(/]

USB 527

Vigor Router 3§18 3 5G &% 2012/08/15
Vigor Router fHEREIFE#T 5 ? 2012/11/28
Vigor Router =558 WIMAX ¥ 2011/00/27
Vigor Router =7§% 3.5G {7arE 5575 2011/06/29
FEWINdowsTIgIE T » SN EHeENsE{E 2011/03/03
MifErEkE USB Disk for FTP Thgk ? 2011/01/26

| '@

R 20 Vigor BRI LT LAN FRVGIHIT - (] LA FT WAN SRssIH]
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1.55&A

EEMER

1.

2.

4.

o —

TSP

\;\ulﬂ"\_'_

AT AL -

R'_&

IJ?’FI%

fiEt: Pl EE ﬁ[i[%i}“ ;E*Q”:’,pua[ﬁmf‘%Lt FUREEVA IP S 4 (DHCP) »
5 i}{ylp%{t il ”{
F'IE' i kL ’%%%'&P'F‘J%'lﬁ

P i1~ (192.168.1.1) 47|~
SCESRH o

']:—i 3 ;,x[ﬁ

VT BB 2 G-hitp://192.168.0.1 > £ Y 0k ;7 L]

-

R

~

ERE AR |

RRTERRA 2009 (<) EEREREGRIRLE

DrayTek )

ﬁ%ﬁﬁ?]‘ “admin/admin” » FJE@‘W

ﬁ“ ﬁ“,&ﬁplgg Fﬁgli}‘—L;Ppl °

EEC N[

[ﬁg[%

o Y T e

EIJFF fgf__
Wi S

Wizards
Online Status

WWAN

LAN

Load-Balance /Route Policy
HAT

Firewall

User Management
Ohjects Setting

CSM

Bandwidth Management
Applications

VPH and Remote Access
Certificate Management
Wireless LAN

USB Application

System Maintenance
Diagnostics

External Devices

Product Registration

All Rights Reserved.

[If= %’7 =

DrayTek Vigor2912 Series A e e
Off e

Systen Status
Model Name 1 Vigor2912n
Firmware Version 13.7.54

Build Date/Time

:Nov 17 2014 15:36:33

LAN

MaC Address 1P address  Subnet Mask  DHCP Server DNS
LaN1 00-1D-4A-84-8F-34  102.158.1.1 255.255.255.0 ON 8.28.8
LaN2 00-1D-4A-84-8F-34  192.168.2,1 255.255.255.0 ON 8.88.8
1P Routed Subnet  00-10-AA-84-8F-34  192.163.0.1 255.255.255.0 ON 8.8.8.8
Wireless LAN
MAC Address Frequency Domain Firmware Version SSID
00-1D-AA-84-5F-34 Europe 2.7.15 DrayTek

WAN

Link Status
WAN1 Disconnected
WAN2 Disconnected
WiaN3 Disconnected

MAC Address

00-10-44-84-8F-35
00-1D-44-84-8F-26
00-1D-44-84-BF-37

Connection IP Address Default Gateway

IPvi

Addrass

Lan  FEBO::210:AMFF FEB4:BF34/64

Scope
Link

Internet Atcess Mode

User Mode is OFF now.

f it l—ﬁg\“—'ﬁﬁ

Edc [“’EM'E‘%'TI*‘EFILF”%‘E"é‘éﬁ”ﬁiﬁﬂ'ﬁﬂﬂ%f@ LS P

15
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: p,ﬁrsgmﬁfdﬁfrﬁﬁur [ JE {FJFJEIPI”F'%@W G
ERET R - AR T S TR A [ ﬁjg:%'“m@ﬁﬁ[w”ﬁﬁ

Auto Logout IE.6

Auto Logout
Off

1 min
Jmin

A min

10 min

1.6 $EEWR
%*%W%W%ﬁﬁﬂ’@%@ﬁig@%%ﬁo
1. S By o A http://192.168.1.1 < ¥ 7 A fj R
f/;ﬁ i
2 %&gﬁ)‘ “admin/admin”sé * Rl IS0 -

3. &7 £HRAEF(System Maintenance) FI [F 177 E I é»ﬁ“ﬁﬁ”ﬁfﬂﬁjiﬁﬁﬁ(Administrator
Password Setup)

System Maintenance >> Administrator Password Setup

Administrator Password
0Old Password
New Password

Confirm Password

Note:Password can contain only a-z A-Z 0-9, ; :"<>* +=-\[?7@="1()
o]

4. f&y " EHFR(Old Password, ’;F%[’;g BT o i FTEAR(New Password) M L'MFE

(Conﬂrm Password)ﬁ? (& II;%?—LETWE JREH F.EL(OK) iy F%JL o

5. AR SRR R FEET - v AR P P -

Vigor2912 == 16



DraYTek lgo'i?29l2 Series

Username  |admin |

Password |onn| |

Login

Copyright @ 20132 DrayTek Corp. All Rights Reserved

| ERESATBE B A PO H £ R admin -
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1.7 #ER{E&(Web Console) * §¢Ef#{n(Config Backup)B &
1.7.1 ;’Tqﬁ“g’_lﬁér‘eff‘,(Web Console)

e

il

FERE R T 4o DOS i FIfifii ™| Telnet p-.&LJ%J@ A R £

BRI (17 17 1S ORI - PR DS ST
i TFUE A 5078 A7 PpT 23
i FI 157 Web Console [ ST BIFFOI it -

or 192 1681 1/dociconzole him - BEENTR

[ 192.168.1 14ockonsole him Q ¥

Type ? for command help
s

¥ Valid commands are:

bna csm ddns do= exit internet
ip ipa ipt log 1dap mngt
msubnet object port portmaptime prn qos

cquit show Srv switch SVS testmail
upnp ush wvighrg wlan VP WAL

wptl wol user

> 1l

Vigor2912 == 18



1.7.2 %{ﬁp [77(Config Backup)

B B

Config Backup

s VI O 3 3 (Config Backup)= 7% 1 o

EE ﬁ‘év.li xR el ) ‘fﬂ@ﬂ‘%»%ﬂ:ﬁﬁ RS
%Hrj FIP1_F 4 Config Backup Q%H Bl J?{/DT EFJFJ,,
You have chosen to open:

V2912_20141223 cfg

What should Firefocx do with this file?

O genvn

i) Bave File

OK | | Conel

(E=

Logout

{:TH (Logout)Fh &+ SITFi* BEFH I 7 | qﬁ S

19
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SEIRIRRE
A EIEE USRS o EEU LAN SISESNES  WAN SHLSSSIAEE - ADSL sy -
1.8.1 IPv4 {2 pods e

Online Status

Physical Connection System Uptime: Oday 0:29:52
IPv4 IPv6
LAM Status Primary DNS: 5.5.8.8 Secondary DHNS: §.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 10806 7522
VWAN 1 Status
Enable Line Name Mode Up Time
Yes Ethernet --- 00:00:00
IP GW IP TX Bytes TX Rate(Bps) RX Bytes RX Rate(Bps)
--- --- 0 (B) 0 =) 0
WAN 2 Status
Enable Line Name Mode Up Time
Yes Ethernet --- 00:00:00
IP GW IP TX Bytes TX Rate(Bps) RX Bytes RX Rate(Bps)
--- --- 0 (B} 0 0 (B) 0
VWAN 3 Status
Enable Line Name Mode Up Time Signal
Yes UsE --- 00:00:00 -
IP GW IP TX Bytes TX Rate(Bps) RX Bytes RX Rate(Bps)
--- --- 0 (B) 0 =) 0

1.8.2 IPV6 {25 AV H RIS

FI\E = |§4(| PV4)

=
“BE! et
LAN i = EI DNS- DNS.%‘EHE %I DNS i3 IP -
“REI DNS- #i7--% I DNS iU IP i gk

Vigor2912 A= 20



HE! A
IP gk B LAN /7 Pifiv 1P ik dko
EGSRFE - BT s g E'é?jﬁﬁ’lfil'ﬁlééﬁéu%% ° o
R e i It e
WAN 1 jRf ~ WAN 3 ?ﬂ' - RLGed %) Fe =T TR IE o G - kL
A& ) T R P
FRULE - BT P PO IS -
B8 - B WANLI~WANS A Er FAmRE A9
RSN - BT WAN SRS = SR (7] PPPOE) -
AR - B b = R -

- BiE WAN /i Fifisy 1P fb ik
Fgﬂig_‘[ - EE?F@,E,EEEU IP r’:j‘rili—o ’
RIS - Zim WAN fi i 2 S EGSfoRf B
RESHRER - BT WAN i b2 TGSl 2 e
B - T WAN 7 b2 SR ISR a0k
Bk - B WAN /7 b2 sk o0 2 g o

SEAFISTREHS 5 (1PV6):

“FIE! |

LAN ;%f IP i - B WAN 721 Ff% IPv6 A ik
RSt - 5T B 12 B 0

BusEtty - B B AR leﬁ SNEE IS RN

RS - B it b2 s R g

Bl s - 55 B - “f“ﬁfﬂﬁﬁfﬂﬁéﬁ

WAN IPV6 jiRfiE TR ] — RGeS A s P R TR )
L) A A e -

B - 2 WAN B SR (147 TSPC)

RRYRR - B b e R -

- B WAN /i Fifis 1P b ko
FilSEL 1P - 2 s‘g?ﬁéﬂiﬁﬁfj IP ffdiko

_.E(

o

E AR RAA T WAN lg_}%uhgmﬁ' i ) aqvﬂﬁ{ﬁ}‘“[f}mg TR A TR
M 7 WAN ﬁ}% UL #Eﬂ?é‘ﬁ“éﬁ'ﬁwn‘ﬁﬁ AR

1.8.3 HEEE WAN(Virtual WAN)
PR R WAN RO
HE-WAN iﬁf_l,?ﬁﬁ']ﬁ?‘ TR-069 "E'@[ ~ VolP %ﬂﬁ’ﬁﬁ?} °
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1.9 REFERTE

JﬂL%*ﬁEPw%iﬁﬂl AR LR T BLEIUTS PURRL > PR R Y
}'farj\u ﬂﬁl

EHHEA
I  SOEEEITE

ﬁF#ﬂ SRR A:Eﬁ?ﬂkrjuﬁ}éﬂﬂj e ?fET ?;“i— o
RS A (S L o R L

-
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SRR (2 g(‘k %'—L*iﬂ;ﬁ.g;fu g (56~ H{ﬁ %a “T:'LH

BRSO — 75 AR s -

TP AR — PRSP RGER T R -

VPN BT - P VPN B LY T VPN Jflﬁ

VPN (R AR RRE R — " ro et VPN SASL - Ep REpL 8E VPN
‘E‘T%J”*%ﬁ B R S

2.1 RRERERE

DORRE AR et | IUALLG RIS RO RO L L AR
% 7 fﬂﬁﬁﬁ%{»w%iﬁﬁ

G lﬁéil}lﬁﬁlj‘fuﬁ?‘ A (RN R G ﬁ%ﬁ%“~ #7(Next) -

Quick Start Wizard

/IZI °

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Old Password |nn. |
Mew Password |u.u |
Confirm Password |nn. |

TN EIE %1_ SRR TS WAN /7 R RL S SRR ﬁfﬂfﬁ
WANL/WANZ > £ il AL 3G USB By » Gii2tiyf WANS » i ™~ 4 -
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Quick Start Wizard

WAN Interface

WAN Interface:

Display Mame:

Physical Mode:

Physical Type:

| |

Ethernet
|Aut0 negotiation v|

WANI/WAN2 = WAN3

Vigor2912 ==

pikd

I'

[ =Back | [ Met= |

PEERTIITT I g SR -

24
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2.1.1 HHT WANL/WAN2 fi i A—kﬂxlﬁ,n

WANL JHJ% e s g s - 00 (239Y WANL » G4 Ll s
(Physical Type) » $Rid ™ — # (Next) -

Quick Start Wizard

WAN Interface
WaAN Interface: WANT (v
Display Name:
Physical Mode: Ethernet
Physical Type: Auto negotiation

(=Back ] (next- ]

%ﬂ‘% { ISP 3 HHH{H EL FYVeYs ﬁlﬂhﬁﬁ AR AU R TR IR ISP -
%“ff: kL PPPOE /721> [27] VEF%E’?“ PPPOE f8i=" » R ™ — # (Next):&E@hE i~ -
2.1.1.1 PPPoE

PPPOE £% Point-to-Point Protocol over Ethernet Eﬁf{%’}ﬂz’ sl FEF|H] Fiiq:,mlHF[rﬁgﬁ%
F%[IF (U] xDSL ~ Cable ~ Wireless)gi% = 'jiEH,Eq iSE A 'IE'PI o E]Lj?iqvﬁ
I ST o AR 'ﬁwﬁ?ﬂ%ﬂ (i/L‘ {1 PP VAR TR B (1SP o gy
:&rrl_‘\-wgk F)HI% ADSL %ﬂ% HIj: ') 1%[[[ | (R F[Jijfk ’lﬁ oo Qﬂjf“’ F[;*E"Ig- F“]’ﬁﬁ%—
l—ﬁftl b9t > PPPoOE 4 fﬂ Eﬂj‘?gzn <7 ADSL 7 /mij,E?H?] FEi=H] % II:IH—EJ ~ ElEERE ]k IIH:—-RS\EEIJ:
b > )W IVIHERZ IP -

L AR ORE->PERE OE - i R o T T (Next) -

2. EE WAN1 = WAN ﬁf&'[ » 37 — H7(Next) -

3 - q‘?ﬂ‘l}[‘] %A '-H’E‘& [N ?F[JLTﬁ‘W? ﬁm 1@1‘;!?‘1 °© 1~ PPPOE 7#1&?%_1‘ H‘(Next)

25 Vigor2912 ==



Quick Start Wizard

Connect to Internet

WWAN 2

Select one of the following Internet Access types provided by your ISP.
® PPPoE
QO pPTP
O LzTP
O static 1P
O DHeCP

[ « Back l [ Mext = l

4. %P"‘%LBJISPiii‘ﬁj@ﬁﬂ‘Jéﬂﬁf‘ 2 8 P SR~ 7 (Nex) -

Quick Start Wizard

PPPoE Client Mode

WAN 2
Enter the user name and password provided by your ISP,
Service Mame [(Optional) CHT
Username 77484727 @hinet net
Password e
Confirm Password 0 e
((<Back | [ Nexd- |
[ E'J?é’%ﬁﬁfw[“ :
CHE! EM |
s &7 B R RS LR -
(Service Name)
fUE1#H e 1L ISP R I E 3SR R 78
(Username)

’;ﬁﬁﬁ (Password) ?F,{L_ ISP it 1/ ¢ Jiﬁ%@% o

_F:H ;!%\FE Ei%ﬁj 1‘%:13%”?‘%]:% °

(Confirm Password)

- #(Back) I ] - R e

Vigor2912 A= 26



~ #7(Next) e - I

_’\ '
Fre
ZVifi(Cancel) R o R

5. ;(E_I%:L}]‘EJ]‘EZ)[ B *FLI}{%%T—T Prrs o

Quick Start Wizard

Please confirm your settings:

WAN Interface: W AN 2

Physical Mode: Ethernet
Physical Type: ALUto negotiation
Internet Access: FPPCE

Click Back to rodify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

[_Finish ] [ Cancel |

6. FHER PO CRELHER R I L -

T e R Sn!

7o S R GRS T

27 Vigor2912 F 1=



2.3.1.2 PPTP/L2TP

PPTP [[[kL Point-to-Point Tunneling Protocol fi*fE# - ?JﬁfDSL ’ifﬁ;ﬁ%ﬁi |- fgfﬁ il
[ DSL Brsds(iin - [fﬁ’?g‘;*ﬂfﬁfl Fv DSL Byi58) - ﬁ@@ﬂ%@% F{3 32 PPTP Tunnel 3# %%
IV Internet - ?i:gfé‘[ﬁ%i o [EEE — [WE] DSL BeEas s 2 i?J“»? | PPP Session fiy PPTP
Tunnel - — {Ef Tunnel 1 & » ;578 DSL B4 n’ﬁ}{ﬁ’ PPP Session 3= = ISP fr[ PPP Session
gt B EpY i H [ P gl PPP Session ¢ 2V Internet e 1 Iéiﬁﬁ%lfﬁ[ 5[ PPPTP siast
TR RO SR R -

1. %J??%@%@’I%ﬁ?@%ﬁf o i R B HN - H(Next) -

2. EE WANL (255 WAN /i 7~ H7(Next) -

3. h [ﬁbﬁ[ﬁﬁﬁi 'Eﬁ?%;ar:jf?ﬁig;ﬂ[ﬁﬂmﬁﬁ%f U] o i PPTP/L2TP SRy ™ — #/(Next) -

Quick Start Wizard

Connect to Internet

VAN 2
Select one of the following Internet Access types provided by your ISP.

O PPPOE

O Static IP
O DHCP

[ <Back | [ Next> |

4. MR ISP L FORVRI T AR < i AR H H(Next)

Vigor2912 A= 28



Quick Start Wizard

PPTP Client Mode

VAN 2

Enter the user name, password, WAN IP configuration and PPTP server IP provided by
your ISP,

User Name 5477 aed|

Password seane

Confirm Password seane

WaN IP Configuration
O Obtain an IP address automatically
@ specify an IP address

IP Address 192 168.3.100
Subnet Mask 256 285 2550
Gateway 192.168.3.1

Primary DNS
Second DNS
PPTP Server

< Back l [ Mext =
FIJ FIJ[F%'.‘;_$F[FJ{/D
HIE! e
[F1# £ fRE ISP LV IS H £ -
(User Name)
it 5 ISP R ¢ BT -
(Password)
TR PR L
(Confirm
Password)
WAN IP ;IE'F"%"“*— FIEWZVE 1P A4k (Obtain an IP address
(WAN IP automatically)- F&f 135’ fI DHCP | RS F RSV IP A
Configuration) o
f7& IP B hiH(Specify an IP address) — "] gl“hﬁ? 3
é%?io

IP ¢ fiHIP Address) — ﬁrfa” IP b ko
ﬁnfﬁ#(Subnet Mask) ﬁ?“ = 1[@‘ HESERT o

gL (Gateway) —ﬁ? WL IP b it

= E! DNS(Primary DNS) - gET‘* BRI = EIf DNS IP A

11po

“*E! DNS (Second DNS)- /U@Eﬂﬁj‘* BRI TR RIS

DNS IP @kt

PPTP (IR / A 1P g

L2TP rﬁqugg

(PPTP Server/
L2TP Server)

29 Vigor2912 F 1=



_— #7(Back) = Qe Gl ELES (M ST
™ — #(Next) I=ESE T - e
FVifj(Cancel) H I PO R -

5. SRR PR O o

Quick Start Wizard

Please confirm your settings:

WaN Interface: WA 1
Physical Mode: Ethernet
Internet sccess: PPTP

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the YWigor router,

[_Finish | [ cancel |

6. HH « BTSRRI
(A CSCGHNE s e

2.1.1.3 [IEIP

SRR A [0 K ISP TV i~ {fei I i 1P H*ﬁf‘}# (it = 8= A (2 (2 B P
'“f)olﬁij“ﬁ‘&»«(Cabre) ISP @ i — [l LAV dr 1P > hy DSL ISP | ' fi= gﬁgﬁ— it
TR o YN SR - RO o ST E R WY 2 IP AP RS WAN
fifre i/DFAL gugmﬂ [a‘H—IP/ FIfE 1P %ﬁ_riﬁlgilf[lkf“'ﬁg[ﬁuﬁb A
%%3’?“

L BIFROME> RO E - i a5 7 - SN -
2. S WANL [ WAN /i 1o 37— #7(Next) -

3. [’%‘[}{‘]%& R \jl ﬁl'ﬁ S ﬁmﬁ‘ 'I&EkZiF[F[J o yof 8 ]:TJ'II‘L- IP $Ricfp™ — H‘(Next)
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Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP.
O PPPoE
O pPTP
O L2TP
@ static Ip
O DHCP

[ < Back ] [ MNext = ]
4. ﬁ?@‘ﬁﬁféﬁﬁ’l@ ISP ¢ & FRLH [ iy ﬁ‘%%?}?‘ o i KR - H(Next) -

Quick Start Wizard

Static IP Client Mode

WAHN 2
Enter the Static IP configuration provided by your ISP,
WAN TP [192.168.3.100 |
Subnet Mask 255.255.255.0 |
Gateway [192.168.3.1 |
Primary DMS |8.Ei.8.8 |
Secondary DNS |8.Ei.4.4 | {optional)
[ = Back ] [ Mext = ]
i IR
i ]
WAN IP ?ﬁi‘ IP b g
AL R -
(Subnet Mask)
Mg iy B IP e
(Gateway)
= ! DNS i B B[ DNS IP A J-
(Primary DNS)
“*EI DNS :U@lﬁﬁﬂ HE LSV SIAY DNS 1P b di-o
(Secondary DNS)
a2 2 2y HES M TR

31 Vigor2912 ==



(Back)

g L ST
(Next)

FVif] (Cancel) P IR ke

5. SRR R O

Quick Start Wizard

Please confirm your settings:

WA Interface: Wit 2
Physical Mode: Ethernet
Internet Access: Static IP

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

[ Finish ]| [ cancel |
6. WA - BOFURE SRR i -

HESOERRSOEmR!

7. R -
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2.1.1.4 DHCP
E ¥ DHCP [ERLRIR L - g e iy ISP R HATIEEY = JIE L -
L HIRCRE>IGR CRE - i R s 7 (Next) -

1% WANL (255 WAN /7 10 378 = #7(Next) -

N

3. MUK RIS AR AT - I8 DHCP SR H ™ ~ #7(Next) -

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP.
O PPPoE
O pPTP
O L2TP
O Static IP
® DHCP

[ < Back ] [ Mext = ]

4. GRS 1P S FHLE ORI ™ AFEEYI < i R 57— H(Nex) -
Quick Start Wizard

DHCP Client Mode

WAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.
Host Mame {optional)
MaC 00 |10 | 484 | -84 | H8F | 436 [(optional)
[ =pack | [ Med= |
_I:‘[J EIJF%%:'%E]EIEWUm :
HE! EN |
o & =
= % EI_}\:‘Qj gﬁ? * / EI
(Host Name)
MAC SRSy O B MAC & HH SRR 0 7
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PR > G IPARO iy MAC A4
S P IS E] - FIf e
(Back)
e HIPESE T = IR
(Next)
i FE IS O L -
(Cancel)

5. ST AR O

Quick Start Wizard

Please confirm your settings:

WAk [nterface: WA 2

Physical Maode: Ethernet
FPhysical Type: Auto negotiation
Internet Access: DHCF

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

[ Finish | [ cCancel |
6 A R R B I U1

TR R R e nR!

(A= SR i
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2.1.2 £ WANS3 fiE1 (USB)
UMM 3G/AG USB. D AR, - Y WANS -
1 F'aﬂf]!%‘? %ﬂ%ﬁf»‘[%ﬁir%%ﬁﬁf o i R B H7N - H(Next) -
2. % WAN3 [=H, WAN /11§57 — #(Next) -
Quick Stert Wizard

WAN Interface

WAN Interface: v
Display Name:
Physical Mode: Use

Physical Type:

] (e

3. FUCHAVEIE L ] 3GI4G USB BT HAVIERI « F1H - ¥ -

Quick Start Wizard

Connect to Internet

WAN 3
Internet Access . 3EAG USE Modem(FPF mode) |+
3EAG USE Modem(FPF mode)
3G/4G USB Modem{PPP mode} 4G USB Modem(DHEP mode)
SIM PIN code
taodem Initial String AT&FEOW1X1&D28C130=0
(Default: ATRFEQOY1X18D2&C150=0)
APM Mame
< Back ] [ MNext = ]
fir R
IR i
il e R U (O E e
(Internet Access)
3G/4G USB Bris#$ | SIM Pin fi5 (SIM Pin code) — i ™ = i * flsis v
(PPP f&i0) SIM {19 PIN f4f > AR 1T 15 [ F 57 -
(3G/4G USB PRSI 3 HE (Modem Initial String) — 5 {WEv i - ¥
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Modem (PPP
mode))

J#F:tA [{—Llj ISP ﬁ\ﬁ?‘é:{[[ °
APN £7% (APN Name) — APN .= FLESY [y £ “Ejlq'J
RLET ISP S B HRLH 2 ol (20 Iy %p%‘ ﬁ[rﬁ P
ﬁ‘k ‘éFIJH%

WJ%: USB LS - %IED ¥ 1;!3’ PPN LECE

4G USB §ri5as

(DHCP #5:2%)

(4G USB Modem
(DHCP mode))

SIM Pin fi5(SIM Pin code) — fi& ™ ™| ¥ ™ AR
SIM AV PIN 45 » fk =R 1S 15 47

AEERLY (Network Mode) — %Q,E,E A s A
U3 SRR, I (25248 4G/3G/2G ﬁﬂw[ﬁ”
;f%;c , %F"ﬁgﬂj’“ﬁﬂ* s ]ﬁgﬁlﬁyﬂ[ *JYEE?MI%F AL

APN ££/(APN Name) - APN #. $L#47 11[] 7 A;@
{1 ISP A Bl P -

4, ﬁ%&ﬁﬁ%[[jjﬁ}{%@;ml_& o

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Internet Access:

WAN3
UsB
PPP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

Finish ] [ Cancel

5. HRH » RN LREEL SRR P L

TR R R e nR!

6. R [T SRR

Vigor2912 ==
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2.2 IRFFRIENEE

ST RS E FR IO AT REDET A P R TR I (WCF) -

Y*ﬁn WCF 2 Vigor BT JEBS il - FSﬁF/ijjthICommtouch “rJF’-’rj:F_qﬁ I
(AR P ARG P RLEPH9) - (5 57 [T« 5, (A
ﬁ[ PITTUY o AR B 0 JETVRD f/EIF—n\E'EJ WCF &y o

AT IR [ LD RER PR WCR o 20 2 éf: SN fj:’]ezn;
i %% http://myvigor.draytek.com HIEI‘J[FEJFJ/EL (MyVigor) - rjﬁi EJ;“ EIT ﬁﬁﬁrﬁ% IJ?Q?JL
i ﬁ%?éfﬂléﬁifﬁgl[ FHH?'FL ar e

o ﬁ%g%” ﬁﬁ?ﬁ;&ﬁ?ﬂ'JWCF SPREE

L TR E> T -

2. Bﬁtffﬁﬂl*%;f;?l% A R LTI I BT -
Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Please choose the edition you need.

[ @ Free trial edition ]

RS AR GRS CE WCF Zipe -
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8. H O SIEI o IR RL BRI WCR SEaiys » % s - 7
B — o

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item({s) you want to use.

WVCF service:

O Web Content Filter (EPjM)
BPjM is the web content filter based on service operated in Germany. We recommend only users live in
Germany to try the BFjM WCF service. This is a free service without guarantee

Activation Date :

@ Web Content Filter (Commtouch) License
Agreement

Commtouch is the web content filter based on Commtouch cperated in the worldwide. There is a 30-day
trial period. After trizal, you can purchase DrayTek's prepared Commtouch Globalview WCF package from
retailing outlets.

Activation Date :

O Web Content Filter (fragFINMN) License Activation
Agreement Date :

[ [1 have read and accept the sbove Agreement. (Please check this box). ]

Mote; The activation date is brought out by the server automatically and cannot be changed.

< Back ' Mext = '

Commtouch Eh— FZT} =5 fT{EZ I"Eﬂ‘iaﬁgl FL VRCR 0 AR R [ 30 S puEkH |
s FHFENL o [BFTTNG F‘” AL Ay T~ % Commtouch GlobalView WCF %
)@F' - Commtouch I'| f=* ‘Cyren » I bg}g'L ) ﬁ%?%ﬁiiﬂ 2l

http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239025151.ht
ml

BPjM ™ | Rl B lk ro H [1 SES FRUE | F BPIM [T R P
b = AR A o

4. FELRERTI PO AR T~ 5 (Next) -

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version
Sevice Activated . Web Content Filter { Commtouch )

Please click Back to re-select service type you to activate.

<Back || [ Met= |
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PP I

Service Activation Wizard

Connection Succeeded!

Please check the following item(s) to enable services on your router.

Enable Web Content Filter

P et SRR ?%E'Jﬁ‘)ﬂrfﬂﬁﬂﬁﬁﬁ‘ﬁﬁi BRI > TREH ™ R -

\ R IR S I > EL R R -

SR o SE R Eﬁﬁng?E@ﬁH'{?i{E' ORI o BE PR SRR
%30 e

EERNEE
HIRZFEC B!
DrayTek BB HF%
EFEaiE HEIs HH ZIHEEHEH HERE
HE AR 2013-06-19 2013-07-20 Commtouch

HTER IR R GRS L R LR A T S » BT RN EREER R - EREE N Eiw
e

BT 2008 EREKENARAT

j‘ﬂﬁff&‘ }é XHVRCAR T E | 3 ’#’?’F"MES‘“*J s ]P“*J* & & (Service Activation Wizard )
«JT .F ) -‘J*jtl_’\ ﬁ

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- N/A

Please choose the edition you need.

Free trial edition

| Mext> | | Finish | | Cancel |
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2.3 VPN HPFIRiEE

I VPN B IJF‘.""’?J%FTEJ VPN Gt RS [ M VPN
[ LAN-to-LAN A ( ﬂflfIJql;/‘ELhTUH " l*“)

1. BHY VPN ‘;_L wi iy SUSVPN B %MFBE?(VPN and Remote Access>>VPN
Client Wizard) - F%#CEJ Y B

VPN and Remote Access == VPN Client Wizard

Choose VPN Establishment Environment

LAM-to-LAN VPN Client Mode Selection: Route Mode |+

Please choose a LAN-to-LAN Profile: [Index] [Status] [MName] v

Note:For a typical LAN-to-LAN tunnel, please select Route Mode.
If the remote network is expecting only a single client or ip and is not configured to route the
subnet and then select MAT mode.
If in doubt then select Route Mode

i BRI

“BE! A

LAN-to-LAN E[£] | g it -
S -"ﬁﬁ'l@f‘/NAT RN — YRR [ RS - 1P
(LAN-to-LAN B I R IR
REEES

Client Mode
Selection)

iy V) 32 i VPN AT R L
AN-to-LAN F%”\-*:

it

(Please choose a

LAN-to-LAN

Profile)
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[Index] [Statu=s] [Hamns] =~
1 = Cara

2 hod Y
T S
4 = Cara

5 b4 N

& = A

7 = Cara

a b4 N

9 = Y

10 b4 T

11 = s

1z = Cara

13 b4 N

14 = A

15 = Cara

1e6 b4 N

17 = Y

18 b4 T

19 = s

20 = Cara

21 b4 N

22 = A

23 = Cara

24 b4 N

25 = Y

26 b4 T

27 = s

28 = Cara

29 hod i b

:%Jt[*ﬁﬂ@l:%{ﬁ HEV %}5@—‘\— EI(Next)f] ’;f - B E'l °

VPN and Remote Access == /PN Client Wizard

VPN Connection Setting

Security ranking (1 is the highest: 5 is the lowest) Throughput ranking (1 is the highest; 5 is the lowest)
1. L2TP over IPsec 1. PPTP (None Encryption)
2. IPsec 2. L2ZTP
3. PPTP (Encryption) 3. IPsec
4, L2TP 4. L2TP over IPsec
5. PPTP {None Encryption) 5. PPTP (Encryption)

Select VPN Type: | PPTP (Encryption) v
PPTP {Mone Encryption)
PPTP (Encryption
IPsec
L2TP

L2ZTP over IPsec (MNice to Have)
L2TP over IPsec (Must)

[ < Back ] [ Mext = ]

ik I (STEE VPN 2] TG VPN IS ST 6 AT
MIEE TR M%H"F PR [ [l g[pl,&g‘“ﬁﬂha %“ELT— FI(Next) »
PO APt L}{‘—jf?@?ﬁ\ [Jpjflfﬁ[ggpl

|2 1) R VPN SRR R st s g
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° Fﬂﬁjf{% PPTP (None Encryption) # PPTP (Encryption)]ﬁ ’ Ié:’ﬁ{@ﬂi/[l* FIr:

VPN and Remote Access == VPN Client Wizard

VPN Client PPTP Encryption Settings

Profile Name |'?'?'? |

[ always on

Server IP/Host Mame for VPN
{e.g. draytek.com or 123.45.67.89)

|dra‘_\,1ek.com

|
Username |marketing |
Password |uuou |
Remote Metwork IP |1E|2.1EB.1.E |
Remote Network Mask |255.255.255.U |

< Back ] [ Mext =

® IEER IPSec [ EFIPIET

VPN Client Wizard

VPN Cliemt IPsec Settings
Prafile Mame [277 |

[ always on

Server IP/Host Mame for WPM | |
{e.g. draytek .com or 123.45.67.89)
IKE Authentication Method

& Pre-Shared Key | |

Canfirm Pre-Shared Key | |
O Digital Signature (x.509)

Peer ID | |

Local ID

Alternative Subject Name First
O subject Mame First
Local Certificate | |
IPsec Security Method

® Medium (aH)

O High (ESP) | |
Remote Metwork TP nonn |
Remote Metwark Mask |255.255.255.0 |

(=Back ] [Nedt> ]
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FJ[ [ESE 8 L2TP (S B p ™

VPN Client Wizard

VPN Client L2TP Settings

Profile Mame

[ always on

Server IP/Host Mame for YPN
(2.0, draytek.com or 123.45.67.29)

Username

Password

Remote Metwork IP
Remote Metwork Mask

777

[277

0.0.0.0

255,255 255.0

[ =Back | [ Memt= |

Cancel

Eﬁ’f@if{% L2TP over IPSec (Nice to Have) FykL L2TP over IPSec (Must): [&5F ][V

EIErps

VPN Client Wizard

VPN Client L2TP over IPsec {Mice to Have) Settings

Profile Mame

[ always an

Server IPfHost Name for YPH
(e.g. draytek.com or 123.45.67.89)
IKE Authentication Method

@ Pre-Shared Key
Confirm Pre-Shared Key
) Digital Signature (x.509)
Peer ID
Local ID
Alternative Subject Name First
(O Subject Name First
Local Certificate
IPsec Security Method
@ Medium (aH)
O High (ESP)
Username
Password
Remote Netwark IP
Remote Network Mask

27

272

000

1255.255.255.0

43

[ «<Back | [ Mext= |

Cancel
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RIEE R

/i

M

et i LA £ o R I 10 o5 f -
(Profile Name)

e BUHAR S BRAGERE S e at (R VPN s -

(Always On)

[fl9k#S 1P/ VPN pY
Sy = Rt
(Server IP/Host

Jiy ™ GRAY 1P o B RLE * I VPN i 5 ¢
o

Name for VPN)

IKE B =t T B £ 5F(Pre-Shared Key )- 25 = ™ [ F=rpe
(IKE > |KE—E3ﬂ FlJQ%ﬂ,f—_ﬁﬂ QéﬁbFEFm»éﬁ"
Authentication Bt B (X.509) — 20 Pt U e f‘d# 2 ':J‘
Method)

eSS SE TN Fk (i+ VPN *Dzn_«ruﬁ Fv>>IPSec i '["J :
AL -

o ‘““ﬁj ID —[ 1™ § Sl Z P9 1D

® 44 ID- 2 ?E;':,*ﬂ?@iﬁfﬂc—?%;‘?[’ﬂ@i°
® FENRE [N E I EE - AR - R
AR F’;@»q&ﬁ;«%ﬁﬁl%{* J/— AP F\[

HESSE LI

IPSec % = [hzEH

-

(IPsec Security

jIOPSec EEHAT L2TP 5 1 IPsec RO > A B f“%l[%

iR (AH) % E‘*#[}HF&&AQ > [EI B

P TR

Method) %‘Lﬁi— JEREE -
[ (ESP-Encapsulating Security Payload) % T[]
L e Bl > S E T R T AR
DES &% - %F' DES "I =" ’lﬂ{ SR R
Fha e
DES E/@Eg - [EIF' | DES J[l'}ﬁipﬁﬁf » STEE| MD5 Fl\/
SHA-1 &8st -
3DES £ - ({1715 F1 DES = « [ 1 4R5](
(7 B 2 o
3DES Z/&#Z -fjli"'|= £ DES Y=t » J#RM] MD5
Y SHA-1 B &1 -
AES & - (17 AES WY o (TR R
Fha e
AES B8R -[fi"] AES [T > 1§22 MDS
SHA-1 &5t -
B &7 TS PPTP 1L L2TP (/7 IPSec I » 4
(User Name) l iR R A o
6 i 5224 PPTP g94LL2TP (377 (3 IPSec UM - 4 B
(Password) EFRIF R B IE-WE""

Vigor2912 ==
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PEAL aqsﬁj'ié‘ IP
(Remote Network
IP)

E%;ﬁ?“ B A 1P O g COMfaet = BETRIEfEL ) et

PN 3L o

SRR
(Remote Network
Mask)

e

mfko

Bt CEHGRE B UORE) J VPN

FEYEEl %

VPN Client Wizard

Please confirm your settings

%}%ﬁw EI(Next) >
[T l}}%* Frp =7 [ %LglplﬁﬁH%—"’Zﬁlaﬁﬁhﬁ‘y(ﬁmsh)&w%

FELPEAHT I R PR
VPN i

LAM-to-LAN Index:
Profile Mame:

WPMN Connection Type:
Always on:

Server IP/Host Mame:

Remote Metwork 1P

IKE Authentication Method:
IPsec Security Method:

Remote Metwork Mask:

Click Back to modify changes if necessary, Otherwise, click Finish to save the current settings
and proceed to the following action:

3

VPRN_Jim

L2TP aver IPsec (Mice to Have)
Mo

172.16.2.8

Pre-Shared Key

AH-5HAL

172.16.2.99

235.255.253.0

® Go to the WPN Connection Management.
O Do another wPH Client Wizard setup,
O view more detailed configurations.

i PR

[ Finish ] [ cancel |

S

M

&7 VPN SR

P VPN SR U >> 5 (VPN and

(Go to the VPN Remote Access>>Connection Management) 1 E-Mﬁ@fl VPN
Connection HHIASGINE -

Management)

#hiwpL- [ VPN [l | HIE2 A VPN s AR VPN [
ﬁﬁ%ﬁ%ﬁfﬁ%‘t TR %Mﬁa °

(Do another VPN

Server Wizard

Setup)

ﬁﬁli%ﬂ‘_%‘f A Jfﬁ B ir=EE 7 VPN & e 3U>> LAN to LAN(VPN and

(View more detailed
configuration)

Remote Access>>LAN to LAN)I }ﬁ%ﬁla\E@f I’ FL
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2.4 VPN {GiRsSimeE

Ffg a4 & VPN i %EWTIIFEEF” VPN
[FIF LAN-to-LAN i A (]

f%i f& ﬁffﬂ;@fé& HHE T VPNREL
FIEE L AR

1. B VPN ELL_,F.JI+ JU>VPN | ﬁF,%E’?{—_;{%E?(VPN and Remote Access>>VPN
Server Wizard) - F%#CEJ g B

VPN and Remote Access == VPN Server Wizard

Choose VPN Establishment Environment

VPN Server Mode Selection: Remote Dial-in User (Teleworker) v
Please choose a LAN-to-LAN Profile:
Please choose a Dial-in User Accounts: 2 X 777 v
Allowed Dial-in Type:

O ppTP

IPsec

F[’ “J]%';‘L FIFJK]U_‘\ :

O L2TP with IPsec Palicy

o

e

T

VPN frfi S
H
(VPN and Remote

Access>>VPN
Server Wizard)

PR VPN (AR aR Y Y [ -

s %JI‘VPN (Site to Site VPN)- filj! | IEEE
LAN-to-LAN F%H‘éa , ﬁ%a%%ﬂ?ﬁf VF’I\F

wtniE U # (Remote Dial-in User)- ETEEIM‘F‘.J[EU“
AR ET%' g H TR TV [ ?ﬁj’j};@ VPN
F =i (M523 ll‘

IE:_"RE\'—J‘ Vi ,tllEHj Y F[}% &A_HIH%E

R VPN (IR E [ f METRER VPN i
QI;J/%E' I?UFHJ"E Eﬁ—j\ %J o

E”J&é

%g{% [g s in_&ﬁ*aaT&fVPN ( Site to Site VPN ) =% VPN
AN-to-LAN r%ﬁ__ “%%'.;ﬁj\ Eij ‘l[ p ,F[[;. %Lﬁk » %) 32 fid VPN F%Ju
i ffﬁs e R R
(Please choose a
LAN-to-LAN
Profile)
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[Index] [Statu=s] [Hamns] =~
1 = Cara

2 hod Y
T S
4 = Cara

5 b4 N

& = A

7 = Cara

a b4 N

9 = Y

10 b4 T

11 = s

1z = Cara

13 b4 N

14 = A

15 = Cara

1e6 b4 N

17 = Y

18 b4 T

19 = s

20 = Cara

21 b4 N

22 = A

23 = Cara

24 b4 N

25 = Y

26 b4 T

27 = s

28 = Cara

29 hod i b

U ORI | IS RN 0 S VPN TR -
EEE’E (Please choose | Fi" ffi ™ [IF==FIF !+ A Fp 32 i [f' EJVPN ﬂﬁ;]ﬁ EEg F%Jt

a Dial-in User =] e
Accounts)
SRR RS SRR W THESEe e T
(Allowed Dial-in H"J?JL “OREEER VPN |" ij«g%{ﬁ;gﬁﬁ HiSEE
Type) ] ’ll—&,ljﬁqﬂg\\ﬁpr f—dup (K] VPN F
-FFI E%ﬁ)

PPTP

IPSec

L2TP with IPSec Policy | Mone 2

Mice to Have
hust

Il g LL[I[FIJF%{L_F,P[»J?A ¢ -

3= S, N~ -H_‘ R a ek , (U5 s = T ol A T B
;PI%#LE % %H (Next) » FUsErAmss A gt LJH;TE[,M e

PO RIIRLY ) BRI VPN(Site-to-Site VPN) (245 VPN (A8 (VPN

E'E'w—"‘

Server Mode) Z7fI ©
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® L PPTP Vi (AT P

VPN Server Wizard

VPN Authentication Setting

Prafile Mame | |
PPTP f L2TP f L2TP owver IPsec f S5L Tunnel Authentication
Username |?‘?? |

Password | |
Peer IPAPM Client IP | |
Site to Site Information

Remote Metwark IP | |

Remaote Metwaork Mask | |

(=Back ] [ Next> ]

[ Fr[fdf:i}%? PPTP, IPSec, L2TP ﬁ? PPTP, IPSec ﬁ‘) L2TP with Policy (! F:E 58/~
) o BRI

VPN Server Wizard

VPN Authentication Setting

Prafile Name [227 |
PRTP f L2TP J L2TP over IPsec f SSL Tunnel Authentication

Username |'??'? |
Password | |

IPsec/ L2TP over IPsec Authentication
Pre-Shared Key | |
Confirm Pre-Shared Key | |
[1 Digital Signature (X.509)
Pear ID | |
Local ID
Alternative Subject Name First
O Subject Name First
Peer PPN Client IP | |

Peear ID | |
Site to Site Infarmation

Remnote Metwork 1P [0.0.0.0 |
Remote Metwork Mask |255.255.255.0 |

(<Back ] [ Next- ]
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H (25244 IPSec » IO i

VPN Server Wizard

VPN Authentication Setting

Profile Mame

Peer ID
Local ID

Peer ID

Remote Netwaork 1P

Site to Site Information

Remote Network Mask

Y

IPsec / L2TP aver IPsec Authentication
Pre-Shared Key
Confirm Pre-shared Key
[ pigital Signature {x.509)

Alternative Subject Mame First
O subject Mame First
Peer IPAPN Client IP

0.0.0.0
255.255.255.0

i B

[ =Back | [ Met= |

Cancel

S

M

R ¢ R A £+ iR ORI 10 o R
(Profile Name)
= % &8 H[SSE S PPTP BV RL L2TP ¢ /7 ﬁ IPSec 'R > 4 By

(User Name)

]HJ H] *&A_EJIE:_"I&‘*O

Hi (25244 PPTP SRLL2TP 477 £ IPSec [ » 4 B

(Password) ]F " *ﬁﬂﬁj&w

A2 ¥ R IPSec/L2TP IPSec » G £ 84" -
(Pre-Shared Key)

TEmRAEHREH | FIf T - SR

(Confirm

Pre-Shared Key)

Yete B (X509)
(Digital Signature
(X.509))

JWEE'IMJ{JFJ:ESFF' = —J SR SUE A —L}s.ﬁhéﬁﬁl“ﬁ‘
(¥ VPN FLg#HE T0>> IPSeC Tu%ﬁﬁ?—%ﬁf[@{

%t IP/VPN B[t

f]%} IP
(Peer IP/VPN
Client IP)

A WAN IP £ S RL VPN P ET4 1P 6

il'—‘o

#t74 ID (Peer ID)

EifiY ID £

i w

49 Vigor2912 =Y/ = 14



SR P | B P (RGBT
(Remote Network E/PN TR -
IP)

B R R T AR (MR IR D) 3 VPN
(Remote Network ﬁwﬁ\ °
Mask)

3. KB - - (Next) - FEETIFEUEIT I - G %%EF
= 172 REESNT %wlﬂﬁwﬁﬁ P IR R E T [ VPNF

VPN Server Wizard

Please Confirm Your Settings

WPM Environment: Site to Site VPN (LAN-to-LAN)
Index: 2

Profile Mame: 77

Username: o

Allowed Service: PPTP+L2TP with IPsec Palicy
Peer IPAPN Client IP:

Peer ID: 456

Remote Netwark 1P 172.16.3.56

Remote Metwork Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

& Go to the WPN Connection Management.
) Do another YPH Server Wizard setup.,
O view more detailed configurations.

[ Finish | [ cancel |
it PR
“BE! A
™ VPN ﬁﬁ&g@ =57 VPN B3R r.ﬁ;‘;"v»lg_;,& r=E!/(VPN and
(Go to the VPN Remote Access>>Connection Management) £ >’ VPN
Connection HIEGINE -
Management)
7 ph- [ VPN i | 020 (A7 VPN (il B - VPN i
AR T -
(Do another VPN
Server Wizard
Setup)
ﬁﬁﬁ%ﬂ‘—?cafl[ F'» P45 VPN 5w 3U>> LAN to LAN(VPN and
(View more detailed | Remote Access>>LAN to LAN)!J4g 18" [ -
configuration)
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2.5 BiRiBIS R e
sl AR e LR A ARSI PR I IR ) - R
AP(%’aaﬁ— 7 5 SRRSO 380 )LV AR -
NYPHRES
1. Efﬁ,(‘ ;.57%‘4—**?

Wizards

2. FURSETIT I R FISS RIERLR R I H L

Wireless Wizard

Host AP Configuration
Wireless 2.4GHz Settings
Marme: [DrayTek |
Mode: [ Mixed(11+110+11r) |
Channel: [ Channel B, 2437hHz |+ |
SeCURty Key: f‘“‘m‘“‘* |

Hote: The host AP configured here will be used for home or internal company use,

i E‘J?ﬁ—;ﬁﬁ%[“ :
HTE! =M
£ (Name) J7 BN PY £ (R S5 2.4GHZ Eﬂk I’ SSID "T]%?,
747, DrayTek » 3% & rﬁ‘:lsrt yE P 8
#i% (Mode) FPE AR IR R b SRS SRR
(11b+11g+11n)fEi=t o
H)ﬁiﬁ(Channel) REEN n%b@?{f},t.ﬁl LS ﬂfﬁg » VISR 6 0 YN Ry

SRR AT o [T PR QN SR
FLERNLE ﬁjiﬂ JE;JFL ’ %L% I
Wifi(Security Key) | RS ERLH [0 SRS ML £ WPA2IPSK -

WPA {7 Jf%ﬁ%tﬂmﬁﬁl‘ii[ﬁg*ﬁ SR A
B pfi  PSK EY L 802, 1x R 7 F I -
iy ¢ 8 = 63 {idl ASCII =7 5911 0123456 78(fi% £ 64 {[i 1
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AL B Ox O 710x321253abcde.
™ — #(Next) Hr=g - R ERI e
2vif] (Cancel) T IF=EER J%L* g = F RIS e I
3. fy KRR E o BTN - H(Next) « 4 FIfO [*[Hﬁf “ﬁ«ﬁ? EIEt
Vﬁ,,j[g [ 5 (FLE 3 55 ﬁ;@@jrﬁmg(LAN)[ brﬁ%ﬁﬁ?ﬁ‘, VPN;FI Jlﬁ_w&o
Wireless Wizard

Guest AP Configuration

Wireless 2.4GHz Settings

Enable  ® Disahle

551D: DrayTek_cuest

Security Key: [

Fate Control; Enahle Upload/zo000 kbps Download[20000 kbps

Hote: The configured guest &P will not be able to access the LAN network, WPH
connections, or communicate with wireless devices connecting to the router's other
APs, This &P interface shall be used for Internet access only.

(=Back ] [ Next» ]
—F[J EIJ?;\L_'%EFIEJQD_R :

P! A

Trelpe| TE IR 4 IR -

(Enable/Disable)

SSID 'p‘]?‘ REFIBNAY SSID £E(SSIDL) o

W =4 B R (12 S ;‘*f A1 £ WPA2/PSK -

(Security Key) WPA ][9] L'%,fﬁ%a:‘hmﬁﬂj_»’l[ﬁ{n%ﬁ*é |':,~’Jl:[ﬁﬂf [EF] F[: all
B Efiy  PSK FY L3 802, 1x R 7 F I -
ﬁ%ﬁ}a" * 8= 63 [ ASCII 7+ 571012345678 (F &L 64 {ls!1
AR Gl Y BIPEES Ox O+ I]10x321253abcde....”

3 P SR oo (e -

(Rate Control) @ (Upload) — 80 LY o 5 i ¢ e
W vp%@kb 30,000 kbps -
j~EXF(Download)_ SR | j%%ﬁ?‘ v SISl
AUghd ugl%@t'g 30, OOO kbps -

™~ — #(Next) st~ I[E{%'\_'EJE'I o

FVif)(Cancel) RO [ (BRI R

4. fapt R nERR Y o T - A (Next) o

5. FFWEL) U ARG LR
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Wireless Wizard

Configuration Summary

Wireless 2.4GHz Settings

Mode:Mized(11b+11g+11n)
Channel:Channel 6, 2437MHz

Host AR
SSID Mame:DrayTek

Guest AP

Status:Disabled

SSID Mame:DrayTek_Guest
Rate Control:Disablad

Il

7o [ 7 SEAH]

B

» J N SRS (Finish) i £ <ﬁ:,ﬁ4]:%@_ .

M S o e SR e B

53

[ Finish | [ cancel |
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2.6 5t Vigor i&EA2S

wuwmvb%ﬁ%ff A i F“ﬁjf%% g A L Nl
V|gor’[¢l|3a[ﬂj MYV'QOMF_J##?P g% Il 'EI‘JV@ I leﬁFpﬂ %I "RTJ'H‘%#‘U?‘N E“
ﬁﬁ99%£¥

1. %ﬁ%ﬁﬂﬂwﬁlﬂi” T R B F%ﬁﬁﬁ*wmm

Dray Tek LETZTE

Username |admln |

Password | """ | |

2. B OREIEL Y B>

3. R PTEAT IE E CAE pORRS  E

B © e 2l ﬁﬁwﬁ%m FEERE BRI SRR R
i ) 5 Il e T L RO R
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4.

g ﬁjf“‘fﬁﬁ[" REHEE ﬁ%?%" FHE(Add) -

DrayTek

My Information

D About Us Welcome james_fae

& Product Last Login Time : 2011-08-24 09:39:13
Last Login From : 123.110.144.220

Q@ My Information Current Login Time : 2011-08-24 23:01:15

Current Login From : 114.37.142.184

7. ¥igorACS Sl
= 1ot RowNo : PageNo m] [m

== Yigor Series

e Management

Serial Number { D N
® Product Host ID evice Name

AEqsiEio 104001703857  Vigor2710  Vigor2710 -
0 Customer Survey 200807100001 VigorPro5300 VigorPro5300 -
200911030001 ryan VigorProh300 =

Lot o your Dovioe LISt RIS SR Mngor»ﬁ*{iF FVEE AR
H G IR EEI o -

Er}“iﬁ?l]?’lt[ﬁ?ﬁﬁ%ﬁ AR 6T (Nickname) 2 S8 ) PGBV )
TR ¢ VB S B SRR A P B
(Submit)##F&* -

DrayTek _
T A .| c

D Avoutus My Product Secarch for this site
< Product

J My Information B e

T VigorACS SI Serial number :

= Vigor Series Nickname : * vigor2912

& Management Registration Date :{  [08-24-2011

*. Product Usage : ~Select— v
Registration

- Product Raling : ~ Select — ~ [Your apinion so far )

- Customer Survey
No. of Employees : = Select = ¥ [In total within your company )
Supplier : [ Where you bought it from )
Date of Purchase : [ mm-dd-yyyy )

Internet Connection : *

1 Cable ] aDSL O vosL [ Fiber

036 7] WiMAX I LTE
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PR

6. hitTl il SR [SpURE NS =12 MyVigor fi% _E‘ﬁl‘:l’gllz[[ °

Your device has been successfully added to the database.

7. %};Lﬁﬁ%@ﬁ

8. HW E(OK) - [p1Z] My Information n\{ﬁgl > %1%; My Information ?Fﬁfl s T
BEF 'lé‘é}{jg Il Your Device List 7&Hifl1

DrayTek

T

D About us Welcome,draytekfae

2 Product Last Login Time : 2011-08-24 09:39:13
Last Login From : 123.110.144.220

J My Information Current Login Time : 2011-08-24 23:01:15

%, VigorACS SI Current Login From : 114.37.142.184

RowNo: 5 ¥ PageNo: 2 ¥

3% Vigor Series Your Device List
o Management m
f""l""""”'f" D | ODcviceName | Model
2 Customer Survey Vigor3300V Vigor3300
mmm.l Vigor2820 Vigor2820 -
201010051 04801 Vigor2710vn Vigor2710 -
2010121767335200 Vigor2380 Vigor2830

| 2011082214320301 Vigor2912 Vigor2912 -]
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A3

3.1 204

fEFRERE

ST IPV6 IRFS

21 1Pv4 @ilFEJ[J}IﬁE'JEjﬂi‘EIUFﬁJE T @‘?ﬂ?ﬁf'ﬂﬁp?’”‘?l ™1 1Pv6 » [EIEL Y ﬁ:ﬁ?@ﬂJ“J IPv4
IR VRO > IPVB AT IPVA A SR - BT iﬁ,liﬁ(““ﬂlﬁb (] P sy E1 7 A5
T ST EEFH R RS IPVA->IPV6 AUFELT (o gl“ﬁ EIEJ SRR R
L] g,—,_if{t(Dual Stack)
E';%TF[I HIH R Eff{ I fE[l | IPV4E‘” IPv6 ‘ﬁf_} P e T RLE ﬁ
frop— (W IPv6 fe i > GBS ﬂ Eﬂfj‘ EY ]fﬁ IPv4 '~ 1PV6 ] F:
®  E - 3EIF(Tunnel)
A7) 1PV = BSZEETHE) IPVA SSRGS S pfE < K IPV6 Hif AL IPVA AR
1 1 1PvA Z5FT L R HAIEY 1PV Fit  SEFTRTWOS © TR 4T P4
%—1 IPv6 AR I RAFRAREE R o R IPVARSIEEFERR > 1] 1PV & U IPV6 Ff it
== |PV6 s H[guﬁlpwﬁ o
() éﬁ}zﬁ(Translatlon)
I IE IPVA (IR T L IPVE ORI AR -

ﬁi f(gg_a Vlgo_r|_292 )ﬁ BV SO AR TR 1PV6 AR - R e
1Z[(Connection Type

'¢+(Network Layer) >

1)

E TSP IPVE I - RIS WANILAN =T i) -

| 367 WAN

Vigor2912 (i IPv6 WAN &<t » HHH 7 5 %ﬁ?ﬁﬁiﬁj : PPP ~ TSPC ~ AICCU -~ DHCPv6
Client 71 Static IPv6 -

-

1 2E7 Vigor2912 pusf fIsE /i b [T WAN>>SHEESRBE R WAN>> Internet
Access) > S i WARI I PPoE (e g “ﬁi&%mn\Elﬁj‘%ﬁH%
B IPv6 5

WARHN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WANL Ethernet MNaone v IPv6

WANZ Ethernet PPFoE v Details Page ]
WANZ USB MNaone hd IPv6

Note : Only one WAN can support IPvS.

TR T lfl- R BUE (W WAN SR D fH T IPVe Dl o 4 25 (& %
WAN2Z -
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2. TEIFIEII F ISR R s -
WAN == Internet Access
VAN 2
PPPoE Static or Dynamic IP PPTPRIL2TP IPvE
Internet Access Mode
Connection Type
TSRC
AlCCU
DHCPvE Client
Static IPvE
TP e T PR i
® PPP -£8#4h(Dual Stack)fuER| - T [HJE\HI‘TEIE'J IPv4 =2 1PV6 SR
15 PPP i T IPVA PPPOE UM -
WAHN == Internet Access
VAN 2
PPPoOE Static or Dynamic [P PPTRILZTP IPVG
Enable () Disable PPPIMP Setup
PPP Authentication

ISP Access Setup

Username [72758635@hinetnet |

Password

Index(1-15) in Schedule Setup:

l’| l’| l’| |

VAN Connection Detection

|

Idle Timeout

l:l second(s)

IP Address Assignment Method (IPCP)
WAMN IP Alias

Fixed IP: & Yes & No (Dynamic IP)

Fixed IP Address |:|

& Default MAC Address
O Specify a MAC Address

MAC Address: l:l I:I I:“:l l:l l:l

Maode ARF Detect »
TTL:
MTU 1442 (Max:1492)

|[ OK ]I [ Cancel

Vigor2912 ==

EOIPV6 EIF\/.E‘,J u Sl -| LT azglb.—: I: F%L o
WAN >> Internet Access
VAN 2
PPPoE Static or Dynamic [P PPTPRILZTP IPvE
Internet Access Mode
Connection Type

Note : IPv4 WAN setting should be PPPoE client.

OK Cancel

58



H 7 FEROK)HE: - TR S RER(Online Status)F1 1 » SIS i » I [l
tH IPv4 A1 IPV6 b I
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®  TSPC-[5Ei(Tunne)iTEes] - Ryt IPV6 2 BASETHE| IPvA SABUE =
AR TSPC KL » 2 fiiy * IS IHEY TSPC At -

BRI PR LY IPva PRI -

(1 &9 TSPC ¥4 » Rl http://gogo6.com/ ; A )

Internet Access == IPvb

IPv6 Mode

Internet Access Mode

Connection Type ITSF'C v I

TSPC Configuration

Lsername |cacahsu

Password | --------

Confirm Password | --------

Tunnel Broker |hruker.freenet6.net

PO RS - BTSN - S B g
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AICCU - FEE(Tunnel)fvEsr |

#{% AICCU K7 -

o R IR AICCU A

B [ P IR L PvA AR

(' Fl 1Y SRk https://www.sixxs.net/main/ﬁﬁ[ﬁ‘iflﬁﬁ)?ﬂ [ﬁ%pa)

VAN => Internet Access

VUAN 2
PPPoE

Internet Access Mode

Connection Type

AICCU Configuration
O Always On
Username
Password
Confirm Password
Tunnel Broker

Subnet Prefix

Static or Dynamic IP BRTR4 2TP IPv6
AICCU v
[JoRa-s108 |
|..... |
|..... |
[tic stoes net |
|2001:4DD0:FFO0:8805::2 | /a4 |

Mote : If "Always On” is not enabled, AICCU connection would only retry three times.

[ oK

[ Cancel ]

O R BTN F o SRR i B g

61
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® DHCPV6 E'Jt’lfﬁr}
=15 DHCPV6 E'Jt’lf]ﬁ*]}?}?ﬁfgjﬂlpﬂlﬁﬁfjfﬁ3’%‘&5’%%?“ ’ f’fﬁﬁﬁ“ IAID(%%TE}E,% ID) -

WAN == Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTRIL2TP IPvG

Internet Access Mode

Connection Type DHCPVE Client »

DHCPVE Client Configuration

Identity Association O Prefix Delegation {©} Non-temporary Address
IAID (Identity Association ID)I Q72573680 I
[ OK ] [ Cancel ]

F M ER(OK)HFE: - HTRBLSTAE(Online Status)FITE 1 » Sy Jo = Ja g«
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I 1Pv6

IR 1PV IS D IPVG (45 PR M

H O FEROK) 2 » BTSRRI RE (Online Status)fIT > spisfinb = &= g
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Il &7 LAN BB

FRY 1PV6 iV WAN ]%';‘_Ll& B i%ﬁ LAN f ]PFH [ FEEPERAYR ] s

FE- LI

i
IPV6 b fo

L &7 Vigor2912 UAHEI B 1o ] fyﬁhiﬁﬁaﬁ%‘»ﬁl?ﬁ%i(LAN»Genera'
Setup) > # IPV6 §F&" > FEJFF:S[#/[IW e

|28 [ UF LANL 514 45 IPV6 o

LAN >> General Setup

LAN 1 Ethernet TCP /IP and DHCP Setup LAN 1 IPvG Setup

Router Advertisemerft Server
® Enable p‘[isable.
ehrersTeTTEreEfetime | 1800 | Seconds (Range : 600 - 9000

DHCPWE Server

@) Enable Server ODisab.I_Eg Server
SLart (VD Address 2001:1111:2233:3333::1111
End IPvE Address |2001:1111:2222:3333 2222

DNS Server IPvG Address I
Primary OMNS Server 2001 :4860:4860,:0800

Secondary DNS Server [2001:4860:4860: 6544

Static IPvi Address configuration

IPve Address J Prefix Length

' |4 [ add ][ Deew
Current IM Address Table -

;Index IPw6 Address/Prefix Length Scope

1 FEGO: : 21D: AAFF:FEAG: 25658 /64 Link

\
= ._

v

2. 7 RADVD - (Router Advertisement Server) k|1 » 5’*5%[’}_‘[,%_’:" F'JEILJ » B[k lff
ukmjgg FUEIsT: RADVD il IPV6 o e BRf =% » ik % = i
/i ID FpiRE hah?fz]gu IPv6 & ft-o

3. 7t DHCPV6 | IJQF;%S%L(DHCPVG Server) k|1 > F' ’?W'J DHCPvV6 %ﬁﬂﬁ]‘ [T
TEIFE nﬁJr_pJ B IPV6 £ gk

Ey- (W
]

19

ﬁi@kﬂﬁﬂf;m Ejj‘ a2 Elmﬁkigjl ]E[ F Pﬂﬂﬁ'ﬁ*ﬁrﬂ(”ﬂﬂﬂ Window?7
',’ﬂfutr RADVD)
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1. e 1PV S iR (=

1.

2.

i (= G iy IPV6 I 527 MS-DOS # o iy Fﬁﬁ ipconfig » 22# ™

(IR 2SR T 2 AR Y 1PV6 ok

0] Ping ?‘F', ?ﬂx?ﬁg%ﬁ IPv6 ﬁﬁﬁfjif#ﬁlfi IPv6 1> 90 www.kame.net fl— {3 2 IPv4
15: IIPéG q&;iﬁlxiﬁ[ﬁfﬁv L 1Pv6 fiF iﬁﬁ I’} 2001:200:dff:fff1:216:3eff:feb1:44d7 i?}ﬁjﬁ'mﬁ
:\LL II/LIJ °

RIS AN R LD = JlJFR 1P qgsﬁg‘ulﬁwmfﬂ%‘;ﬁw' o
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3. iz UIPv61ﬁﬁJ‘ ED” fHE BTS¢ 1PV6 1Y URL ]9 {741 www.kame.net -
PN [ R 97 (M TPV6 *lﬁ\ﬁr”vﬂﬁ*ﬁ (&R F & “ﬁ E[E'— SYSAY T L
il F'{f EIE'FE’{*LFEJ TR

P LT A AT BRSSPV R R i L
GV]EDH o

Vigor2912 == 66



3.2 U EYS;

1.

EIEZE Vigor IRH2SAY USB RERRVESE?

O USB BEf iR = Ba IR USB AR 1 355 o4 —;35 SEUPRFIEAR G F1 R AR
(Disk Connected)ﬂ\@hh » YIS AL

USE Application == USB Disk Status

USB Mass Storage Device Status

Connection Status:| Disk Connected

Disconnect USB Disk
Write Protect Status: Mo

Disk Capacity: 2009 MB

USB Disk Users Connected | Refresh |
Index Service IP Address(Port) Username

Note: If the write protect switch of USB disk is turned on, the USB disk is in READ-ONLY mode. No data
can be written to it

5 USB TR | >>USB§J.‘4:F%4—’(USB Application>>USB General Settings)!"| ﬁ%$~
alt JL i EE(OK)

USB Application >> USB General Settings

USB General Settings

General Settings

Simultaneous FTP Connections ] {Maximum 6
Default Charset English N

Samba Service Settings{Network Neighborhood)
®Enable Opisable
Access Mode

@ LaN Only O LAN And Wal
NetBios Name Service

Workgroup Mame

WORKGROUP
Host Mame “igor
Note: 1, If Charset is set to "English", only English long file name is supported

2. Multi-session ftp download will be banned by Router FTP server, If your ftp client have multi-
connection mechanism, such as FileZilla, you may limit client connections setting to 1 to get
better performance.

3. A workgroup name must not be the same as the host name. The workgroup name and the host

name can have as many as 15 characters and a host name can have as many as 23 characters ,
but both cannot contain any of the following: . ;@ "< = * +=/%1] 7
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3.

Vigor2912 F i =

i+ USB E&H [>>USB ffi #| ?{F?EEJ(USB Application >>USB User Management)=3—
A FTP TssH R =R Hj\/fl E E{fy“hIFFTP/Samba 0= =R o=
1= (et i £ 50 userd =8 A VY f}iﬁf@ T AL -

USB Application => USB User Management

Profile Index: 1

FTP/Samba User ®Enable| O Disable
Username |user1 |
Password |(Maximum 11 Characters)

|
Confirm Password | |
|

Home Folder | =
Access Rule
File [ Read [Mwrite [JDelete ]
Directory MList  [Create [JRemove
Note: The folder name can only contain the following characters: A-Z2 a-z0-95 % '-_ @~ "' { )/
and space.

[ QK ] ’ Clear ] [ Cancel

O OB e -

FP_:I:,,H FTP EJFﬁ; I "ﬁ%” SE{E %F F‘ylf* TS oo ftp://192.168.1.1 - fF[I B =R
userl # oo

Log On As le

Either the server does nat allow anonymous logins or the e-mail address was not
accepted,

FTP server: 192.1658.1.1

User narme: | userl " |

Password: | |

After vou log on, vou can add this server to vour Favorites and return to it easily,

& FTP does nat encrypt or encode passwords or daka before sending them to the
server, To protect the security of vour passwords and data, use Web Folders
(WwebDAY) instead.

Learn more about using Web Folders,

[JLeg on anenymoushy Save password

Log On H Cancel

68



6.

i U L -

—' Al
W %‘Qﬂ FTP qbiy FIJ ﬁljj\_' o
E3 ftp:/71192.168.1.1/ - Microsoft Internet Explorer
File Edit Wiew Fawaorites Tools Help
e Back - \_;J ? /:] Search 0 Folders v
A Y
Other Places 'J 'J 'J
FinalDataEn... opkg-inskall  kempstorage  iTunes3eto... wlc-1,1,5-wi,.,
@ Tnternet Explorer
D My Documents S l@t‘\ I@Ll'- @t‘\
[C3) Shared Documents e e e
- 115.brp 12-Always  Air-supply-lost Crystal
‘fj My Hetwiork Maces Open.mp3 inlove.mp3  Flower.mp3
7.

SRR O

USB Application => USB Device Status

[IZ] USB ffe"'|>>USB RERRTfE(USB Application >> USB Disk Status)- FTP ffiff

Disk Modem
USB Mass Storage Device Status

Printer

| Refresh |

Connection Status: Disk Connected

Write Protect Status:
Disk Capacity: 2009 MB
Free Capacity: 1212 MB

Mo

Refresh

USB Disk Users Connected

[ Disconnect USE Digk ]

Username

|_Inde:x Service IP Address{Port)
1 FTP 192,168.1.10{1963)

userl

LH. TTTIE wrie protect WL U1 oh WISk 15 TUIe s O, e UoB Oisk 1= 11

can be written to it,

F o B LAN ?F.JIEIJ]E[FI RN USB%:EF:F“» FL
ftp://192.168.1.1 J[[f" » ffi™]

R T
YRR PRI R L VA AR AR USB " >>USB

=l ?{E{:’EJ(USB Appllcatlon >>USB User Management)[| %[5+ FTP [[=* [F%gfﬂmw &

I E

69
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3.3 M EHE A B EE R D A T2 LAN-to-LAN VPN EIREE (S8
Main &)

IPSec Tunnel

—f— b’ Internet —

- \/ \/ -

Head Office Branch Office . |0 =

. WAN:218.242.133.91 WAN : 218.242.130.1%
172.17.1.0/24 192.168.1.0/24

BV flJF"J Vigor B¢l lﬁ'ﬁ'l%i
1. g“ BRI e

2. ﬁ?JTJT VPN EEHEETU>>LAN to LAN (VPN and Remote Access>>LAN to LAN)
o A

f
VPN and Remote Access >> LAN to LAN @
LAM-to-LAN Profiles: | Setto Factory Default |
View: @ All O Trunk
Index Name Active Status Index Name Active Status
1 7?7 ¥ == 17. 277 O
2. 77 [l -- 77 [ --
3. 777 [FI == 19. ?7? O
4. 277 O -- 20. 277 O --
5 P77 il - 77 ] --
3. W A S B g SO o N IO £ B I

VPN Server)’]ji.azi HE | [Pt ;(Enable h|s Profile) #;Hi o fl i Ha‘”{ﬁbﬁﬁﬂfﬂ
SR TR %{g T (Dial-in) = IR 0

VPN and Remote Access == LAN to LAN

Profile Index : 1
1 .

Profile Name [VPN Server || |call pirection  © Both © Dial-out | ®! Dial-in

Enable this profile ) O Always on

Idle Timeout 0 second(s)

VPN Dial-out Through| VWAN1 First v [ Enable PING to keep alive
Methios Naming Packet ®Pass O Block PING to the IP | |
Multicast via VPN ®pass OBlock

(for some IGMP,IP-Camera,DHCP Relay..etc.)
2. Dial-Qut Settings

Vigor2912 == 70



6.

Wi 1 B

EEIF T ??“L(DIBJ In Settings)f[1 » 5% PPTP ~ IPsec ﬂﬁg

Jb L2TP » Zi&fn s m#—ﬁ VPN [3fi(Specify Remote...) » ﬁi.apf?“ 2[4 VPN il

8P ST (930~ EJ 218.242.130. 19) O IKE 4 2]

Pre Shared Key)## h%i—_@%ﬁ PSK F

3. Dial-In Settings
Allowed Dial-In Type

y
PPTP
IPsec Tunnel

| [ L2TP with IPsec Policy )

24(IKE
S PR (AH) Y KL B(ESP)L 2 = .

Username |??'? |

Password | |

O on @ off

V1 Compression

d N
Specify Remote VPN Gateway
Pear VPN Server IP

\|218.242.130.19 y

or Peer ID |

4. Gre over IPsec Settings

7

g =N
fﬁ*jlﬁ i~ LAN 1P 6 g

IKE Authentication Method
Pre-Shared Key
[ IKE Pre-Shared Key ||

(= B E I = TCP/IP aqﬁﬁ,—ﬁ,%i(TCP/IP Network Settings) i >

7 JEOK) s -

71

Digital Signature(X,509)
Hone 9]
Local ID
& Alternative Subject Name First
O subject Name First

IPsec Security Method
Medium{AH)
High{ESP) DEs [¥] 20ES V] AES

?;T}HL

Vigor2912 F i =



7. BY VPN ZEEE §V>>§J&§f£1(VPN and Remote Access>>Connection
Management)dfgg*f”" SRR TREE (PR e 153 fil) °

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds :

(V2920 ) 172.16.2.145 | Dial |

VPN Connection Status

Current Page: 1 Page NC‘-I:I

. Tx Tx Rate Rx Rx Rate .
VPN Type Remote IP Virtual Network Pkts (Bps) Pkts (Bps) UpTime

1
¢ VEN Server ) DIEDSS_';;H“;EL 212,242,130,19  192.168.1.0/24 353 3 291 z  mizse |Drop

warieEnd 0 Data is encrypted,
HEMRAERN - UdLld 151 L BETILTYHLEL,

PN FJE Vlgor,npilﬁﬁl%i‘
'? GRS I e

E?JTJT VPN EEHEETU>>LAN to LAN (VPN and Remote Access>>LAN to LAN)
O~ A o

N

f

VPN and Remote Access >> LAN to LAN @
LAN-to-LAN Profiles: | Setto Factory Default |
View: @ All O Trunk
Index Name Active Status Index Name Active Status

1 777 O 17. 777 IF]

2. 77 O - 18. 777 O -

3. 77 D === 19. 777 D —_—

4. 277 D - 20. 777 D —_—

5 297 m - 2. 297 il R

3. HNEIE - (eI RS F TR CRIE e R RAPRB R EE CF D M7
VPN Client) JRix »J3% “fTF'JL LAt (Enable hIS Profile) ¥y o fIFTEE IELQ_{?D’F‘F&EFJ
ERE]E [‘FI% ) WIF““?’“EFF*H [Fil | E‘Q‘i—_t@ #LY(Dial-out)™ 2J3E s RS Always on)

VPN and Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Mame |\."F'N Client |

lways on

Idle Timeout second(s)

Nethios Maming Packet ®Pass O Block )
g [ Enable PING to keep alive

Multicast via VPN ®pass OBlock
. . PING to the IP | |
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Call Direction O Both @ Dial-out O Dial-in]

Enable this profile

Vigor2912 /=P 2



AN ?%J@ FIE .}?ﬁ{l'%‘%‘—‘(Dial-Out Settings)fl1 » »53E IPsec 3Ej3fi(IPsec

Tunnel) - f]ﬁ:&?ﬁ?‘“ b I A =

TP H I IR Y 218.242.133.91)

7 IKE g il B ﬁ’ﬁﬁ(lKE Pre- Shared Key)ﬁﬁ%if,fﬁ K F| 202 Fl 178 (AH)

Fi&iﬁ{ o (ESP)Y = [HE+H =1 -
2. Dial-Out Settings

Type of Server | am calling

O ppTp

& IPsec Tunnel

O L2ZTP with IPsec Policy

Server IP/Host Name for WPN.
(such as draytek.com or 123.45.67.89)

|218 242 133 91 |

n%*%%m* %Jﬁgtﬁ 1% TCP/IP mﬁﬁ

B LAN 1P 7 tko
My WAN IP [0.0.0.0 |
Remote Gateway IP |[].0.0.0 |
[ Remote Metwork IP |1?2.1?.1.[] |
Remote Metwork Mask |255.255.255.U |
Local Network IP [192.168.1.9 |
Local Network Mask |255 255 285 0 |

Username | |

Password | |

PPP Authentication
I Compression on off

IKE Authentication Method
@ Pre-Shared Key
’ IKE Pre-Shared Key ] |’...or...’

' Digital Signature(X.509)
Peer ID
Local 1D
Alternative Subject Mame First
O subject Name First

IPsec Security Method

O Medium{AH)
® High(ESP) | 3DES with Authentication  »

Index(1-15) in Schedule Setup:

| al |a| |

T(TCP/IP Network Settings)h i > F%Jt

0

RIP Direction

From first subnet to remote network, you have to

do

[ change default route to this VPN tunnel { Only
single WAN supports this )

[ oK

Clear ] ’ Cancel

1 FEEOK G -
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Vigor2912 =Y/ = 14



7. BEY VPN EREEE ,V>>IEJ&*FF£J(VPN and Remote Access>>Connection
Management)ﬂfgg* HL RS NE R AR )

VPN and Remote Access »> Connection Management

Dial-out Tool

Refresh Seconds : |5 %
(V2920 ) 172.16.2.145 v

VPN Connection Status
Current Page: 1

Page Mo.

. Tx Tx Rate Rx Rx Rate
VPN Type Remote IP Virtual Network Pkts (Bps) Pkts (Bps) UpTime
¢ VPNEHM: ) DIEPSS_ESCHI:TEL 218,242,133.91 172,17.1.0/24 g 3 13z 36 0i6:41

wnexnxny o Data is encrypted,
winxuxny o Data isn't encrypted,

3.4 QoS RE&HI

eSS A e It i M S S (T ol 81 g

H[FJE&EHEL » Zil HTTPS l‘/,E_VPN Igf_%tl ﬂ\]éf le" TR - 1?&%@ = E A=A
Iﬁﬁ”*ﬁH’El?*E [RIE > T R R B VoIP ﬁ‘/f;Skype r@ﬁﬁ\ﬁk

L BT ’ifﬁ’%ﬁh (Bandwidth Management>> Quality of Servic)FIf -

Bandwidth Management => Quality of Service

-

General Setup | Setto Factory Default |

uDP
Index Status Bandwidth Class Class Class

Direction 1 2 3 Others Bandwidth Stc::i“;;?cs
Control

WAN1 Disable 101050.00Kbps/98180.00Kbps 25% 25% 25% 25% Inactive Status  Setup
WAN2 Disable 100000Kbps/100000Kbps 25% 25% 25%  25% Inactive Status  Setup
WANZ Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 dit

2. HWANL RIS it B M I Qos b iz

;I\—r
P EEER (B Y -

Bandwidth Management == Quality of Service

WAHN2 General Setup
Enable the QoS Control |BOTH |+

h,

WaM Inboun auT dth

W AN Dutl:ucu..;idth

Vigor2912 == 4



Bandwidth Management == Quality of Service

WAN2 General Setup

Enable the QoS Control
WAN Inbound Bandwidth
WAN Outbound Bandwidth

Index
Class 1

Class Name
VolIP

100000 | kbps
100000 | kbps

Reserved_bandwidth Ratio
25 %

A ] ek

FI A B ERAHTRL - I )i

i T T (QoS) B
il FEFI) ISP zﬁwﬁqﬁ lﬁ([%ﬁfﬁ,nﬁ@ 1 0% - 85%%£55EF UIRIEIZ P RN
]é[flﬁi}jf"il‘o

% Tt B L ORI IR sk IR 1 £ “E-mail” > FHRE -

Bandwidth Management == Quality of Service

Class Index #1

Name |E-mai| | [ Tag packets as: | Default v
NO Status Local Address Remote Address C[;Tesﬁur;t Service Type
10 Active Any Any ANY

AMNY

[Add | [Edit | [Delste |

[ oK

] ’ Cancel ]

R
2 -

Bandwidth Management == Quality of Service

F I'VF (TN 25%)

71\

WAMN2 General Setup
Enable the QoS Control |BOTH
WAN Inbound Bandwidth

WAN Outbound Bandwidth

Index Class Name
Class 1 E-mail
Class 2
Class 3

Others

[ enable UDP Bandwidth Control

[ outbound TCP ACK Prioritize

SN

FPOPS FISMTPI R 3L e R

Reserved bandwidth Ratio
-

Limited_bandwidth Ratio I:I %

oK

J

Clear ] [ Cancel

75
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6. [t I 2 (ORI Jf T 2 9 £ HTTPY L -
EERIET =5 TR R E R E‘“(7Jf/l25%)ﬂ:*’ HTTP -

Bandwidth Management => Quality of Service

Class Index #2

Mame |[HTTPS | [0 Tag packets as: | Default v
NO Status Local Address Remote Address lefSer_v Service Type
CodePoint
. 172.16.1.242 ~
Active 172 16.1.240 Any ANY ANY

[Add | [Edit | [Delete]

[ oK ] [ Cancel ]

7. EBWAN FURAS « 2T JUDPHIPHEIT, (-VoIP- Bl fUUDPY PRI 14
EIUT;E»EIJ%E?C o

Bandwidth Management == Quality of Service

WAN2 General Setup

Enable the QoS Control |BOTH v

WAN Inbound Bandwidth Kbps
WaN Qutbound Bandwidth Kbps
Index Class Name Reserved_bandwidth Ratio
Class 1 E-mail %
Class 2 HTTPS 0_.-'0
Class 3 25 o
Others I:I%

nable UDP Bandwidth Control Limited_bandwidth Ratio %o

[] outbound TCP ACK Pricritize

[ oK ] [ Clear ] ’ Cancel ]
. AT i FIFINIZ R BEOVPNGE S "F (oA £ BVPN
- PR ORI b e s kil

Hl’_lz’:LF}HFIﬁEF‘%I PNﬂﬁgﬁu i‘g“g%%ﬂgo

VPN Router
%.135.240.208

VPN Tunnel

—
Private Network

192.168.1.0 192.168.2.0

Cooperate Network
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3.5 WY —{& MyVigor IR3R
MyVigor ,Q'x_ﬁfjifflﬂhttp://mvvi(Ei)r.gravtek.com)?,iiﬂ:ﬂ;f’Eix'T’FEffE J" F':’{’?FJ/;’%(%Z/DB’B@?&% ~ A [‘J“Fﬁ'
SER S [ ) T o ) R P sk pod 2
UfeliE * MyVigor VIR ZveyF it g = MyVigor =5«
3.5.1 &3 Vigor PEEIE e

1. F'ﬁjflg%f jFiaile ijﬁ’ijz’::\ TR>>AHE [‘j?ﬁ‘iﬁ?’ﬁ%ﬁ%@ﬁ'{(CSM» Web Content Filter
Profile) » [T pLE[[™ Fiper

H

o

CSM >> Web Content Filter Profile u_‘.

Web-Filter License Activate
[Status:Mot Activated]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Web Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. Default 5.
2. 6.
3. 1.
4. 8.
Administration Message  {Max 255 characters) [ Default Message ] Cache : |L1 +L2 Cache v

<hodyr<center><hrr><br><br»><p>The recguested Webk page <br> from %53IP% <brs>to 3URL%
<br>that is categorized with %CL% <br>has been blocked by 3RNAME: Web Content Filter.
<p>Please contact your sSystem adwinistrator for further information.</centers</hody:

AL
F'#J?if %%ﬁﬁ%‘»r'ﬁj?ﬁ*&@ﬁ@ystem Maintenance>>Activation)

System Maintenance == Activation Activate via interface : | auto-selected »
Web-Filter License Activate
[Status:Mot Activated]

Authentication Message

Letivation authenticate fail, contact with support@draytek.com, 2012-10-30 16:17:01

77 Vigor2912 ==



2. 3 PBH(Activate)id: - MyVigor 1 B il 1 I -

Please take a moment to register.

Membership Registration enitles you to upgrade firmware Tor your
purchased product and receive news about upcoming products and
senices!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about
DrayTek product. Your precious suggestions will be of further help for innovation and enhancement,

By joining MyVigor, your data will be handled carefully and not passed omto any 3rd party unrelated
organizations, Your data will only be used/accessed by DrayTek Corp and regional offices/agents within your

own countiy.

LOGIN

Language : English ¥

UserNarme : | ]
Password : | J
Auth Code : |

=
[3307 | | ‘-wmu*
(1]
Forgotten password?

Don't have a Myvigor Account ? Create an account now

Become the MyVvigor member, you ean receie the e-newslefler update.
Please join customer survey affer you are a member! Your opinion Is very apprecialed.

3. ##™ Create an account now i -

4. ’}@?&fé:’mﬁjﬁl%}?lfﬁﬁ;@ﬁEﬁ? E\Jﬁ[ﬁjﬂ’ﬁji{ﬂ s FE N Accept ©

Create an account - Please enter personal profile.

Vigor2912 =i /=1

ePersonal Information

eP references
GCUmpletion

Mlyigor Agresment

B

(i

1. Agresment

Draytek provides MyVigar(myvigor draytek.com) service sccording to this agreement. Vhen you use
MyWigor service, it means that you have read, understand and agree to accept the tems listed in this
agreement. Drayvtek can modify or change the content of the tems without any reasons. ttis
suggested for you to notice the medications or changes at any time. If you stil use My'igor service
after knowing the modifications and changes of this service, it means you have read, understand and
agree to accept the modifications and changes. If you do not agree the contert of this agreement,
please stop using MyWigor service.

2. Registration
To uge thiz service, you have to agree the fallowing conditions:

(&) Provide your complete and correct information according to the registration steps of this service.

(k) wou provide any incorrect or fake nformation here. DravTek has the rioht to pause of terminae

have 12ad and understand the abave Agreement (Use the sorall bar to view the entire agreement)

[ =<Back | [ Accept=> |

78



5. ﬁ\ﬁj“ it~ ey#H ™3™ Continue o

6. ﬁ{%ﬁﬁﬁfé:’ﬁ@%ﬁgfmgﬁ » FI# Continue -

Create an account - Please enter personal profile.

How did you find out about this website?
o«Agreement
What kind of antivirus do you use? |Ami\/ir v
i i i | . v
Personal | would like to subscribe to the MyVigor e-letter.
Information | would like to receive DrayTek product news.

Please select the mail server for receiving the

q q q Global Server | %

GCompletion

[[<<Back | [ Continue => ]

7. T ESRESTIE Y - (HRM > Shik START -

Create an account - Please enter personal profile.

Completi
GAgreement

A confirmation email has been sent to mary_ted@tech.com
Please click on the activation link in the email
to actvate your account

€ Proferences ’TART
Ccompoion

Personal
Information

79 Vigor2912 =i /=1



8. g ,f‘fﬁl HENE fq_*LIS‘T[J?FﬁE‘Eﬂ New Account Confirmation Letter
J;rom myvigor.draytek. com H J]F E3D

#HHEF Thiz 15 an avtomated message from mywigor. draytel com ¥+

Thank you (Mary) for creating an account.
Please click on the activation link below to activate your account

Link : Activate my Account

9. F =] ;E%EL* Activate my Accoun I FEAIREE » N UK R e - F gt

IR = S A ﬁ%ﬁfﬁz Login

Register Search for this site |

Register Confirm

Thanlk for your register in WigorPro Yeb Site
The Register process is completed

10. Hi (77 [f/ﬂglpiﬁﬂj i RS R v ) R ) -

Please take a moment to register.

Membership Registration emtitles you to upgrade firmware for your
purchased product and receive news about upcoming products and
sefvices!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion aboirt
DrayTek product. Your precious suggestions will be of further help for innovation and enhancement,

By joining MyVigor, your data will be handled carefully and not passed onto any 3rd party unrelated
organizations. Your data will only be usedfaccessed by DrayTek Corp and regional offices/agents within your
own country.

LOGIN

Language::Eninsh V:

UserMame : [ I'I.I'IaryI

Auth Code : _
r [~
3307 ] bes C.,m .
o
Forqotten password? Login

Don't have a MyVigor Account ? Create an account now

Become the MyVvigor member, you can receive the e-newsietter updale.
Please join customer survey after yol are & member! Yol opinion I very appreciated.

11. iy BREEY % 7 Login o SEH0K FJI‘ €7 MyVigor [l -

Vigor2912 =i /=1 80



3.5.2 &y MyVigor ;{ﬁfﬁ“‘k’ﬁij

1. ¥ 7 http://myvigor.draytek.com - £$Z[ Not registered yet? iﬁ”? i Ny
Click here! 5% ™ — [ -

DrayTek

A Home

gor BcustomerSurvey

yvigorforyon N

About Us

My\igor website replaces the VigorPro site as DrayTek's portal site for I:I
Product the latest products and services in network security, including Anti- UserName:
My Information Virus, Anti-Spam, Web Content Filter._. etc. The products and functions Passwerd
VigorPro that are supported in this site include: AuthCode :I

VigorPro Unified Security Firewall series:

« Activation of Commtouch™ GlobalView Web Content Filter If you can't read the AuthCode . Click here
license key
« Activation of DT Anti-Virus license key

+ Activation of Kaspersky Anti-Virus license key L2 Forget password?
« Activation of Commtouch™ Anti-Spam license key and 3
membership

Mot registered yet ? Click here !
Vigor routers (for models that support Commlouchm}

« Activation of Commtouch™ Globalview Web Content Filter
license key

The MyVigor website contains a trail version of Commtouch™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

Please use |E 5.0 or above
{ resolution 1024 * 768 } for best More customer-oriented services are planned for MyVigor site for the
display. © DrayTek Corp near future.

b

2. fﬁ";’ﬁ% SRl P PR SIE ORI B Accept ¢

Create an account - Please enter personal profile.

Mlyigor Sgreemert

B3

[

1. &gresment

epemomﬂ Information Craylek provides MyYigorimyvigor draytek.com) service according to this sgreement. When you use

yigor service, t means that you have read, understand and agree to accept the iems listed in this

agreement. Draytek can modify o change the content of the tems without any reazonz. s

ePreferences suggested for you to notice the medications o changes at any time. If you stil use MyVWigor service
after knoewing the modifications and changes of this service, it means you have read, understand ancd

agres o accept the modifications and changes. If yvou do not agres the cortent of this auresment,
) please stop using MyYigor service.
eCompletlon

2. Registration
To uze this service, you have to agree the following conditions:

(=) Provide your complete snd correct information according to the registration steps of this service.

e R vou provide Ay incorrect or fake information here. DrayTek haz the riobt o pause or terminsate st

I have read and understand the abowve Agreement. (Use the scroll barto view the entire agreement)

[<<Elack ] L Accept == J
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3. ﬁ\ﬁj“ it~ ey#H ™3™ Continue o

4. EEH ﬁf@:’ﬁb%ﬁgﬁ@gfﬁ » F|# 7 Continue °

Register

Create an account - Please enter personal profile.

G«Ag reement

Personal
Information

GCompletion

5. IR

How did you find out about this website?

What kind of antivirus do you use?

[ Antivie v
I would like to subscribe to the MyVigor e letter.
| would like to receive DrayTek product news.

Please select the mail server for receiving the

Global Server W

[ <« Back ] L Continue == J

I~ I i START -

Create an account - Please enter personal profile.

GAQ reement

Personal
Information

eP references

Vigor2912 =i /=1

Completion

A confirmation email has been sent to mary ted@tech.com
Please click on the activation link in the email
to activate your account

START



6. i | ﬁ?l FElE iﬂ‘ﬂﬂﬂfﬂf\% ,» New Account Confirmation Letter
J?rom myvigor.draytek. com i} I’F (o

#AHEF Thiz 13 an automated message from mywigor. draytek com e+

Thank you (Mary) for creating an account.
Please chick on the activation link below to activate your account

Ll : Activate my Account

7. EUEE] G Activate my Accoun ETHITEIREE N ISR R o R g
PR = RE R A %H’ Login

Register Search for this site

Register Confirm

The Confirm message of New Owner(Mary) maybe timeout
Please trv again or contact to drayiek.com

S N N »i%fﬁ%(féfww&mﬁ R )

Please take a moment to register.

Membership Registration enftitles you to upgrade firmware for your
b purchased product and receive news about upcoming products and
y senices!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about
DrayTek product. Your precious suggestions will be of further help for innovation and enhancement,

By joining MyVigor, your data will be handled carefully and not passed onto any 3rd panty unrelated
organizations. Your data will only be usedfaccessed by DrayTek Corp and regional offices/agents within your
OWI CoUty.

LOGIN

Language::Eninsh v:

LiserMName © . Mary

Auth Code - _
[ e
G307 NG
[+]
Fargotten password?

Don't have a MyVigor Account 7 Create an account now

Become the MyVigor member, you can receive the e-newsietfer updale.
Piease join customer survey after you ane @ member! Your opinion is very apprecialed.

FE?J“ BRIl = > T Login o 5 ‘}Ifjﬁ &3 MyVigor (FlFy 5 -
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3.6 ATFIA QoS RERELIEREE

|y E&frﬁ&i(iﬁﬁ * BY MR RLES = IR~ OPRISS)R O E AR sy

A,——EFHE«L FW,F“F ,5‘/4:EJF} IRE? Vigor H&HEs ERAYY QoS ﬁﬁrﬁ AoV Iﬁ%@” [g;'r_gzgm

VE T IlE [7JEH:E$W”T FIEEIEE

lﬁiﬁﬂ;‘ﬁl ISP &1 FiAsGE % £ 2MB/512KD > %‘:’Hﬁ%l HIZ] VolIP ; ﬁf‘i‘,;ﬁf‘ IPTV £5
cn I~ HREREER R S 127 y@ﬂﬁrl’[ﬁ%&”ﬁ'i Fl7Ef 30% |7 VoIP ; l’ﬁ,u 551 SO%F'J

+ IPTV 15% " |7 AR e R {HE o & Y 5% | R 9 52 ﬂﬂﬁf‘ il ‘s* * TR [E

eI

L W >> 15T (Bandwidth Management>> Quality of Service)

2. HEYRERYE %Hiﬂju 1p J?ﬂéﬁ{(Edlt)}%

Bandwidth Management == Quality of Service

General Setup | Set to Factory Default |

Class Class Class upp Online
Index Status Bandwidth Direction Others Bandwidth i
1 2 Statistics
Control

WAM1 Disable 101060.00Kbps/98180.00Kbps 25% 25% 25% 25% Inactive Status  Setup
WAMN2 Disable 100000Kbps/100000Kbps 25% 25% 25%  25% Inactive Status  Setup
WAM3 Disable 100000Kbps,/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type

Class 2 ar Edit

Class 3 Edit

3. T GRS VoIP > SRiH N FHEAAd)E -

Bandwidth Management >> Quality of Service

Class
Mam ValP| [0 Tag packets as: | Default he

NO Status Local Address Remote Address lefSer_v
CodePoint

1 Empty - - -

Service Type

[Add | |[ Edit | [Delete |

’ Ok ] ’ Cancel ]
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5 EF FE)(ACT) Pk o 7 A S P HHRE i 3 riﬁg{(EC“t)i‘i"E

Bandwidth Management >> Quality of Service

l ACT
Ernet Type ®1pva O1Pvs

Local Address |—

Rule Edit

Remote Address |—

DiffServ CodePoint [Any ~|

Service Type |-—-F'redeﬁned-—- V|

Note: Please choose/setup the Service Type first.

[ Ok ] [ Cancel ]

T U 1 2 3 ERR O (Range Address) (57 % SHEIR(Address Type) » fii *
{é_'ilf‘[ IP S0 IHT )RS IP b i e s T fi 2L (OK) %4;« B 'Ejﬁﬁgjrj;f .

Ethernet Type: IPv4

Address Type Bange Address s

Start IP Address [172.16.1.240 |
End IP Address [172.16.1.241] |
Subnet Mask [0.0.0c |

[ ok | | Close |

FI M EROK) s Bt -

Bandwidth Management => Quality of Service

Rule Edit

ACT
Ethernet Type @ 1Pva OIPvE
Local Address

il
t
[
!
il
[
I
Z) (8]
= =

Remote Address |-

DiffServ CodePaint [Any ~|

Service Type |---F‘redeﬁned--- V|

Note: Please choose/setup the Service Type first.

[ OK Cancel ]
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VoIP BT I REREH B > T EEOKIFE - FIF -

Bandwidth Management => Quality of Service

Class Index #1

Name |VoIP [0 Tag packets as: | Default
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
. 172.16.1.240 ~
) Active o £ Any ANY

ANY

[ Add | [ Edit | [Delete ]

[ OK ] ’ Cancel ]

ROV RS T BIF F%Jt IPTV S P

Bandwidth Management == Quality of Service

=B OO

Class Index #2

Mame |IPTV [ Tag packets as: | Default
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
. 172.16.1.242 ~
10 Active ot g Any ANY ANY
[Add | [ Edit | [Delete |
’ oK ] [ Cancel ]
e
Bandwidth Management == Quality of Service
Class Index #3
Mame Data/Email D Tag packets as: | Default W
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
il[9] Active Any Any IP precedence 2 ANY

[Add | [ Edit | [Delete |

[ OK H [ Cancel ]
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0. SRR IACE | 2MBIB12KD » (i) )4 WANL Rt Setup)ifiif 7 -
T Il RF’EI‘JIFHU*/EEH o

Bandwidth Management == Quality of Service

General Setup | Setto Factory Default |
upp .
Index Status Bandwidth Direction Class Class Class Others Bandwidth On_llnfa
1 2 3 Statistics
Control

WiaM1 Disable 100000Kbps/100000Kbps 2E%  Z5%  Z5%  2E5% Inactive Status Setup)
Bs\fﬁp Disable 100000Kbps/100000Kbps 259% 259% 25% 25%  Inactive  Status —SEm
Class Rule

Index Name Rule Service Type

Class 1 YolIP Edit

Class 2 IPTY Edit Edit

Class 3 Data/Email dit

10. TR FEEIFE s 2R ’injj Wﬁ’ﬂﬁJ =(Enable the QoS Control) ;4 » = {2
I 153 Wil 30, 50 & 2 15 5" n q;%‘ﬂ”'ﬁ orc'r% maffxﬂ'JUDPﬂﬂEiﬁiﬁfu(nable
UDP Bandwidth Control) °

Bandwidth Management >> Quality of Service

General Setup
Enable the QoS Control |OUT %

WaN Inbound Bandwidth 100 Okbps @ mbps
WaN Outbound Bandwidth 100 Okbps @ mbps
Index Class Name
Class 1 WolP
Class 2 IPTY
Class 3 Data/Email
Others
Enable UDP Bandwidth Contral Limited_bandwidth Ratio [25 %

O outbound TCP ACK Prioritize

[ QK ] [ Clear ] [ Cancel ]

11 B E(OK) T WANL AR LA B oL

Bandwidth Management => Quality of Service

General Setup | Setto Factory Default |
UuDP .
Index Status Bandwidth Direction Class Class Class Others [Bandwidth 0“.""."*
1 2 3 Statistics
Control
WAN1 Enable 101060.00Kbps/98180.00kbps OutboNgd 30% 50%  15% 5% Inactive Status  Setup
WANZ Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
WAN3 Disable 100000Kbps/100000Kbps 25% 25% 25%  25% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
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3.7 & WAN EnRiFAER sMs BRES S8 B R IEaEh E5EiRS
ﬁi«%**’/ﬂ*ﬁﬁii
1. f‘ ﬁ'&plghpm?ﬁ ==

2. & %Lﬁw%’ﬂ# F[ﬁ J’??"Jl’i%*»ﬁﬁg*(SMS)/?Fl’#ﬁ?ﬁ’%ﬂ"fl’fF(Object
SeEtmgs»SMSlMall Server Object) FI 1 e

Object Settings == 5MS / Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider

1. kotsms.com.tw (TW)
2 kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
4. kotsms.com.tw (TW)
5. kotsms.com.tw (TW)
B. kotsms.com.tw (TW)
1. kotsms.com.tw (TW)
kotsms.com.tw (TW)
9. Custom 1

10 Custom 2

d[ﬂ\ﬂﬁ:l 8T P I m[ﬁ'“ :g gg Ty 77_j;EJSMS E‘Tﬁ-&%,;mﬁ FF? = L FJ}IE[FI F[JE%—L
qw Ty T ﬁpuﬁ%ﬂ lww I 2 1 4 B9 10§ BT LY SMS VY
mlﬂ e (i Bl

3. - l*‘:ladla\[nwF(“ﬂ/MﬂlEl“ A 105 R VI R - I
#%EIEIHI OB R SRR

Object Settings == SMS [ Mail Service Object

Profile Index: 1

Profile Mame Local number

Service Provider kotsms.com . tw (TW) v

Username ahbcs026

Password [

Quota 3

Sending Interval 3 (seconds)
oK ] [ Clear ] [ Cancel
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4 EEERY o O FEROKIMELEF - [ FFEH oL -

Object Settings == SMS [ Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
I 1. Local number kotsms.com.tw [TW) I

2. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
4. kotsms.com.tw (TW)
5. kotsms.com.tw (TW)
6. kotsms.com.tw (TW)
T kotsms.com.tw {TW)
kotsms.com.tw [TW)
9. Custom 1

10 Custom 2

5. BRI P’#’J]fF%ﬂ‘—»;ﬁ]iﬂp?J[fF(Object Settings>>Notification Object) - %JL EpIHIPY
T -

Object Settings = Notification Object

| Setto Factory Default |

Index Profile Name Settings

[l

SR~ ke [RS8 152 RV R
? FVEIEI “FQ Ll EPE Y 2035 WAN 1O AR F R
e

isconnected and Reconnected) =4 < U= | -

Ohject Settings == Notification Object

Profile Index: 1

Profile Marme WA _Motify |
Category Status
WAN I [“IDisconnected [“IReconnected
VPN Tunnel [ IDisconnected [ Ireconnected
[ ok ] [ clear ] [ cancel |
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7. F%Juakﬂl iz ?%1’]1‘55 EOK)FE] - [k E‘y@iﬂ%{ﬁ;gul%i o

Object Settings => Notification Object

| Setto Factory Default |

Profile Name Settings
WAN_Notify WAN

e N e e E-
X

8. FliF f jJ[ | PYE [>>FHF(SMS) / ﬁllﬁr%? {755 (Application >> SMS / Mail Alert
Service) FI=n o STRIIE T $F U E I nggufﬁ?&qu,j]ﬂ Fﬁi{m;pﬁ%{ﬁg(%
E TR A Jquﬁf)“”*%“{ ’Zﬁ.& uil[ﬁf[ﬂ * (Recipient)ffigif pliif * (& qu%
WSOV -

Application == SMS [ Mail Alert Service

SMS Provider Mail Server | Setto Factory Default |
Index SMS Provider Recipient Notify Profile Schedule(1-15)
1 |1 - Local number v | |0912345678 | [1-WAN_Notify »| | | |
2 0 | | [ I 1]
3 [0 | | [ I ]
= | | [ ]
5 0 | | [ L]
6 O | | [ I 1]
700 | | I 1]
8 O | | [ I 1]
n | | [ I ]
10 O | | 1]

Vigor2912 == %0



v‘FJﬁ:f UM I A e

FWJFF%*—»F;%?%(SMS)/?B#ﬁﬁﬁﬁdﬁ(Object Settings>>SMS/MaiI Service
Object) » i<~ fi E'gzrﬁma@Iﬁaﬁﬂvaﬁwgﬁ» 10) » 7 HFSIFI PIpIE
F;%T%Ejgp,,lﬁ TR URL Sy 7 [SYRIERpR o S Prier (el = P s i s
ERs é@ﬁgj‘ SMS 3l -

Object Settings == SMS / Mail Service Object

Profile Index: 9
Profile Mame

Service Provider clickatell

Please contact with your SMS provide to get the exact URL String

eg:bulksms.vsms.net:5567/eapi/submission/send_sms/2/2.0?usermname===2txtUserz==
&password====txtPwd=2&msisdn===tutDest=£Famessage====tutMsg===
Username ilan123
Password secnene
Quota 3
Sending Interval 3 {seconds)

QK ] [ Clear ] [ Cancel
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3.8 UNfUPREYFE Ehia T EUEFRIREES

,yﬁ it S (19 192.168.1.10 ~ 192.168.1.20):73i Vigor ,E.p I AR
, ]*’jﬁj%('?&/[l 192.168.1.31 % 192.168.1.32) | {fj= Tvﬁa@‘mﬁfjﬁ' i E«r o

Internet

i PC PC E

1 192.168.1.10 192.168.1.20 }

(=P RLAEIS RS AR I AR>S R (FirewalI>>Filter Setup)
*W$W1?£2%W*ﬁ%@%@%i % EV%HZWW?%ZM%@T%W
I -

1. ‘{T“E'é‘,plaigﬁrﬁf_}g AT e
2. B yﬂ’ﬁ JLI%»;H rg%gr% E(Firewall>>Filter Setup) » 3~ 5=l 2 (Set 2)ss -

Firewall == Filter Setup

Filter Setup | Setto Factory Default |

Set Comments Set Comments
Default Call Filter 7.
Default Data Filter 8.
3 9.
4 10.
5 11.
6. 12,

Vigor2912 == 92



3. FIERERGEPEH 2 (Filter Rule 2)f#%! -

Firewall == Filter Setup == Edit Filter Set

Filter Set 2
Comments : Default Data Filter
Filter Rule Active Comments Mowve Up Mowve Down
xMetBios -» DNS Down
(2] O up Down
=N F] up Down

4, 211;;?%']5@1%{%1 F[I(Check to enable the Filter Rule) - ﬁ‘ ﬁé_tiﬂﬁj’ﬁ‘(ﬁwp
block_all) » 3 &F &, Ffﬁiﬁ[ BRI EIIHNEA(Block If No Further Match) (=3 R
FHI > Sk fEE(OK) -

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 2

eck to enable the Filter Rule
= o hlock_all
Index(1-15) in Schedule Setup: y y ;
Cle:ar sessions when schedule [ Enable
(o] Y
Direction: LAMRTAPN -= WAN “
Source IP; Ay
Destination IP: Any
Service Type: Ay
Fragments: Daon't Care ~
Application Action.-Proﬁe Syslog
Filter: Block If Mo Further Match s |
Branch to Other Filter Set: ot

PR 2 SRR o B AR &0 O R 2 SRR AP 2 A
A EPHI T > PPN I P R R IR (Block If No
Further Match) (=G RS HIH] » 25 p 18 Emﬂ% AR R O 2P 3
BRI RN 7 > B80T 1 A RIEE NP 2 oAl gl

5. B L B FIRITT Fh>-> R L (Firewall>>Filter Setup)
B '““FJH 2(Set 2)sgiuidi 2 RERTR A Bl 3(Filter Rule 3)fvi&! -

6. ZJEE TP (Check to enable the Filter Rule) - i = wA"| ({5141 open_ip)
7 43R IP(Source IP)plfJi’ﬁ%l(Edlt)}%’% o

Firewall == Edit Filter Set == Edit Filter Rule

Fil P o P

Check to enable the Filber Rule

Comments: lupen_ip ]

Index(1-15) in Schedule Setup: s s s

Clelar sessions when schedule [ Enable

QM

Direction: LARRTMVPR -2 WA b

Source IP: Ay
Destination IP: Any Edit
Service Type: Any
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7. Fuq g B %p ! b fHES R (Range Address) £ i iH%=" (Address
Type) - .i S(Start IP) & Hgh iy * 192.168.1.10 - 5 iy IP (End IP)f i Inkjiay
E 92.168.1.2 g%ﬁmﬁ%ﬂomﬁﬂf% o B PRI R n[ﬁ[ﬁ;—nrﬁ

L&
ZE°

IP Address Edit

Adiress Type | Rahge Address |

;
Start IP address 192168110 |

End IP Address 192.168.1.20

Subnet Mask 0.0.0.0
Invert Selection

IP Group

or IP Object

or IP Object
or IP Object
IPvG Group

or IPvG Object
or IPvE Ohject
or IPvE Object

DUUUUUUUD

Lok |

8. o ﬁ%ﬁ‘k?ﬁlP(SourcelP)u[ ﬂ =
Immedlately) }%%HFE*—(OK)WH °

=
o
Ly}
Lan}

Tﬂi

E‘if,z:(%ggfjg} ‘EIF%”“ g, xeE]i[E}(PaSS

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 3

Check to enahle the Filker Rule

Comments: |Upen_ip |

Index(1-15) in Schedule Setup: | L | | L |

glﬁ:ar sessions when schedule [ Enable

Direction: LAMIRTAPMN -= YR v

Source IP; {[192.152.1.10-182.168.1 20 | Edit
Destination IP: Aty | [ Edit ]
Service Type: |any | [ Edit ]
Fragments:

Application Action/Profile Syslog

Filer: |F'ass Immediately v 1

Branch to Other Filter Set:

Vigor2912 /=P %



= MRS R = Ry - | FEE(OK)FFE: -

Firewall == Filter Setup == E(Irt Filter Set

Filter Set 2
Comments : |Default Data Filter
Filter Rule Active Comments Maowe Up Move Down
xMetBios -» DNS Down
black_all up Down
open_ip up Down
O up Down
Fl up Dowin
E] O up Down
O up
Next Filter Set
[ ok | [ clear | [ cancel |
: FV?EJE%”“{L_ REA K pgm“ % 102.168.1.10 ~ 102.168.1.20 I [l s F T 1)
B A = VAR
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3.9 FEENSERE(WCF) /JURL AEBRSFEEEREEn
Facebook [R5

B”ﬁ? fﬁI“J:@ﬁ IV Facebook 5 ﬁEl ?J: FE ,;I'}ﬁfj—EJ PJ?‘[@?J}I%E’(WCF)? URL PJ%II’E}?E%E 3

ﬂfﬁF—'f Jﬁiﬁ?’%&%ﬁ'(WCF),

B PP 12 AR A

Wﬁzi: : ﬁﬁ%f EpgL e

URL PJ?ﬁfﬁ} (Cp

PR S+ SR (AR 5

JiiE « = R (I (AR W )

| FEXEARE 7] F‘z{ﬁﬁ%ﬁ%’é (WCF)
1. %’F"‘ngia FIT' FLIH TN (WCF) (1 Commtouch H{H AR5 AR it & 35 H | -

C5M == Web Content Filter Profile

Web-Filter License Activate
[Status:Commtouch] [Start Date:2012-12-31 Expire Date:2013-01-08]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Eind more
Web Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. Default 5.
2 6.
3 L
4. 8.
Administration Message (Max 255 characters) Cache : |L1+ L2 Cache »

<bodyr<center><br><br><br><p>The reqgquested Wek page <br> from %5IP% <br>to IFURLS
<brrthat is categorized with %CL% <brrhas been blocked by $RHNAMEZ Wek Content
Filter.«<p»Please contact vour system administrator for further
information.</center></body>
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TR ?ﬁ'? TH(CSM) >> FHEIT F'“ilﬁ}fﬁﬁﬁj%‘%ﬁ?((?s'\/l >> Web Content
Filter Profile)f = ¥y WCF F%Jtﬁﬁ ’ ﬁ%f’dﬁiﬂziﬂgﬁ%(social Networking) » Eﬁltﬁ
HEHEA(Block)

LTt U AULID S LHay=s

Leisure
Select Al [JEentertainment [OGames Osports
OTravel [Leisure & Recreation  [JFashion & Beauty
Clear All
Business
capaal [Business [ ob search [Jweb-based mail
Clear All
Chating
Select Al Cchat O1nstant Messaging
Clear All
Computer-Internet O ancnymizers [Forums & Newsgroups []Computers
Select Al Coownload Sites [ streaming, Downloads []Phishing & Fraud
Clear All [lsearch Engine,Portals ‘Social MNetworking [Jspam sites
COmalware (Beotnets Hacking
[1llegal Software information Security ~ []Peer-to-Peer
Other adv & Pop-Ups Oarts [OTransportation
Select Al [l compromised [JDating & Personals [JEducation

ot [ Frf>>FL % s> | (Firewall>>General Setup>>Default Rule)‘iﬁf[ﬁfﬁl
P 0 B -

Firewall == General Setup

General Setup

General Setup Default Rule

Actions for default rule:
Application Action/Profile Syslog

Filter a

Sessions Control 19/ O

Quality of Service O

APP Enforcement O

URL Content Filter O

Web Content Filter Mane v O
Mone

_ Craate Mew
Advance Setting

[ 0K ] [ Cancel ]
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4, N 5.{,'“]*'[%’ P NS Facebook E:*I i j?&ﬁfii@“ » AR HR
5L e

The requested Web page
from 192.168.2.114
to werw facebook.com/
that is categorized with [Social Nelworking]
has been blocked by Web Content Filter,

Pleaze contact your system administrator for further information,

[Powered by DrayTek]

Il 3%E5E URL [‘J?ﬁ‘i@i’f{(ﬁg

A. IK”}F’(@ Facebook FEpUFHE)

1. ?, EZ §£>>%§%j “PI{%F (Object Settings>>Keyword Object) » ™ {=— [
il & EEIFI e

2. [‘J%(Contents)EﬁfﬁﬁHl > i facebook » & I o fF N EE(OK) fE -

Objects Setting == Keyword Object Setup

Profile Index : 1
Mame ”Facehuok

facehnok|

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

Contents

You can replace a character with %HEX.

Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

’ OK ] ’ Clear ] [ Cancel ]

3. ny}?‘”’ ﬂq& FT?;'»URL[ HENR RS LA (CSM>>URL Content Filter
Proflle) W= ,\FHJ,E:_H\EFF:HIJ EFIF

4. T -

Vigor2912 /=P %8



C5M == URL Content Filter Profile

Profile Index: 1

Profile Name: |Faceh00k

Priority: |Either: URL Access Control First V| Log:

1.URL Access Control

[“lEnable URL &ccess Control prevent web access from IP address

Action: Group/Object Selections

Facebook

2.\Web Feature

[JEnable Restrict Web Feature
Action:

[Jcookie [lproxy [Jupload File Extension Profile:

[ Ok ] ’ Clear ] ’ Cancel l

o A o O EROK R - BRI >R A A

(Firewall>>General Setup) -

L#“'"ﬁr%*flE'[J(Default Rule)f& 2 » ﬁu FIEb o &% URL PP ERCEE (URL

Content Filter):& “fif| 152 5 JMJF Hf »JI%?—L@!, - B FELOK) R -

Firewall => General Setup

General Setup

General Setup Default Rule

Actions for default rule:
Application Action/Profile Syslog

Filter O

Sessions Control 21/ O
Quality of Service O
APP Enforcement 'NUne—V| O
URL Content Filter O
Web Content Filter Maone v O
Advance Setting

Ok ] [ Cancel ]

e R IR RITEE F (4F) facebook IO -
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B. B'?F'ﬂﬁ 15| H =] Facebook pv [ 5

1. FEJ?] 0#%4—»5%%:1 “P1% (Object Settings>>Keyword Object) » ™ =~ ZJ [
Al %‘?—Lglpl °

2. [ F'T(Contents)EaiEEHl ) ﬁETT“ apps.facebook » %%+ @lﬁ’?—i o}j,ﬂ’li‘fg’%:'(OK)[’%T‘:r °

Objects Setting == Keyword Object Setup

Profile Index : 2

Name facebook-apps

Contents apps . facebook

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. wirus
3. keep out
[ Ok ] [ Clear l [ Cancel ]
3. HPREE E‘%»URL BKE: ’E{%E‘I%”@FE’((CSM»URL Content Filter
Profile) - jf% ~— [IE:_H\IL':E?J? TEIFr e
SN [Fy N o
4. ﬁ%}% [ g Fk[
CSM == URL Content Filter Profile
Profile Index: 2
Profile Name:  |face.apps
Priority: Either - URL Access Control First ¥ |  Log: MNone |+
1.URL Access Control
[¥]Enable URL Access Contral [OPrevent web access from IP address
Action: Group/Object Selections
Block facebook

2.Web Feature
[JEnable Restrict Web Feature
Action:
Pass ¥| [Ocookie Proxy [Jupload File Extension Profile: |Mone

W

[ oK ] [ Clear ] [ Cancel ]

5. Funy F%JL '/.&’}%*’F"é e o B S‘13‘15},—ﬁ»ﬂ.qﬁ%‘ﬂ‘—(FlrewaII>>GeneraI
Setup) -
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ERSHZEP] (Default Rule)gis » 71 JﬁﬁElpiF T URL [
Content Filter);& 7] 152 &1 JF Y

apps.facebook Lk«

Firewall == General Setup

A - O EEOK) 7

jiﬁﬁﬁkﬁﬁ(URL
T gt TF

General Setup

General Setup Default Rule

Actions for default rule:

Application Action/Profile Syslog
Filter O
Sessions Control 21/ (32000 O
Quality of Service O
APP Enforcement O
URL Content Filter 2faceapps W O
Web Content Filter Mane hd O
advance Setting
oK ] [ Cancel ]
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3.10 20{a#E Vigor2912 RIIEECER SmartMonitor

7 & SmartMonitor FUESFE[ 1 i [ UELRTEE T SmartMonitor Elff?ﬂf F,}% Z[HE A PR
PRSI T 7] (EVRL Vigor2912 1 ¢RI 1+ [RS8 4] Vigor2912
AU ! ]%iuj', E-[F%igé*éﬂ%iﬁﬁj‘; [{i4EE | SmartMonitor VR I3 -

Lo ERp APl F%“ggi [ ﬁﬁd?ﬁaiﬁ;ﬁ% > LAN HI9REAE(LAN > LAN Port
Mirror) -

LAN >> LAN Port Mirror

LAN Port Mirror

Part Mirror:

@ Enable O pisable
Mirrar port:

Op1 Opz Op3

Mirrored port:

Cr1 Oz Crz

Op4

Cra

2. SRS (Port Mirror) e » S5 | (Enable) £ -
3. UL - LI R (ORISR - ) -

L] LR P2 o RIS PL - P3F1PA - HifiePL « P
PATIAETIfr =] P2 -

LAN BRI RERE w0 o LIRS € SmartMonitor [0 i 2 L hbiE
ST )

I‘I'Tfﬁ;_ti S e fglEﬁ;%‘gﬂz?@;;@ﬁﬂ;ﬁﬁ&%ﬁ@ﬁ}%tﬁﬁﬁ’ﬁ(‘jﬂkEH Vigor2912 TV IP » iRl

IR HEAT AR PRV R 2 5 2V Vigor2912 Fiy AR » iy b - i i EE A
SRR
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wﬂﬁi@alfﬁﬁ‘%,ﬁ%"@%ﬁéﬁé e 5 S Pooren ) o33 9 -

1, ﬂgiﬁﬁlﬁljﬂﬁfl?&[?*%'jlﬁ“ http://192.168.1.1 » #5 iﬁ}ﬁgq'ﬁuﬁ I AR
s JFE|$£TFFI%J£F4 °

2. %ﬁﬁ?“ “admin/admin” > FI#E 7
R i NSO o g R IS T s S A B
HEL TR

DrayTek 4avirislijyres A o

oA System Status
i Model Name : Vigor2912n
Firmware Version 13754
Gl Build Date/Time :Nov 17 2014 15:36:33
Online Status
WAN LAN
LaN MAC Address 1P Address  Subnet Mask DHCP Server DNS
Load-Balk Route Poli LAaMN1 00-1D-A4-84-8F-34 192,168.1.1 255.255.255.0 ON 8888
e LaNzZ 00-1D-8A-84-8F-34  192168.2.1 255.255.255.0 ON 8888
:‘i?:wall : 1P Routed Subnet  00-1D-8A-84-8F-34  192.168.0.1 255.255.255.0 ON 5984838
User Management Vreiess LAN
ggj;cts Senil MAC Address Frequency Domain Firmw are WVersion 5510
Bandwidth Management 00-1D-AA-84-8F-34 Europe 2715 DrayTek
Applications
VPN and Remote Access _ WAN
Certificate Management Link Status MaC address Connection 1P Address Default Gateway
Wireless LAN WaN1 Disconnected  00-1D-44-84-8F-35 — —
icati WEMZ2 Disconnected  D0-1D-44-84-8F-36
USB Application H
System Maintenance WANZ Disconnected  00-10-AA-54-8F-37
Diaghostics =
External Devices : 1PV
E Address Scope  Internet Access Mode
LAN FESO0::21D:AAFFFEB4:BF34/64 Link —
Product Registration
all Rights Reserved. User Mode 15 OFF now.

4.1 WAN

SR SRR [ 5 (RS g [%I&F%JJ?TE“#EE REIS U U A s
TS T ) SR ERAS GRER 2 PRE - Gl WAN T i AR -
4.1.1 IP SRR RVEL =S
IP 5 %“]'f}[f}’;ﬁ[ﬁ,;.lmgw & ] P 2 A LA 1 - FIE] i ﬁﬁ%é’ﬂ“‘ ekl
= FEAEH L A WP R AT LS 1] - 4 e (0 B
1P f**ﬂ%ﬂ“"ﬁﬁ BERA 1(NIC) 2t :Hl 1 BE | ) 1P SRl g 5
BRI 4RI L A - kL2 A Ffrﬁ* o= BRI LU [
g IF'EJT st * vt g *Jv aﬂ [RIF=NIC U~ el T BERER IR &
i S 7 R AP bk RS
f§-10.0.0.0 £ 10.255.255.255
f§-172.16.0.0 Z[| 172.31.255.255
f§-192.168.0.0 Z[ 192.168.255.255

103 Vigor2912 /=1



(BRI HF 1P & SR RAP i

En#”é‘ﬁ“é TR U B (UL R R A - 5

5 %IP i 4 kLl 1E5 FSH 9 DHCP (Rl 3 F’?ﬁif ’ E'f‘[ M £ Jf}”%&flﬁ'“ H
7I/rf IP o 41-192.168.1.1 =4 145 53k g*vga_'gg IR [Fjﬁﬁ » Vigor B i F[JLE[I"TH-"Y IP
A 3SR PR %ia'l'fiﬁlig—% : }?T’*lwl{—}ﬁ » B TR AREE A AR NAT)
ﬂi CRE ﬁu.—:sﬁwﬂlt FIEOR S Sea ] | o= TRt
[1gF=- 4o > BT F”g )g&zﬁzq’F[ﬁ‘j:?ﬂ H NEe [4;[‘[ ”:l IE[LJ; ﬁ]@}“ﬁ ILE_'R?F'\

TV ISP HEFAVE N IP o

T ADSL ‘l/f’[ 1> PPP (Point to Point) BJfis. V%yﬁl}&@f@ﬁ BH IF
f*J o PPPOE (Point to Point Protocol over Ethernet )2’5 S i fjlk IIET_}‘%
VR I o PR R P R M R (R TR ?]E% [ [l Eﬂj“i
ol FRL 7 VR AR5 -

AP TR Al = ISP Eﬂf » BRIV - R JIEAE st IR AR 2
IS (S Y R C A wﬁn RADIUS E?y R[S PAP F5 CHAP ez » 5]
ﬁjf S IP 4~ DNS %é‘éﬁ'ﬁ I%TE‘FW*%‘?HL H ISP 3pdE[i -

F);-%:]‘E;[
e o
FUS ﬂﬁug:’

{_‘—m'—_?t

‘%

3G/4G USB Modem ;ﬁ?—ﬁi&“ﬁﬁk

E'W?ﬁiﬁﬁlfﬁf} 3G/4G s-gmg E L h - ] Vigor2912 Frigr e 3G ﬁﬁ,[, byl
F’J‘Z o F ¥ fifF 3G USB Modem = VlgorZElz v USB 1 - B L 48
HSDPA/UMTS/EDGE/GPRS/GSM '] ¥ 9« 3G/4G 157 (HSUPA, etc) » ?J 17 3G USB
Modem 19 Vigor2912n i & [ b s 3G/AG [SUA T kvl HRvRLTE H191 2
e ,‘?jﬁgﬁﬁ\dj iﬁgﬂim LR~ HE] ﬂ,—‘EEIH = Hmr [ﬂ b [“l]ﬁﬁaiﬁi«qﬁ,u LAN iz i
[ ﬁi’é‘, ) IF‘d’ﬁ“J prr }ZIH Vigor2912n f* 11n :”?&'Jﬁ ST IV [ﬁi’ﬁ‘, TR HroEEEhEs §FH\
O S~ TR S VPN~ VoIP 5

/1!\\5]{\

/ll\\ \ﬂ‘&f’ﬂ -,
N ‘ m@ N5 10 use

Router atam

Internet

« VolIP
T Tarfing

- VI

FLF ISV 3G/AG USB Modem 14 Hig K551 - [if WAN 3§ » BSRIILE 1972
S WANI O (BI85 ) ) 1-5) SG/4G USB Moder 1 f ki 5
? [ﬂhg,[ WANL 23 il 7 Eﬁ ) ﬁ'ﬁ‘p[fa;{fjﬁ |giyelH | 3G/4G USB Modem I} PJ o FI
FiE 134 $EHR 3G/4G USB Modem » i 7t ~| 3% ﬁﬁk FIVH > %z—ﬂ

www.draytek.com °

T q;%ql? WAN fi Fjjﬂwpﬁl :
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4.1.2 ﬁli%ﬁﬂ
7 AT BB AR 2 SIS WANT « WAN2 = WANS /i [ ¢
EA TR FESEWAN [ o PRI | v VAR = f A SEWAN [T g
,’;\ﬁmgfﬁsl (] 5 f WAN S SR TS 20 7 P ISP > ST ISP 2 7 I g
lﬂT IFi F”k [’ibiﬁ(vﬂ DSL, Cable G535 T‘V)*Ufﬂﬁ"‘ iR - QI%JEI’FI4 (i ISP fiseLct
F}ﬂ%&l 2 I P (VR 9 R TS WAN | R IR At 7 -
FTIRIEGT IIFFE WANL ~ WAN2 22 WANS /i LIl 4 27 > @581 - WAN2 fL
PRS- DRI R WAN ET > R it I £ |2 SR (YES) AN ™ =

WAN == General Setup

Load Balance Mode: | Auto Weight -
setup
Physical Line Speed{Khps) .
Index Enable Mode /Type DownLink/UpLink Active Mode
WAN1 W Ethernet/auto negotiation o/0 Al ays On
WANZ
WAN3 W SR/~ o/0 Al ays On

Mote: The line speed setting of Wal interface is available only when According to Line Speed is
selected as the Load Balance Mode.

i ”J?i SR

el —

SEST G G B 2 WAN ] 4 5 WAN |
(Load Balance Mode) ]ﬁ%”’ﬁ SRIPC o YIS T WAN SR T RS

ﬁ%%_ ;ﬂp&%ﬁj&ﬁ@ (According to Line Speed) » '~ E‘[J%
ZE F VBVREET (Auto Weigh)iZ 5l HOER FF i IEED -

Load Balance Mode: | Auto Weight v

Auto Weight

According to Line Speed

3 [#FiBE(Index) T WAN i - 557 WAN P pl -
’»:ljslrEIJ V # A F=WAN S Ji?rﬁlbq{ﬁ: > DR (R
(Enable) Bl o

R E] BT = WAN /7 EIOH AR ) 0 g -

(Physical Mode / Type)

AEE R B F=WAN J7 s S B Efisk o

(Line Speed)

il B = WAN /7T E VAL R o kL FRAER -
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(Active Mode)

‘Ifn‘:t I {E WAN f7 i E

AL I -

"6 3R AY WANL/WAN2

WANL/WAN2 /7 [ [ ESL [ 8 e - -

WAN => General Setup

VWAN 1

Enable:

Display Name:

Physical Mode:

Physical Type:

Line Speed(Kbps):
Downlink
UpLink

VLAN Tag insertion :
Tag value:
Priority:

Active Mode:

Backup Type
(Only if acting as backup for
multiple WAN):

Yes ¥

Ethernet
Auto negotiation |«

Dizahle ¥ |(Please configure Internet Access setting first)
{0~4095)
{0~7)
Backup ¥| Load Balance: [
wan 1 Mwan 2 M wan 3
® When any of selected WAN disconnect
O when all of selected WAN disconnect

Note : 1.The line speed setting of WAN interface is avaialbe only when According to Line Speed is selected

as the Load Balance Mode,

oK ] [ Cancel
P R
“HIE! |
ICIQ%‘E'J(EnabIe) 7 RL(Yes) B H | IF=WAN fy E-[%’y’“?& s BN ?\[ (No) = | =
WAN F#E'l 3
gim g7 ?ﬁj IF=WAN /7 PIpu @i £
(Display Name)
W BE = WAN /7 o grgig e -
(Physical Mode)
ARTR S &I s WANZ fro R eI AR > iy RS IR E 1 (T

(Physical Type)

(Auto negotiation)Z -FR F 15 HE o

Auto negotiation  |w

Auto negotiation
100 half duplex
10 full duplex
100M half duplex
100M full duplex
1000m full duplex

Vigor2912 ==
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(Line Speed)

PR farsE e |*ﬁ%11§,a£«ﬁ@ (According to Line Speed) (&£}
Ak r;ﬂ%’:“(Load Balance Mode) - i [ * SHASSHE
) S WAN fi ot 0+ eV - L Kps

VLAN %ﬁjﬁ“
(VLAN Tag insertion)

’?f‘E'J(EnabIe) - ?ﬁrgwd« ﬁ»@%ﬁﬁ VLAN [%JL °
HEE [ELE,}{»'Q g Hﬂj Y VLAN %ﬁ%ﬁ“’?g ;HIPWAN

[ FW['FIJ & o

Tﬁ] p ?FE%I:E‘I f'[ \_E[”F“WAN [ HR [Jﬁ EIJIE[JI j;nE[

ffH ] (Disable) — ﬁlﬂ—ﬁéﬁ“@%ﬁb VLAN P%JL °
)l@%[;g‘l(Tag value) — ﬁ}?“ /&ﬁﬁ (=% VLAN ID ”Fgﬁl Sl
il it AR O ] 4095 o

@i@(Pnonty) ﬁ?" I=VLAN F%{L_pu] Bl i
FOEITE-0 £ 7 -

T?SI“F‘.{] S
(Active Mode)

E R BEHPY Always On)E WAN /i [Fife j\@?’[ B

[ o

uc

Alveays On
Backup

et
(Backup Type)

z/pf,\l g rfFa‘%(Backup)[‘PfE ES“F‘P‘JTEL {(Active Mode) -
ﬁ (Backup TyDE)ifF}L‘H %A R E T I o %}‘Fl =
Pyﬁ[ﬁ WAN /7 [ ifel fit £ |iﬁj:‘5 WAN /7= o
Active Mode; Backup | Load Balance:
wian 1 Cwan 2 Clwan 3
Backup Type

(Only i acting as backup for @ when any of selected WaAN disconnect
multiple Wan: Owwhen all of selected WAN disconnect

- i WAN J"E’lf[@fJ ‘%(When any of selected
WAN disconnect) — FJI A= 5= RIEY WAN f7 iR
U > 1R WAN /7 Ry = SIS -

FI[EI’?E |V WAN /7 pl?fﬂl%ﬁ @H(When all of selected
WAN dlsconnect)— Hi e pﬁ fol WAN /7 E-[WFII"?@:;@;@L
[ {2 WAN /i p}lﬁ’ﬁf’i E'H?TEI*J °

18T fF{Load Balance): /3% &‘fﬁtﬁ@ﬁﬁj?ﬁrwWAN A
[ T L R -

Hr e PR £ A F UEilJf];g’ BT WAN

| | T
A g $503 b RAE | E AT WAN 7

B2 AR o S IR -

USB ¥ WANS /i 1

I I3 3G/AG USB Bty 4 il ™| 3G/AG ALt » it WANS /i
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WAN == General Setup

WAN 3

Enable:

Display Name:
Physical Mode:
Line Speed(Kbps):
DownLink
UpLink
Active Mode:
Backup Type

{Only if acting as backup for
multiple WAN]:

Yes ¥

USB

Backup *| Load Balance:

Clwan 1 Clwan 20 wan 3

O When any of selected WAN disconnect
@ when all of selected WAN disconnect

Note : 1. The line speed setting of WAN interface is avaialbe only when According to Line Speed is selected

as the Load Balance Mode.

i IR

OK ] [ Cancel

-

S

’?%E'J(Enable)

I RL(Yes) T [ WAN I 5 5 2y (No) o )
WAN Ji R -

gim g7 ?F‘ET* IF=WAN /7 I gEiE] £
(Display Name)
Rt B [ WAN 7 ol o

(Physical Mode)

)

(Line Speed)

YN (S I?“F‘Fixﬁﬁﬁﬁ@ (According to Line Speed) (=
FL 186 A8 (Load Balance Mode) » i (& it
1) P WAN 73 Pt ek - 1 L kbps -

T
(Active Mode)

2 o EuERRY Always On)E WAN3 H:T@’??‘;‘lﬂé =0
Always On »

It

e
(Backup Type)

P [ 2 (Backup) féﬁﬁfﬁ“;‘;ﬁ@?‘ (Active Mode) -
i FERIZ] (Backup Type) iy (1 A b G
P WAN /R ED {78 WAN fi o1 e
Active Mode: Backup v | Load Balance: ¥
Olwan 1 Clwean 20 Twan 3
Backup Type

(Only if acting as backup far @ when any of selected Wak disconnect
multiple War): Ovithen all of selected WaN disconnect

‘Fhll-: ff— f# WAN fi il l%%iﬁ_l;‘.ﬁLE\ﬂj(When any of selected
WAN disconnect) — i (=~ {if= EIfY WAN /7 ik it

[T - P HE WAN 7 Fuly e SR -

F,-{»g,;;-g |FY WAN fi E"FTH kg r%&LE%lI‘ (When all of selected

WAN disconnect) — El’[‘ﬁ’?"éjﬁfi} fol WAN /i E%ﬁwll%@

AU PR WAN 7l @ SR
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E1EST fiF{Load Balance): /3 LF‘fijtF’;r'ﬁJ?ﬂ#WAN A
F[fj Eléﬁ F‘“[ T i jﬁ: °

E[ EW‘?{“ EJ IELﬁk IJEJJ‘T]QQ s ‘][FL“&'AJH FIJWAN i1 plﬁﬁ | }J}H
TR ]ﬁlﬁi}j {“:JJJE IEAF’?E JE:—"‘E‘EJ WAN /7 PI

TSRS FANEREY K G R f L .

4.1.3 a{ﬁﬁﬁﬁﬁ,nﬁﬂﬁ#ﬁfﬂ(lntemet Access)

PRSI Y FEEEWAN | lﬁj S R IHET R [EARE
Bl T PER WANlﬁT‘WANZEJ*fM?E‘IE_q&c FF‘J’ HPVRs, WJDF Bl o

WAN == Internet Access

Internet Access

§

[ﬁjp Y WAN %L]ﬁ fJ

Ba Ty

Index Display Name Physical Mode Access Mode
WA 1 Ethernet Etatic or Dynamic IP v|| [Details Page | [IPv6 |
Kone
WANZ Ethernet
=me PPPOE
WM UsSE Static ar Dynamic IP
FPTRILZTF

Note : Only one \WaAN can support IPvG,

(Advanced |You can configure DHCP dlient options here.

WaAN => Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WA 1 Ethernet Mone v

WA 2 Ethernet

AN USE Mone v
Mote: Only one WaAN can suppaort IPvE, Mone

3Gr4G USHA Modemi(PPP mode)

(Advanced |You can configure DHCP dlient opt, 254G 188 MademDHEF mode)

i BRI
HE! e
ZF I [(Index) B B L L B WAN ST e

5. ¢4 (Display Name)

5 WAN 77 [0 ey iy o ¢

L B
(Physical Mode)

Hr
s
IR AsSE S 2T WANL WAN2 (4
B%) > WANS (USB fE12%) Hr st -

AR
(Access Mode)

R g imﬁfm eSS
PR %JL I
ST R BPEAES ﬁE’ﬁz&wMﬁk :

AR

(Details Page)

A 187 (Details Page) %‘7[#% (355 WAN>>§L~¢F%}*4_
(WA?\I»General Setup) | 1EmE i ADSL/VDSL EWI?}E'

SHABEL N B [F
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IPV6 I%%”{F'ﬁ?ﬁ\ PR (1) é«*ﬁﬂﬁ OERRLEE)
F15F WAN £ F%i IPV6 AffiA ”ﬁ‘,ﬁqvﬁ;fh .
I WAN il IPve “'%i?%‘éﬂ o (TR A
I8 ERRE A IPV6 A -

ER ﬁ%’%ﬁr [ DHCP client Iy -

(Advanced)

4.1.3.1 WANL/WAN2 [[1is PPPOE f7aR&

P TE‘FZI fﬁl 5| PPPoE ["llig\i,,,.,‘[ﬁ[{ ﬁﬁlﬁb‘ _’ﬁ\ﬁgﬁimk
RESEISEL  $5 7 WANI [] 524% PPPOE f61:% »

VAN == Internet Access

%E I WAN “‘jjﬁ‘:.fgg TFlg gfﬁ[gﬁ\lﬁ
MEIF lhE F%Lqﬁglj.{ﬁ]’ﬁL T o

VWAN 1
PPPoE Static or Dymamic IP PPTPL2TP IPvt
O Enahle @& Disable PPPMP Setup
PPP Authentication PAP or CHAP w
ISP Access Sety, )
corvice :; conal Idle Timeout t1 second(s)
ervice Name (Optional) IP Address Assignment Method (IPCP)
Username VAN IF Aliag
Passwaord

Index(1-15) in Schedule Setup:

Fixed IP: O ves & No (Dynamic IP)
Fized IP Address

=} B N B
@ Default MAC Address
WhaN Connection Detection o) Specify a MAC Address
Mode ARFP Detect » MaC Address: 0o | MDD | s Eed | laF | (35
Ping IP
TTL:
MTU 1492 {Max: 14927
[ ok ] [ cancel |
it R
HE! EM|
SRl o J%’QP’?%E*JFWFJDW% SSEFRLERE | >
(Enable/Disable) MR ‘—‘“J %’”%Bf = MR PR SR -
ISP &L fiay AR e TR ISP R
(ISP Access Setup) L FUREL
oy EPEGETRRL)- i) 4 AR S R
il
iR €786 (Username) — T‘jiﬁhﬁ%ﬁ‘ ISP L ol =]
e

{?fﬁE(Password) - ﬁ‘iiﬁarﬁﬁl‘ﬁi‘ ISP A FV IR
E{g‘il%ﬁ}ﬁ(l 15) ##ﬁﬂ%ﬁ(lndex (1-15) in Schedule
Setup) -fi' I'Jfij * P R IR - 2 ”Pﬁﬁ irf“f‘&
Fé”j>>g[i]%gqﬁ%}gl [ %{ﬁg' I Y
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% [T

WAN 5155455 3] TIFJJ B Oy AL o A e i
(WAN Connection RP #wif[f¥ kL Ping Detect 4 5[@ e
Detection) 18128 (Mode) - %% ARP Detect F5 Ping Detect #i/
WAN 7 Eh [ o
Ping IP — {14 (2582 Ping Detect (BTt » (2
Fl.—fi{:]},&,ﬁ?“ IP b 5% Ping Al ] -
TTL (Time to Live) — 2a= Gyl H (234 > TTL Effipl
Al TeInetT’F’[ |J§IF[FI ko
MTU PO B el it & o
PPPIMP PPP &= (PPP Authentication)— _#J PAP F5 kL PAP
(PPP/MP Setup) fY CHAP = J{ [ARfor e sl B Aiaiess - i 2

-
Fﬁ‘]ﬁéf“ﬁ? (IdIeTimeout) AR A EY
l“ [?EUILEF”E? % iﬂgﬁﬁxﬂjﬁﬂ]‘ o

IP & HHEIEH (IPCP)

SO - ISP QMN WE P GRS (R T
]?jil% o [EPYISP TS f IR 1P A g T =T
iF E\ﬂj‘?ﬁi‘%ﬂ* LE fel ri[ﬂ“'i IP '“LL’l%ﬁ'*F[Iﬁ? R ||E
Al I RS ERpvEEy - ipl?“%“““%’éfu fY ISP i%{
WAN IP Bl € (WAN IP Alias) - J[1j{ [27¢ 5 {2 1P
rﬂl ST WAN FT B %[Eﬁ' IMJ SN

F IR i =] ﬁlilg— AVt SR [Jr%”“{ %23 8 “”EJ‘T'EM'
IP rjtPo

{:‘ WANIIF Alias - Windows Internet Explorex

) hitp:192 168.1 1 =

WANT IP Alias ( Multi-NAT )

Index Enable Aux. WAN IP Join HAT IP Poel
L
2. M 0.0.0.0 O
g O
4. O
S O
5. O
7. O
8. O

[ 0K | [ Clear All | [ Close ]

[l IP &3 (Fixed IP)— HkLiI™] IF“”J ﬁ?‘ F [

@“ILEJ IP k4o

2 MAC & #1- (Default MAC Address) — (') 1]
g'»E[F MAC r‘f‘ -[1"_"?&/{1— a [P—Eﬁ@lz[ H:FJ 7 ‘F/J__ crt rf‘ '[1[—‘0

1 MAC ik f{(Specify a MAC Address) — = Filfiar * B5
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I EY MAC & 4k

'j: L» 7_&' F’i/" '_‘ S FILJI:%IL‘_L I/ % l/* 5 %}%Tﬁ%}%%*?%—éﬁ?;& .

4.1.3.2 WAN1/WAN2 f[1RY[hI LR BURE 1P A8 AchIE:{F

<L 1P #8253 5] C0f15) DSL AL ISP AT IR i ot
HIP '*ﬁfﬁ‘/’imﬂh# i HE ,i& gjﬁu[ﬁﬁ/i » Cable Ejbjj]]ﬁr“%l»ﬁ, ”ﬁ?ﬁﬁﬁ* I’[E{B-,I%EE[?J
CEALEN DSLﬁwnw ML R ¥4 AR - tM%Eﬁy—iéiéﬁm%%@%?
[&p T Jfﬁ T ATEVRL 25T IP S i WAN ST e

TR [hﬁl-L“&;wF“ i= |P(Static or Dynamic IP) %, ‘[ﬁ[ﬁ?"ﬁf_}?é‘, Foaisds s > ShE T WAN
ﬁ»ﬁl‘ﬁ?‘ﬁmﬁ"_a& HE 2 USRS IP(Static or Dynamic IP) » A[J VR [ -

WARN == Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTPR/L2TP IPv6

() Enable @ Disable VAN IP Network Settings WA IP Alias

O Obtain an IP address automatically
Keep WAN Connection

) Router Name WVigor
[ Enable PING to keep alive g

PING to the IP Domain Name

* 1 Required for some ISPs

PING Interval ‘ minute(s) & Specify an IP address
WAN Connection Detection IP Address
Maode AFRP Detect v Subnet Mask
Ping IP Gateway IP Address
TTL:
@ Default MAC Address
mTu 1500 (Max:1500) O specify a MAC Address
MAC Address:
RIP Protocol
L Enable RIP DNS Server IP Address
Primary IP Address 5888
Secondary IP Address 5044
0K ] [ Cancel
i PR
“FIE! i
t]gﬁrnj f FIJ H)m ff’F'J(EnabIe)th‘ E;c“}“[%lu_(; y[[%\[ [u eaE Ji‘_f
(Enable / Disable) *|(Disable) » R G ;rﬁﬁff = PP
I Al I
3R WAN SR DI SERCVEALT I 1P AR
AT}

(Keep WAN Connection) ﬁ—)\*&'SP £ Fgﬁﬂffﬂ 1’5? = 7 [ VRt -
53 E'E't]j?”] PING [} #Fﬁf{ F";E,H&(Enable PING to keep

alive) -

PING S IP (PING to the IP)~ 11 (75 =)

H:’ﬁ%ﬁgﬁg IP b 2 258 f° ] PING ?HI?Z( P }Hﬁk‘ﬁ;@?ﬁ

Vigor2912 A= 12



PING [ [SFJJ (PING Interval)- ﬁ? fir B%Eﬁ s e
#Hi= PING gh[‘ﬁo

WAN iastng] Zm[ﬂj <RI AL sy
(WAN Connection RP A iHFY L ng Detect PR
Detection) e “(Mode)— 1% ARP Detect g5 Ping Detect #/~

WAN A ][ [ -

Ping IP — f[If4 (332 1 Ping Detect {=HLAgfE=y » (&4
p.jit]ﬁ,g}?“ IP i -7 Ping AgHI F] o

TTL (Time to Live) — 2= Gl H (22 Y > TTL Hffikl
F[J®'] Telnet }‘F[ Jizml ke

MTU (A B e [l F

RIP ##3£(RIP Protocol) R EARLIN AR R H%ﬁa v 2IE IR E'J‘}?{
E*JLFL—*JH.. o

WAN IP siigd S 1 Ao S IV 9 IP O S 5 g IP
(WAN IP Network gk
Settings) WAN IP ]| ] (WAN IP Alias)- §[1§ (27| % s < g 1P &

pa)

I Bl WAN EI FHPEEEIP %]El“ ] WAN IP
H“ Bﬁ?ﬁ' A"J[’EIFI F” IP /][ lFFm[_[J H:/J /][?4_‘8 vl’lT;fl
Hy IP > PNEEIRL > A IR S WANL 35 o
f: WANITF Alias - Windows Internet Explorer

|

—

e 19216811
WANT IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join HAT IP Pool
L
2. 0.0.0.0 O
3 O
4. O
5 O
5. O
7. O
8. O
[ oK | [ClearAl | [ Close |

FIEPZVE IP & HHObtain an IP address automatically) —
YIHA (ST T P TEPIRR 1P SIS > =21 FIE IV P
o
® ExihiE #7785 (Router Name): ?p? * ISP puEE N
i EE e
L »Fﬁiﬁfh DRt ?ﬁ?(Domaln Name): ﬁ? ?
IJ1 ﬁi@ﬁjj ‘.r@g{(
ZE-ISP %El DHCP B[k l,r@@ﬁﬂ:?
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(DHCP Client Identifier for some ISP)

®  FrPI(Enable): bl L
-T‘zﬁF[‘!:t'r DHCP * |7 bruﬂ J?ﬁ%lﬁ%‘
® [P £ (Username): fiy (= (f £ 0

ST RN 63 [ -
® ﬂ%(Password) ﬁ? =30 'HEF BHARETD
gl%;ﬁ} 62 fdd 7 o
}‘F’[ L IP ik 3i(Specify an IP address) — ;@}ﬁ?—’ﬁi IP b
EW’?H;E};H
® P ~HHIP Address)‘ﬁﬁ?" IP &b ko
®  SfREVERY(Subnet Mask):fi * < AL ET -
® [ IP & iHGateway IP Address): ptE?J“ fi]
SELIP b gk
“’ﬁl% MAC f iH{Default MAC Address): 1P {1 = |3
F%p; MAC f# 4o
jf’F’IQ‘—_ MAC i {]_'—(Speufy a MAC Address): FF 77 Cable i
Hjlﬁ VEFF?FA T MAC b =8 & VRV 2 IHﬁL
e I oo i BRI E  MAC A

DNS fﬁjﬁﬁ%ﬁ IP b
(DNS Server IP Address)

& E][E]FI ﬁ‘[[—L IP ﬁi:h > %’?ﬁf‘}ﬂ EI&E“%HFU_' TE';I IP b Jh-s
IS R T

i

P I o SHPTEROK) R L -

f

4.1.3.3 WAN1/WANZ2 [ 1fv PPTP/L2TP )FEL?‘;.\E@{']%?\L_’

FRI " PPTP/L2TP FIAEEes st ;

WAN == Internet Access

WAN 1
PPPoE

Static or Dynamic IP

S PPTPIL2TP » SJfir 0 [ -

PPTPL2TP IPvG

Server Address
Specify Gateway IP Address

172.16.3.1
ISP Access Setup
Username
Password

O Enable PPTP CEnable L2TP & Disahle

Index(1-15) in Schedule Setup:

PPP Setup

PPP Authentication PAP or CHAP +

Idle Timeout 1 second(s)

IP Address Assignment Method (IPCP)
Fized IP: (O ves & No (Dynamic IP)
Fized IP Address

WAN IP Network Settings

O Obtain an IP address automatically

== ) ) ® Specify an IP address
1P Address 172.16.3.130
MTU 1460 | (Max; 1460) Subnet Mask 266.265.295.00
[ ok | [ cancel |
i PR
CHIE! =ila|
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L SN

(PPTP/L2TP Link) S SR WAN /7 [t DSL s it -

’E H] L2TP (Enable L2TP)- E;”[#&ULIEFerIJ L2TP &
5 WAN P19 DSL B 3R

@E |(Disable) - {55 {17 | PPTP F5 L2TP ﬁ@@ S

]’F’JF/%S b - Server Address) - ?F] L PPTP/ L2TP [ KM

[ 1P i gy

#5 LI 1P 7 H{Specify Gateway IP Address)- 1%}

PTP/L2TP | i 1Kl Léﬁjﬁg | IP Ak ggh-o

PPTP/L2TP =B e PPTP(Enable PPTP) - {22! PPTP 1)1

ISP ﬁ?vl%%__ e ]H E,?.ﬁ.’i(Username) ﬁ]?" ISP 3 H(HH “”L AR
(ISP Access Setup) H e

Ffs(Password) - iy " ISP S HHLH AR -
FY[SFpR (1-15) E”#Eﬂrl%ﬁ—_(lndex (1-15) in Schedule
Setup) - &' 1] ﬁ?“ PHOAE R R AL AR | PR
mwjra #EI@E% LT 'Hﬂiﬁ%ti‘tﬂ' : w TR

PR RS AN
MTU (O b o it o SHRVIfED 1460 -
PPP 3t PPP &5 (PPP Authentication) — 2% PAP HYLL PAP
e f
(PPP Setup) fiy CHAP -

FI{JE m e (Idle Timeout) - FLffF ;\jﬁijiﬂ HERE - B
S E S L
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IP & 5H5VEH (IPCP)

,ﬂjf'g TWUSHISEL o ISP g[@jﬁi’:‘% IP i 3G 2 e
1fi 551 » [P ISP T L ﬁﬂ%{iiﬁwﬁm@ IP & gk Sl
I'FIE\JTTE{HENQ o [P I IP {‘fiLLﬁgﬁfi’H'ﬁ'ﬁij IP fF

AR I RS Epu TRy ‘I‘ﬁ?ﬁﬁ?%f@fﬁﬁ ISP % ¥ -
/= WAN1IP Alias - Windows Internet Explorer Al=1.3
192.168.1.1

WARN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1 = ]

O

fa
K]
=
[
=
=

= N TR
= R
= I T —
=T T
= TR
=R

[ oK | [ClearAl | [ Close |

il 1P (Fixed IP)- Spyfil ~ % (ERCTSEsGE ISP (117
FrfE IP USSR I’E'Y‘ifiﬂf’lﬁil%ﬂ > ISP ALt
FRALIFIRY 1P &b Em (20 PP=ETE I [ 1P 5 4 dnk

H’[gﬁj‘f L.l—‘ﬂ|P b [gjﬁgﬁ*‘i;’,fﬁ[ Eljﬂ—%fg:‘jjﬁt;‘l/ﬁfj ,H%it
R Y ISP S HIV ALY - PRI A
1P SRR

M IP Gk fHFixed IP Address) — ﬁ%ﬁ“ [l 1P b e

WAN IP ?fﬁ,ﬁé‘,l%’-&—_
(WAN IP Network
Settings)

FIEVA IP f HHObtain an IP address automatically) —
I FIEDSVE IP i g

}‘F‘,Q‘__ IP i4H(Specify an IP address) - #1211 [#7E 1P
b 4 o

® P FHHIP Address) - ﬁﬁa’?J‘* IP b o

° i’iﬁ%ﬁﬁ@ubnet Mask) — E’p‘é’ﬁ‘ ~ AR
[
BT o

T SRR Rl

¥

Vigor2912 ==

i EE(ORMFE iR -
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4.1.3.4 WANS iy PPP #1=3f R5-4(3G/AG USB §5%)
NI " | 3G/4G USB gﬁ%zt—é& (PPP f£) (3G/4G USB Modem (PPP mode)) fif Bl

"fﬁ”f‘,iaf_?ﬁxﬂ" %E ' WAN Hl $ﬁﬁ§§ﬁf—§z§l§a§b }%%’,T} WAN2 17 E'll‘}%}% 3G/4G USB
SCHI(PPP HLEY) o I
WAN == Internet Access 1 )
WAN 3 | Modem Support List |
3G/4G USBE Modem{PPP maode) O Enable ®Disable
SIM PIN code
Maodem Initial String WTEFEODYT T ED2ECT 50=0
(DefaultATRFEODV1X180D28.C 150=0)
APM Mame
Modem Initial String2 T
Modem Dial String ATOT+a9:
(DefaulbATDTY 994, COMAATOTH#77Y, TD-
SCOMAATDT*OB™ 14#)
Service Name [Optional)
FFPP Username {Optional)
PPP Password (Optional
PPP Authentication
Index(1-15) in Schedule Setup:
=} Ll 4 Ll
WAN Connection Detection
Mode
Ping IP
TTL:
[ ok | [cancel | [Defaalt |
R
“HIE! i
Modem Support List FIET R N PR E ﬂ%tzﬁ\‘-ﬁfg?}%
3G /4G USB 8BS I ]J Enable) ] EL i [F,J SSERVRLERE |
(PPP f&i=V) (Disable) » gk 32 = A %Jﬁfﬁﬁiﬁ%
(3G /4G USB Modem
(PPP mode))
SIM PIN FE,(SIM PIN ﬁ?‘ SIM —FPIN’FE] » I |Elﬁ_§§<ﬁﬁfﬂf fﬁm
code)
S P ol ARG IR USRI
(Modem Initial String) i’[‘%\‘ [EE 1 el e piea ISP A
APN &7 APN U3 fF 7 BEE A (Access Point Name)fLp! [ ISP
(APN Name) AR SR T ISP M ORRR] SR 2
B[R
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BRI (2 fl) 2
(Modem Initial String2)

I =11 1 R APN AT -
(AEEY ﬂ*’l‘ﬁiﬁn IR R B9t ,I,JFJ% (AT

i JW\IH’J 3G HTPLATRLE PR « ARt
FJJ: flet e T“f[pl =4 ﬂ[l
YRl gﬁ%m;ﬁﬁ FIRLE USB s SO0 A%
(Modem Dial String) If!j PN I | £ 1 i %5' B ISP S it -

TR755 €17 (Service Name)

it ﬁ,nﬁwﬁum ) -

PPP =] ﬁ}a?J PPP [l ™[5 €78 (! [Sdr Fﬁffﬁglﬁq%@

(PPP Username)

PPP s g PPP iR (i SR e )

(PPP Password)

PPP By 1% PAP f55L PAP F9 CHAP -

(PPP Authentication)

FY[BFRR(1-15) LT DR R = HA J}igﬁﬁlﬁi_@ﬂ s [>>
(Index (1-15) in Schedule #Bﬂ(Appllcatlon >> Schedu e)i ﬁF' Fligistbst gl -
Setup) [ Iy PR R R

WAN euzsUssE] [ml TS o )

(WAN Connection
Detection)

[l jJ mL [ E[ ﬁm
TRP SIS kL Ping Detect ?#ﬁ&
f6iz — {8 ARP Detect F5 Ping Detect ¥/ WAN 4
PlIFH [
Ping IP — 71U (2548 Ping Detect [EHLARHMEIZY » (&%
F['iiﬁﬁﬁ? PP b HEEY Ping Al ] o
TTL (Time to Live) — &= Byl H (2228 » TTL ikl
F]*] Telnet ?‘F’[fﬁﬁﬁp* F%i_— o

Tk fSi%hF‘}ijElij%{gj/ % ﬁ?}%’p‘g%(o&%%ﬂﬁ%éﬁ%@_’ °

Vigor2912 ==

¥
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4.1.3.5 WANS 1y DHCP 1= 1g[&(3G/4G USB §#%)

IPHIEIIR] 3G/AG USB B (DHCP L) it AR T o SEE T WAN i
PRBRARRE L 451 T WANS /[ 52§ 3G/4G USB 5@&5(%(:& 174 (3G/4G
USB Modem (DHCP mode)) » H[Jfi* 1™ [l -

WAN == Internet Access ) )
WAN 3 | Modem Support List |

3G/46G USE Modem{DHCP mode)
SIM PIN code

Metwork Mode

SPM Mame

MTU 1380 (Default: 1380)

LTE software version -—
LTE hardware version -—

(JEnable ®Disable

(Default:45,3G5/2G)

WAN Connection Detection
Mode
Ping IP
TTL:

Note: Please note that in some case USE port connection will be terminated temporarily to activate
the new configuration.

ok J [ cancel ]
HJ”JI%JL P
“BIE! |
Modem Support List /]JLI' PE P S PRV A e | R SESa -

4G USB 5{%1“&3 ? E P o DN ESEAVRLERR ] FgSR

(DHCP f&i5%) 7$JL (i e %{ prg 4 g o

(3G/4G USB

Modem (DHCP

mode))

SIM PINﬁE’ ﬁE}“ SIM {PIN@E’ I lﬁllﬁ_qﬁmfﬁﬁ [ﬁm °

(SIM PIN code)

;,[ﬁ%ﬁi?b gﬁﬁm F“ELH' | IF=r ‘F'[l_'pqﬁ;—& &':‘G[ﬁ[g;“ﬁfhu ;E?_w%\ LA

(Network Mode) [GELY ) AGI3GI2G [HLARER L - B TURR £ [T
[5 Al (R *Jféf“ﬁﬁ Bzt

APN ¢/ APN (R4 7 Bi-£7(Access Point Name)kLil 1 (2 ISP

(APN Name) ”ﬁ;ﬁﬂﬁ F“ g ﬂj‘%ﬁf" ISP SR FUTRR SR 2
B

MTU

[w%ﬁ GISE RN @ﬁﬁ?ﬁﬂ it o

WAN SR

B VRIS E AL B sy o i
RP gl kL Ping Detect 5%
L= L(|\/|0de)— 1% ARP Detect FY Ping Detect $4/~
WAN A ][ [ -
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Ping IP — J[V (252 % Ping Detect [FELARHIREIZ - (304
P .iilffa‘p‘? TP Ak HEEG Ping Afll B e

TTL (Time to Live) — 2= Boffi ff (2528 > TTL Erffigl
FIIH] Telnet 47,4 izﬁﬁ‘ I%Jt o

i 2050 AU SR OKIE R
4.1.3.6 WANL/WAN2/WANS3 F#FHUSI IR L(PV6)
732 SRR OFfline) ) » IPV6 sfiListh Ly 1871Y -

WAN => Internet Access 0
VAN 1
PPPoE Static or Dynamic IP PPTPIL2TP IPvE
Internet Access Mode
Connection Type Offline b
oK ] [ Cancel

4.1.3.7 WAN1/WAN?2 ¥ PPP ﬁl?cé’:E[ﬁT%%—;(lPVG)

it 1P4v4 PPPOE iz [ 1- =5 ' I [ Vigor P& 138 I [EZ23 IPV6CP JVIH IPV6 sl

A A Py i o M DHCPV6 Fy £l Accep5 RA <2V IPV6 [ B'ﬁ?f“ﬁ(l%\i

2001:B010:7300:200::/64 =) - —ﬂ-";ipl ISP et fif i - b1t .ilsmqﬁ,wruﬁﬁiﬁ’p“i "
I FIJHF,ZFFP B R IPV6 o HH | 7 TUARBRAREE -

i PPPASISE Y P ERE S R .

WAHN == Internet Access i.'
WAN 1
PPPoE Static or Dynamic IP PPTPIL2TP IPv6

Internet Access Mode

Connection Type PFP ~

Note : IPwv4 WAM setting should be PPPoE client.

QK ] [ Cancel

ST PPP S ST IPVG AR (e -
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ERC LI 1PV [EIHI(1PVE prefix) it iy s £ 39k [411Y i Wihinet) ~ i
R R 1 PPP AR TV
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4.1.3.8 WAN1/WAN2/WANS3 f TSPC @?‘%E'%?%{(IPV&
TSPC(Tunnel setup protocol client)fl~ 7] » [ F{ZDISHEEEH = IPV6 A

ﬁi’ﬁé% [E1 IPv4A WAN SgiFELRLT =AY > &7 F I hexago
(http://gogonet.gogo6.com/page/freenet6-account ) IF=g - 5 452V =B > F | < {5 [ IF =1L -
TSPC i xpfipi (2 * (tunnel broker):™ (AR EAB R [PAIAS e for ot IREIRE - ag il
PR TR PR S RV B TR 1PV6 1P fix%“)“ﬁjfﬁl’ﬁ% ’ 7%1&&?‘]?@?,??5?5]5'@
TR iﬁ_fﬁfiﬁﬁ{?ﬁd °

VI IPVE (I B RADVD b i B AR PRI ] s 2 1Pve
i“"ﬁfﬁerﬁ[ﬁ“f‘,%’efﬁ?—ﬁ? °

WAHN == Internet Access '{.

WAN 1
PPPoE Static or Dynamic IP PPTPI/L2TP IPv6

Internet Access Mode

Connection Type TSPC hd

TSPC Configuration

Username
Password
Confirm Password

Tunnel Broker

QK ] [ Cancel

i PR
HE il
ffR1H g iy EFURRR P S VP EE > Rl lpﬁﬁf’!l_
(Username) htp://gogonet.gogo.com/page/freenet6-account f{ i~ fi
(=8 B R
B ﬁ%ﬁﬁl %E[EI@ PR VIR o
(Password)

AT I T
(Confirm Password)
PRELFOR A -ﬁw SRR O S YRy IP AR I FQDN HY RLEE SRS -
(Tunnel Broker)

TR PRI LD B ORI S R -
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4.1.3.9 WAN1/WAN2/WANS3 fJ AICCU izt n\EIQ‘%‘—L(IPVG)

WAHN == Internet Access '(.

WWAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode
Connection Type AlCCU hd

AICCU Configuration
O always On
Username
Passward
Confirm Password
Tunnel Broker tic.sixxs net

Subnet Prefix

Note : If "Always On" is not enabled, AICCU connection would only retry three times.

Ok ] [ Cancel
it IR
FiE i
S TRk E = tFaL%Tw’fﬁl&stif [Jé\ﬁ L o
(Always On)
fE1H 7 g ORDEL R S B EY E > gl PP,
(Username) httD://WWW.SiXXS.net/Hlﬁ%ﬁfﬁlgj% [?ETJJ?% v ©
i FE ™ AR €AV -
(Password)

?‘gr%*ﬁﬁ ﬁ%ﬂ@ | R

(Confirm Password)

AR iy SRPELESE S O IP B b FQDN Ry RLE IR -
(Tunnel Broker)

~ R e iy O VIR Y D o
(Subnet Prefix)

R R IREE Y K G EE(OK) R IR L -
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4131OVWWMANAN2BQDHCPv6Eq A AR L (PVE)
DHCPVE =] M1 fi' ] DHCPV6 fiot: IEIrqu*w¢JWW6I*ﬁPo

WAHN == Internet Access

VWAN 1
PPPoE Static or Dynamic IP PPTPIL2TP IPv6
Internet Access Mode
Connection Type DHCPvE Client b

DHCPv6 Client Configuration
Identity Association ® Prefix Delegation O Mon-temporary Address

IAID (Identity Association ID) | 1595978305

Ok ] [ Cancel
it AR
“FIET e
=5 Hd S SN AT 5 St
(Identify Association)
IAID F‘ET gﬂ‘g gk ctes VA I

TR R o R @mﬁhﬁ?@ @
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4.1.3.11 WANL fifiiE: IPv6 1501 E(IPVe)
SRR (5HEE WAN f7 Rl s IPve o g

WARN == Internet Access i’
VWAN 1
PPPoE Static or Dynamic IP PPTPR/L2TP IPv6

Internet Access Mode

Connection Type 5

Static IPv6 Address configuration

IPvE Address / Prefix Length
Add

Current IPv6 Address Table

Index IPv6 Rddress/Prefix Length Scope

Static IPv6 Gateway configuration
IPvE Gateway Address

QK ] [ Cancel
fir R

PE! EA
fil7E IPv6 r‘_fi]}]%"ﬁ‘—_ IPv6 f#iH(1Pv6 Address) — ﬁ?" [l s IPv6 b g-o
(Static IPv6 Address 'Jﬁé e~ "% (Prefix Length) —ﬁi? f pr‘%ﬁ%w A [l
configuration) ];@ o

FriEf(Add) —HF =R

PR (Delete) — 4 42 Pl U7 0 it -
EIF] 1PV6 it g I IPV6 A HH9 /1 o -
(Current IPv6 Address
Table)
Rl 1PV6 [ ;,E%ﬂ‘— IPv6 Fé?]ﬁr’jr'ilF(lP% Gateway Address) — %’FET* IPv6 i
(Static IPv6 Gateway fke
Configuration)

B L2 AR B RO b TR -
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4.1.3.12 WANL/WAN2 i 6in4 i1 R8¢ 8 L(1PV6)
SRR S5+ WAN ff 1L 6ind [EERERY IPV6 (-«
P B S 1PV6 SRS TV 1PVA SRS -

TJH 6ind H [”FITEE%—L [N ] I [FUFI [ifil % EJ’F"EI!T T IE[FI [&iﬁ‘&}‘ gﬁ, Ipﬁiﬂm
ATt -

WAHN == Internet Access [‘.

VAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
Internet Access Mode

Connection Type Gind Static Tunnel

6ind Static Tunnel
Remote Endpoint IPv4 Address

in4 IPv6 Address /|64 (default:64)
LAN Routed Prefix /|64 (default:54)
Tunnel TTL 255 (default:255)
Ok ] [ Cancel
iR
FIE! i
,FU,JL%!—‘|Pv4 b - gj‘ .Jlﬂ qﬁ/%gﬂjﬁ‘,IL IPv4 & 5o
(Remote Endpoint IPv4
Address)
6in4 IPV6 b i g 1Pv4 ﬂ;ﬂ?ﬂﬁuwiw% fhgib PR
(6in4 1Pv6 Address) -
LAN E'—ﬁphﬁr]ﬁfﬁ% gi? * LAN Egﬁilr&aﬁumli IPV6 - I}bﬁjfﬁfﬁﬁﬁ@
(LAN Routed Prefix) IE‘ °
FpE TTL i SRR R S A R
(Tunnel TTL)

THEH S PR B G EOK)H R R -
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4.1.3.13 WANL ¥ 6rd 7F§LT*‘7°E'$%‘“L(IPV6)
IHIFZ’LF' TR T EEHE WAN f7 2= 6ird it -

f
WAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
Internet Access Mode
Connection Type grd E|
6rd Settings
6rd Mode © Auto 6rd @ Static 6rd
Static 6rd Settings
IPv4 Border Relay: 162.168.101.111
IPv4 Mask Length: 0
6rd Prefix: 2001:E41::
6rd Prefix Length: 32
[ OK ] [ Cancel
HJ FIJF F[Fw[m\ :
R e
6rd fEi=t E [g% 6rd (Auto 6rd) — FI1Ef§-6rd 55 H ﬁ%ﬁ@ Br 9V tH 6rd
(6rd Mode) [JFFITEE’ » IPv4 iy WAN E[%j Lkl DHCP -
iz 6rd (Static 6rd)-= *Jﬁ}?‘ 6rd IRV o
IPv4 #ilg! Jr“ﬁf,”{gﬁﬁ 6rd Affjisi - fid; * 6rd Border Rela F’?ﬁﬁu IPv4
(IPv4 Border Relay) o
IPv4 JBELR GRERG LAY rd A iy BTE] IPVA BT ST
(IPv4 Mask Length) s ﬁgﬂ@ °

Fi* B BT 0 A1 82 /R o

6rd P
(6rd Prefix)

i 1PV6 4

6rd fjfifE="2
(6rd Prefix Length)

i 6rd SRR ff -

R R IREE Y K G EE(OK) R IR E -
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Vigor2912 =

4.1.3.14 DHCP fisls |
7 FI i @ [5E DHCP Client Option [ » e L™ | - DHCP it 1539t 1 -
option B! | ¥ Bt i = i

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WA T Ethernet Static ar Dynamic IP + | [ Details Page ] [1PvE |
WYANEZ Ethernet

YWANG USE Mone w

Note : Only one YWak can support IPvE,

ou can configure DHCP client options here.
7 1ERE (Advanced) ’i?fi/[lm A

WAN == Internet Access

DHCP Client Options Status
Options List
Enahle Interface Option Type Data

Enable:
IMterface: Al Waml WANZ WANI WANS WANG WANT
0 O O O O O

Option Mumber:
DataType: &) ASCII Character (EX: Option: 18, Data:/path)

O Hexadecimal Digit (EX: Option: 18, Data: 2f70617463)

O address List (E#: Ophion: 44, Data:172.16.2.10,172.16.2.20...)
Data:

[ Add ] [Update] [ Delete |

MNote:

Option 61 has bheen given a default value,

You can configure option 61(Client Identifier) in "WaN == Internet &ccess"” page.

If you choose to configure option 61 here, the settings in "WAN == Internet Access, Details
Page" will be averwritten.

Option 12 is reserved, you cannot configure it here but you can configure it in "Router Mame"
field of "WalN == Internet Access".

fir P I
B! S
RS 2. DHCP client option ﬁl%%j/?f?r@ °
(Options List)
)?%E.J j\Jgﬂf_ﬁﬁjﬁuﬂfH | DHCP Option ZJfj = £ fl DHCP option %‘fﬂ
(Enable) RLENERISEERASE 0 =
Option number:100
Data: abcd

7///£7 5= 128



[ % AR DHCP kT i 715 i
lﬂ

fif {2132 M| DHCP Option Y WAN fi [t » £l

(Interface) WAN5 WANT7 §59RL7 %~ WAN>>Multi-VLAN 1
fifne

HROE fifi Ve

(Option Number)

p,j:t ypg\l LGSR Option 61 > Iy FIT '—”’l’?%{
F[J?FE] TJE‘}%&}H%@W{I?H@

RIS S (e rBOIETE] (ASCII, 16 35 S RL IP A ii-o )
(DataType)

B! fiaz * DHCP option Zipj-Frj= R £V Res  V dEET JFL] o
(Data)

gy 7+ Option List %ﬁ“lﬁﬂ P FL e s

(Add)

[ AR B

(Update)

FIE= Fa L

(Delete)

_"j: [:;7_&»’;{/" 3y FIL./%(L‘_L I/ % |,L ) %}% —L(OK)H%_‘F?%‘E&?;& .
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f: LAN(Multi-VLAN)

E F‘gFIJ o

3% (General)

IR AR AL A A

WAN => Multi-WVLAN

f | VLAN Ji' 25 | E 155 WAN /7 figoh %ﬁﬁ@fﬁ}%ﬁq@u I EIE'JKFF%TEI@J@%@E%%

Multi VLAN
General
Channel Enable WAN Type VLAN Tag Port-based Bridge
1 Yes Ethernet{waN1} Mane
2 Mo EthernetwaN2) Mone
5. WANS Mo Ethernet{wah1} MNone Enahble p1 p2 p3 P4
6. WaNG Mo Ethernet{wak1) Mone Enable p1 P2 P2 P4
7. WANT Mo Ethernet{wanN1) More Enable i P2 P3 P4
8. Mo Ethernet{wanN1) More Enable pi P2 P2 P4
[ Ok ] [ Cancel
iR
HIE! EA|
#Fi3E1(Channel) B 4 ’lfj’vﬁ’”
A‘FJAF_ 1?2§jwﬁ’ﬁ]§%vﬁ,ulﬁ[m o PRIF=T TP L
PP S -
T

%ﬁESTUBiH[ %EZHJO

?%E'J(Enable)

N b U%j_?ﬁ' (Yes fL)RLRL{E (N F ) e

WAN 2 E] S AR R IR ]

(WAN Type)

VLAN #gs R B SRR B R VLAN A2 -
(VLAN Tag)

VI
(Port-based Bridge)

AR ZEE I VLAN Al < Pt 5 (S A

B T ﬂf_—EA‘t] FOFIP LR WAN f3 oo 59 R A
[FIF~ VLAN A2 551 -

tljj‘s,r? J(Enable) - 203 Ity 0 | (R AR DA 1
i

P1~P4- 1583:%[ TR | (P o E.&ﬁfnﬁ“ﬁf‘.}ﬁ W[ﬂ%{ﬁi
TEL o

Vigor2912 ==
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N R @) T

Multi-vLaN Channel 6: & Enable O Disable
WAN Type Ethernat(WWAN1T)

General Settings
WLAN Header

WLAN Tag: 0
Priority: 0+

Note: Tag value must be set between 1~4098 and unique for each channel,
Only one channel can be untagged {equal to 0) at a time.

Bridge mode
¥IEnatle
Phiysical Members
p1 [lpz ez Clre

Note: P1 is reserved for MAT use,and cannot be configured for bridge mode.

[ oK ] [ Cancel ]
I E'J%ﬁ—_’%‘ﬁfw[“ :
-piE! =
2E1 VLAN #iE (8) ’F%—'J(Enable)— k= ?T” IHEE;§ o
(Multi-VLAN Channel {2 (Disable) — E & F=FifE (-0 7] Fm&ﬁlﬁﬁ%t o
(6~8))
WAN #iE] ) AR /1 ol i 45 e Epy WAN 2
(WAN Type) ""ﬁm@* ° Tk § I VLAN %“JHI ’ F'EJ*G*’F@‘“?. WAN
BT =¥ I‘E#JEM?E‘ WAN /7 1
A VLAN BEB(VLAN Tag) - i * VLAN ID B » fi' e
(General Settings) fgﬁ[ |1 %[ 4095 =R i 73 VLAN AS 3 PR 2 [l 47
i [El“ i ﬂ | WAN BIE[FuSE T %Lﬁl[ﬂ i VLAN
1@%[}5 °
B (Priority) — Z & 1B [HBRAR T = VLAN £ &
F[J[ if?[@ﬁm ) H %—Lg—f[gyEl OT[_[7
e SR (Enable) - SR | PIER LR -
(Bridge mode) Ej’?%}iﬁ‘ﬁﬁkﬁ‘} E,'I(Physical Members) — 203 (SRR IFEE Y
1SR I'EIE;%E'JW}%@?“&EJ?&f’
It > 5~7 g WAN s = for M R Eg phay s> | > {791 TR-069 - ‘z ”%El Aa¥
ISP S # > = | {f=2 P ISP ¥ - PN EPRITRGTR > il E LE AR
%Jﬂ%’“ﬂ* W‘E e
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WAN == Multi-VLAN == Channel 5

Multi-WLAM Channel 5: & Enable O Disable
WAN Type Ethemnet(VWANT) +

General Settings

VLAM Header
VLAN Tag: 0
Priority: 0«

Note: Tag value must be set between 1~4095 and unique for each channel.
Only one channel can be untagged (equal to 0) at a time.

[JoOpen Port-based Bridge Connection for this Channel

Physical Members

Or1 [Pz P2 [ P4

Mote: P1 is reserved for NAT use,and cannot be configured for bridge mode.

[JOpen WAHN Interface for this Channel
WAN Application: | Management

WAN Setup: | Static or Dynamic IP %

ISP Access Setup VAN IP Network Settings

ISP Name Obtain an IP address automatically

Username Router Name =
Password Comain Name 5

PPP Authentication *: Required for some ISPs

Specify an IP address

Always On
Idle Timeout second(s) IP Address
IP Address From ISP Subnet Mask
Fixed IP Yes Mo (Dynamic IP) Gateway IP Address
Fixed IP Address DNS Server IP Address
Primary IP Address
Secondary IP Address
Ok ] [ Cancel
fir PR
BE! ]
%1 VLAN HEH(5/6/7) | FHI(Enable) — I AL -
(Multi-VLAN Channel | [3:](Disable) 52 &/1i i ™ [t -
(5/6/7))
WAN Zf%] 5 IHHFAACE ?ﬂffmi# T L WAN 7
(WAN Type) Bl o % 2E VLAN M1 FUE) M%ﬁf_}i’f‘. WAN
QIF'J I [EIF' , IF[[E |1_ :54?%1 WAN 17 p| o
ﬁlir%% \i.ﬁl}l ;]%i%(VLAN Tag) | grq* VLAN B s > 'R E
(General Settings) E““J[E“E I'1 ] 4095 <R T VLAN A2 38 EH 5 [ ﬂ/‘;?
S0 (PP IAETE WAN BEERSGE T R %JUFEI[H Y VLAN
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RS -
B f@(Priority) — 3 l[*%ﬁ%? FEIr=VLAN ity
AURAMEELF > | F%Juﬁ‘*[augm*u%

PS4 SR PO BRAR L
el

(Open Port-based Bridge
Connection for this
Channel)

SR 1 LAN B WAN [ {50

Al A A JLEJWAN fr e f | VLAN?FEJ

eI

¥ F&&%E&(Phymcal Members) — 535 [ZAER FE 1Y
9 @ﬂ e ﬁgﬁfxﬁ_@o

%%fﬂ%sfﬁr JT}V WAN f¥
El

(Open WAN Interface for
this Channel)

PIEE ETE?E'JWFT&W fl-°
WA 8| -F"@(WAN Application - Management) i ?F' R
£ w@ V| ({ﬁg[%i/telnet/TROG% PN [ =
*H > = VLAN F% G .fﬁﬁgl%iltelnet/TROGQ NS
EIJ o
IPTV - “FFWAN /i F1f:2 IGMP B & 2] IPTV fifiR a8 -
WAN ZEE(WAN Setup) — 3##% PPPOE/PPPOA FY L[
EFYEILE 1P e (Dynamic IP) - I [IHCEPHH WAN /7
P -

ISP H?‘Vr%i WAN IP
mﬁ,ﬁ%ﬂ‘—

(ISP Access Setup, IP
Address From ISP, WAN

IP Network Settings, DNS
Server IP Address)

WANT1 & Figjﬁ s
IP ﬁ&;ﬁjrju pijJ:

or Dynamic IP in

ij@ WANT1 "% PPPoE/[#i
%JL(Detalls Page for PPPoOE / Static
ANL1) -

TEE S ALY B R ER ORI WL -
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4.2 BRI (LAN)
Eﬁiﬁﬁﬁ[ﬁE‘%‘.ﬂpl EIIE“E'F’?FT%FIF SRR AR %?ﬁﬁlul ISP FrIVHH I Hi gy IP 1
ij_l—-*EJFT& °

LAN

421 Ehﬁsﬂ‘%,:|ﬁl¢%"d\
Vlgor,mﬁ[léafﬁﬁlqbﬂlﬁf <EL NAT » F'J?ﬁ‘f ]J'—%FUQ"“H?'?S‘ f/p Fq—l_u s B B
Al 1P o S | L I*F‘”'“E'f B AR AL %%IP A

PR REIER - NAT BIk 5 AU iR LB 1 1P rﬂﬁuﬁcprﬂf 1P Bt I
'— o VAR e =9t Vigor BEFTEREE [ ﬁﬁ“ DHCP

,,1—r—1;—u

El Epjﬁcp A = T e = A
i qws R IP g2 [ A Y A AP
R e
Internet
DHCP Server
Public IP Address
vt st gy T T
Router IP Address:192.168.1.1
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13
T LRI A ST ) ISP RSSO 1P SR L
220. 135 240. 0/24 ’ ‘E?w T fr ' }E JL# e *fH'“[ﬁE'ﬁ‘. ﬁ‘/i_lgﬁ H flrfﬁ EpEE PR D 2
“[ﬁ“‘ i Sf"}[ 3+ Vigor TR €7 ?ﬂ{ﬁ IP,[,EH%HJ &l

BIAVEYT A AR - (e
I R O TS P I AT R [ R

LY SRR T -
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Internet

Public IP Address: @
220.135.240.207

Private Subnet
Router IP Address:192.168.1.1

Public Subnet

L e

192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

(1 ekl RIP(Routing Information Protocol)

Vlgor,nﬁ‘laL §FIH RIP SSRGS L L U ey SR E P ERETIAETRY o agpfie’ AR
ARSI VYR [0 P Byl E’?Hl%ﬁ%ﬁﬁEIEI*&EHI%%L%?*E\ °

( eRLH R

F’ P Bh E E Elﬁ[ﬂ'%‘ﬁ,uﬁﬁ PR P p T PR R Pl e iR £ RLIE R

S ZERLEA P > SO R B lﬁ”ln_ﬁ{%”“ﬁff”[_ pﬁé‘ﬁvl FIp- 5

—LFI S ;ﬁil J—P 7 %F;HEIH RIP -

F HhLrE SR SRS (VLAN)

(e AR IJﬁ%ﬁ*ﬁﬁfﬁw'ﬁmrﬁ,nfpﬁ B SREE A o R 2T
4 [ o EB giﬁj [ R s YT %F %Ea’@"?ﬁf}”ﬁrj FF%JL_ WJEI” s I
K —J l[:ﬁ{'l ﬁ,tlﬂjlmkﬁ}
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422 kL

EHECEe Lfi:’EhiE‘E%ﬁf}E%EUﬁi¢ F%J& o JH Tk 1aAEE (LAN) B #"Eﬁﬁhﬁ“‘ﬁ%ﬁmfﬁfﬁlﬂ?%ﬁ:
(General Setup) -

HEFIBN M S '*'é”[ﬁ = i #Eﬂ][ﬁ =1 > N~ 1ﬁfjp ﬁ‘ Inter-LAN =& pl 788 i =
T3] o FIR] LAND R4 NAT ELA]EF 2 FJ b NAT Y RLEE LSS« IP HE
p[%’ﬁﬁrﬁﬂu PR AL

LAN >> General Setup

General Setup

Index Status DHCP IP Address
LAN 1 v v 192.168.1.1
LAN 2 192.168.2.1

1P Routed Subnet O 192.168.0.1

You can configure DHCP options here.
Inter-LAN Routing

Subnet LAN 1 LAN 2
LAN 1
LAMN 2

Mote: LAN 2 is available when ¥YLAN is enabled.

I E'J?@%‘F‘Eﬂl[“ :
HE! i
S CF G LR -
(General Setup) g I;:Fj%‘(lndex) - Hi %ﬁ[ﬂpfj LAN ZEIE T -
A& (Status) - L4 - LANL }{kﬁ:i&”?ﬁ%}ﬁ;ﬁfﬂ?i{m I
LAN2 7 == IP Bgphi= “FﬁEJ (T }E{&F&ﬁ;ﬁr’if@[i&%ﬂﬁ )
t[p Q*EJ °
DHCP(DHCP)- FAHREZ N LANL K, DHCP 44
o PPN E R % SEAFE [l LAN 2058 P56 o
IP kg (IP Address)- &5 5 fiid LAN fio 1P b g
4—(Detalls Page) B paE SRR &
L/E\N fﬁp I f' EJ%L fFL,»J JH I %L,ij f'
IEILJ:J ﬁﬁ\ o
IPV6 — 7~ FEHE IPve% LI
JE&M (Advanced) DHCP i & i I'| A" i RS e Y@ i e ot g -
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LAN >> General Setup

DHCP Server Options Status

QOptions List
Enable Interface Option Type Data
Enable:
Al LaN1 LANZ 1P Routed Subnet
Interface:

O O O
Option Number:

DataType: @ ASCI Character (EX :Option: 18, Data:/path)
O Hexadecimal Digit (EX: Option: 18, Data: 2f70617468)
O address List (EX :Option: 44, Data:172.16.2.10,172.16.2.20,..)

Data:

[ Add ] [ Update | [ Delete |

Hi P g R [
Option Number — ﬁ?“ - “”EFF’P‘FE
fi Fi(Interface) -

PRI HE](DataType) -
RLA i) -
?ﬁ]?](Data) — [ DHCP S IFirifs S g R P

\T

FE (Enable) — 5+ [FRLELH | DHCP EFZRe - & ffd

HCP 3% I?ﬂi_ H— it Option Number ==& V[ 5 fﬁ

B e [

Option number:100
¥R abed

AIfi* ¥ DHCP [t & 1 pLE i

f«l .ﬁHJ[[_%::JH IEU)/?E[ o
18 (R R FURFTE (ASCI

[

Inter-LAN gl
(Inter-LAN Routing)

SRE A T ERL % T [P~ SH(LAN 22 LAN
) ©

R ALY o G EOK) R R -
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4.2.2.1 LAN1 - ]Ehiﬁﬁ;r[ﬁ,n TCP/IP & DHCP %“-LFILJ;EIQ%‘—L

LANL 1) = eI~ ffithl & i TCP/IP =2 DHCP () | IPv4 £L3LYE) - b}
= {#kL IPV6 %fn B B R, s S

LAN >> General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup
Network Configuration DHCP Server Configuration
For NAT Usage @ Enable server O Disable Server
IP address 192.168.1.1 [JEnable Relay Agent
Subnet Mask 5L D5 D55 [ Start IP Address 192.168.1.10
IP Pool Counts 200
RIP Protocol Contral Digable

Gateway IP Address 192.1658.1.1
MWote: Disable LAM & Enable LAN shouldn't be in the
same subnet. Lease Time BE400 (S)

O retrieve IPs from inactive clients periodically

DNS Server IP Address
Primary IP Address

Secondary IP address

i R
! =
R s ST NAT 232,

(Network Configuration) | IP i 3H1P Address) %&‘p“ﬁ” AP S0 4T (1 T I
%ﬁ” G gl%@ W 195 168.1.1)

ﬁ:aﬁfﬂ‘(Subnet Mask) %gj‘ a 3:]&4jﬁ?m [
HHEHEC g@@ £%, 255.255. 2514q 0/ 24) -

RIP f#4% }ZLTT‘[J(RIP Protocol Control)

{5 |(Disable) — [ RIP HAGRETE &) [r[ L [y
3—#‘%%@%@ ([[__t,,jg[%[ﬁ

FISIFE'J(EnabIe) - ?T‘;‘wﬂ*‘[%{ °

DHCP friRa8AE & DHCP £L Dynamic Host Configuration Protocol flUAFHT
(DHCP Server EA AR FOL R TR ] ERLISEVAEER Y DHCP | [%
Configuration) é‘é s T T ’Iﬁlﬁjﬁﬁu IP F%{L_{AEHE&EMEUF' ,

{7 | %Lm DHCP 147 ik « I (st -

B g‘ﬁ‘“’—jf FIJ DHCP [ R o E R SRR R

DHCP fil #[19%] ﬁ:‘1~ SR

PP LE: ’E‘FZJIEUF' ﬁf’ﬁ?f% It DHCP filf3 s » [i7Hs

ARPYIAIRE o TR RR e e TL Erfrd [t

DHCP %j[w ”f’iﬂ urb FFI'J— 0

’?%E'J(Enable Server) - ZE l%ﬁ‘jﬁﬁi—_ 1P 532k InSf

T S

fﬁ‘l | (Disable Server) — (&= Fivi - IP b2 Gn il
FFIJJI[—l ;Eék o
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’??FI*JFI 152 gl (Enable Relay Agent) — 4 t5 {lf DHCP
1R 38 e 0 A ] R PRI e oHep RS
DHCP fﬁjﬁ@'ﬁﬁ' IP & §HDHCP Server IP Address)- Fh[
SnE RS AR L A LA SR
S ) 12 O P38 1P 78 R OIS DHCP
1% DHCP (it -

@tzﬁ IP & i(Start IP Address)-fiij * DHCP fflli} #5(9 IP
fib iﬁﬁt‘fﬁ'[’ VBT I'E?Eifﬁ%é IP i iﬁﬁ“é‘?ﬁ%ﬁ YN BT
ANAYET- [l 1P S 4G 192.168.1.1 - & TP S T RL
192.168.1.2 ﬁ‘}f\i_ﬁlfggj— s {[1F+192.168.1.254 /| -

IP F"fﬁl@@‘(“j Pool Counts) -ﬁlfﬁ" [24t71 DHCP iﬁjﬁﬁ%ﬁ
?F,{L_ IP By A grE! ?ETF?;“[’;E £% 50 » ot fifi 1 253 o
[i3EL IP i i Gateway IP Address) ﬁl‘ﬁj 7+ DHCP ]’ﬁjﬁﬁ%&' Efr-
i’:‘ﬁfﬁéﬂiﬁ IP it gk iﬁg\@ﬁ@iﬁjﬁ@?%p[%E'El%r A P
AT > F BRI ?Eiiﬁ%ﬁwléﬂié °

=5[] (Lease Time) - ™ DHCP (lfgas i I J il ™ ¥
JiVE IP A ilLflfJE\ﬂj f = -
TSP F BV [ FiEa 3Vl IP & fH(Retrieve IPs
from inactive clients perlodically)-.ﬁr',‘ DHCP H[ETf£-LAN
DHCP (i it IP 318 » iyl (i 52 1P s
:‘*"Fgﬁg'Jt’liFﬁ% CI G G R S I = A
U AP 253 (RS VIR RE 1P AT [N
DHCP {filfyds (& # [IEUERERIAY 1P G 435G DHCP »]
T PELRAITTE 9 IP O R B 5 GREER ]2 - 0T
@F‘ﬂfﬁjﬁﬁﬁg?v # IP 4k Therefore, this feature is used to
get the IP back from inactive clients (i.e. doesn't use the IP
but the server still reserves the IP for him)

DN ffilR 385 &
(DNS Server IP Address)

DNS fL Domain Name System [iUaEF] > = f[ﬁl;ﬁ[ﬁpg;;@%gg
= D HAE PRI 0 IP g <y e S 2 R
E';[Li FY £PEEED] www.yahoo.com — &> DNS fifffg s i il
P R = ATEPEERY 1P B

= RHP S 4HPrimary IP Address) - (&0 i I DNS
(il AR 1P 08 g1k [ﬂﬂﬂﬁlfupj ISP = ¢ L — {all)
_Fpy DNS [’ﬁJEJH%E' YIS ISP S S B |%§'%’%{ Fi
iR " VHIRUY DNS [ 1P *531-194.109.6.66 - By i
[k 4ai

MRl 1P Kb yi(Secondary IP Address) - [0 1) 7 P
57 2 DNS il 1P 1 di-» [T ISP 3 H @~ i
I'J 11 DNS fififj « O 0 ISP =0 fiAH > STty
IR P FRRTOST AL DNS il - 1Pt i
194.98.0.1 > Wb [Pk 4k o

FFIR DNS [T IP A it P s PR A A
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Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvE
LAN Status Primary DNS: §.8.8.8 Secondary DNS: 8.5.4.4
IP Address TX Packets RX Packets
192.168.1.1 o 41533

I = BIFIREL P B, ?ﬂﬁ} FIEY o BE P RR %’Wﬁt
EUR EYpo 1P 8 dbic A B9 12 (05 DNS P2 [l o
05T | DNS [ o B o

PPN £ PEAY P G 15T DNS PR i B
'] ERE R o AT R i WIJEE s 7 et
o WAN (f319[1 DSL/Cable)sgisdt » i3 DNS Seffilf o
= 141 DNS il Tg 1 -

B L2 AR B RO b TR -

4.2.22 LAN1 - IPv6 Ol
LANL (1)~ ARREEEIT > — [RAL "Nl TCP/IP=E DHCP (') IPvA FRELES) -
= (ML IPVB L - ™ [/ 5 IPV6 UL I -

LAN => General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

Router Advertisement Server
® Enable O Disable

Advertisement Lifetime [1800 Seconds {(Range : 600 - 9000)

DHCPv6 Server
O Enable Server @ Disable Server
Start IPve Address | |

End IPvE address | |
DNS Server IPv6 Address
Prifmary DMS Server | |

Secondary DNS Server | |

Static IPv6 Address
IPwB Address / Prefix Length

/| | [_Add

|
Current IPv6 Address Table

Index IPv6 Address/Prefix Length Scope
1 FES0::21D: AAFF:FEQC:F?34/64 Link

0]
FEIEIHA 75 LAN fﬁj IPv6 f tﬁ%{g » — 721 RADVD > J}~ 71T DHCPV6 fFlfR
(DHCPvV6 Server) -
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[ ?i SR

/Fi

A

R (I
(Router Advertisement
Server)

I:lﬁﬁ,fE'J(Enable) - ?s,vgw RADVD fﬁqugﬁ , B2 (158 RADVD

EHER RFC2461 fi U El =4 2 47NAfEE LAN

fl%} ) i?“ FEL SRLPES IPVE SR [gﬁﬁ%ﬂggﬁ ﬁlﬂ«

ff:5|(Disable) — f4+*'] RADVD [f‘ %ggp U3EI .

?ﬂﬁ“ ‘ﬁﬁ fif](Advertisement Llfetlme) F%%‘,p IS A
S R s e

4\@3 I EPEZ 18.2 JEiJf Qm}ﬁ%tt O%En “&EH{H B

g[%ﬁﬂ ey 2T %’* ".‘i’g%m FER B

DHCPv6 fﬁjﬁﬁ%ﬁﬁ%ﬁ“ﬂg
(DHCPV6 Server
Configuration)

EYF'J] IQF/%S(EnabIe Server) — E T DHCPV6 | ]ﬁw
HCPV6 il I*Eﬁ SN 1P f“ﬁ%iwu’z
IPV6 fiﬁ%?ﬂﬁ

@E'J[ﬁJEJF’,%‘S(DisabIe Server) — {§.2' | DHCPv6 fﬁjﬁg%ggmg
[ o

EIZIF, IPv6 fbik / ﬁF‘ﬁq IPv6 ik (Start IPv6 Address
/ End 1Pv6 Address)- 3 i E'i! RSN 1P A
o

DNS {8 IPv6 it

(DNS Server I1Pv6
Address)

2 FIDNS ffiffg (Primary DNS Sever) - i * = [
DNS fﬁjﬁﬁ%g’p@ IPV6 bl o
! DNS fflJf# (Secondary DNS Server) — fiij * -5
DNS ffilllg v IPV6 & Jit-

L IPV6 il
(Static 1Pv6 Address
configuration)

IPv6 f#HH1Pv6 Address) —
IPV6 i -

'Jﬁg i MW@(Preflx Length) - ﬁ? Frﬁ,’%ﬁ%[ﬁ.'i TR
ﬁf' IE[
FHF (AA) — BT b 4] o B T A @L%wf? fl1e
M1k (Delete) — s isb @L%Ufﬁf[h“* FUGEHEERR o

Jiy A

E'F] 1PV 'l‘iLL*f*"fﬁ
(Current IPv6 Address
Table)

BT I (07 1PV - o

B 2 AR B RO b TR -
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42231IP ,E,Elli';ﬁj}pﬁ;léﬁ%i

LAN >> General Setup

TCP/IP and DHCP Setup for IP Routed Subnet

Network Configuration

OEnable @ Disable
For Routing Usage

IP Address

Subnet Mask

RIP Protocol Control

the same subnet.

192.163.0.1

2552552550

Disable »

Mote: Disable LAM & Enable LAN shouldn't be in

DHCP Server Configuration
Start [P Address

IP Pool Counts 0 {rmax. 32
Lease Time 259200 (s)
[ Use L&N Port k] =4

Use MAC Address

Index Matched MAC Address given IP Address

MaAC Address :

[Add] [Delete| [Edit] [Cancel]
it IR
iE! ]
AR Ek,F'J/PIlF' (Enable/Disable) -2 & | HFEITEL - f

(Network Configuration)

,q‘[FlJEII r’fiﬁ}f [I%L °
IP fi# {]_I—(IPAddress) ;?ﬁ” AP (b 41T ] TS Tk I
A G gl%@% 19 168 1.1) -
:":quf};'ié‘,ﬁfﬁ(Subnet Mask) - iy * HOEaEE ] o
B R CHRAR E 255.255.2554q 0/ 24) -
RIP &@Wﬁ’[](RIP Protocol Control),

® (f2](Disable) - Fﬁﬁf IRIP 3 ' T ] f[ LI R
YA i (PR -

o FTF' (Enable) - ’3 i5d]ine ﬁio

DHCP ]’ﬁj’il?/%ﬁr%%—;
(DHCP Server
Configuration)

DHCP £L Dynamic Host Configuration Protocol [k -
H'%E'E'LJHV@J@"E%I'E p ][, fg’pﬁﬁ[ﬁmgpﬁ DHCP ﬁ qg

gg BRI ﬁ]}i’jﬁlﬁjﬁﬂi IP F%t%f@afﬁ&ﬂugw'ﬁ%

SRR 1Ry B DHCP R [ o g [Rposies

o gs‘féjfjlf rv DHCP fRlfy s & ﬁ—ﬂqf“ IR

DHCP {q/"lf i UF'JF:T\EIILM

&7 IP [t iH(Start IP Address) -gfa.j‘ DHCP ﬁ qg%ggmp

fib iLfl&' uglm:gltt P ik ﬁLﬁ‘ﬂéI;{F EHF f/pg\l SYRE

gggu;‘p ([ 1P b 447, 192 168.1.1 » & [P Ab 4 JRL

192.168.1.2 F[‘/f\_ﬁlﬁb H= > {f11+192.168.1.254 | -

Vigor2912 ==
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IP f"’*fﬁ 1(IP Pool Counts) -fiij * [&4lfor DHCP fifffy
}”‘[ IP L3 (g = s VS A

QEETF fl(Lease Tlme) ﬁ“ DHCP [’ﬁjﬁﬁ%@,’ﬁtl‘}fp;ﬁ'ﬁé
;Ji’j IP i t&uﬁﬂj‘
1% LAN i:ﬁ&(Use LAN Port)— Fide [ IP A g I
SRS LTI  DHCP ity g
}L“d:v it 1P b G55 U'Pltﬁ’/g‘/ P2 ﬁJF'JH J,Jp [fF
|EJ PR LAN ] 1(PLE2/H P2) -
ffiE] MAC ##HUse MAC Address) -. 23 [F= f= ?F[
£ MAC o
MAC & 5HMAC Address)-fiij * fidj * = #5[1 MAC ©f i~
DINE = S El'ﬂf’?*@ﬁ%’% = I'LI RS 5T VT S = ST
Tl %w*ﬁ%ﬁfﬁ
FAAAA) - 7 MAC b i * 37
[P I S e gy o
418 (Delete) — 1= =732 09 MAC b -
;’Flf.jgiE:{(Edlt) “r}éﬂé{ =TT MAC fif g
FVifj(Cancel) — JVIfIETIET ~ GREET ) PR SR

T EE S PR B SR ECOKE ST -
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4.2.3 [iIEREF I(Static Route)
3£ 7 BhIBARHEE (LAN)FERE 2

I THEE i (Static Route) »

~ —

Y™ ORI -

R (1PV4)
LAN == Static Route Setup
IPv4 IPvG | Setto Factory Default | View Routing Table |
Index Destination Address Status  Index Destination Address Status

1. Y 7 6. T 7
2. Y ? i Y 7
3. Y ? 8. i ?
4. Y ? 9. ra ?
5. Y ? 10. ara ?

Status: v --- Active, ¥ - Inactive, 7 - Empty

F{‘ E'J?ﬁg%‘ﬁfw[“

“HE! FH

i 1 W R I R [ IR -

(Set to Factory Default)

R BE F 1 F'#J?%‘f/m B g | YRR O

(V|eW Rounng Tab|e) Diagnostics »> View Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |

e[S S [ OBRRE(L 2] 10)% F BT~ W

(Index) ?Hﬂ‘u‘“u Fli e

F 1R T [l g L 1R 3o

(Destination Address)

}E[ iz Eﬂégﬁ @“,I;\L_‘E%EI[EU}L{J{FE o

(Status)

ME- R lﬂ\ Fﬁ/['_k F

Vigor2912 ==

IPI
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LAN == Static Route Setup

Index No. 5
O Enable
Destination I[P Address 777
Subnet Mask
Gateway [P Address
Netwaork Interface LANT |
0K ] [ Cance LAN2 elete
WA
YWARNZ
YWWANG
[
HIE! i

IT?fE'J(Enable)

L
7]
-

=R ]J *Jl%iﬁ

EIpVIP fk g
(Destination IP Address)

ﬁx

IF{H“[JLMHII'EE‘T’?:E IF[fji;E.:’j‘lF[fJ IP fbfFo

- FI

"]

”if@‘,nfﬁf# ﬁ" IR = AHEET o

(Subnet Mask)

RASEL 1P b g i G LB TR IP g

(Gateway IP Address)

E i R AR R s

(Network Interface)

Fi-

[ PRI B SRR ORI F TR -

145
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il EEEH1(IPv6, Static Route)
B IPv6 @X‘T'EJFFTW DRI Ié:’FI‘J‘}F%TJg%% 40 L]%J@*é& °

LAN == Static Route Setup

IPv4 IPv6 | Setto Factory Default | View IPv6 Routing Table |
Index Destination Address Status Index Destination Address Status

1. /0 % 1. | "
2. 1:/0 % 12, 20 x
3. 10 % 13. Y X
4. 1j0 % 14. ::/0 b
5. B ® 15. /0 ¥
6. B ® 16. /0 ¥
I. /0 % 17. ) )
/0 X 110 by
9. ::/0 o 19. 110 3
10. ::/0 X 20. 110 X

<<1-20 21-40 Next

Status: v --- Active, x --- Inactive, ? --- Empty

it R

“HIE! e

T
B
rr\

[l (&2 ”f—'&a;l%@j

(Set to Factory Default)

B IPV6 BRI R FET A o
(Viewing IPv6 Routing

ﬁ"r[r[”” ,@Zﬂj%“\jkrju o

e

Table)

E]E ) AR O R AR IR P
(Index) l%

F g R T i B O S 1o

(Destination Address)

SREE(Status) B 1 TR -

B S BT I

LAN => Static Route Setup

Index No. 1
Enable
Destination IPve Address / Prefix Len /|0

Gateway [PvE Address

Network Interface LAN (v
OK ] [ cancel | [ Delste

i REERPT

FIE! A
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T SR PRI RE A -

(Enable)

EAZ IPV6 b/ #ETT‘ IR RS P S e g pu R,
FHIRE

(Destination IPv6 Address
/ Prefix Len)

R3EL 1PVE ff 41 il 0P LR ORI A o
(Gateway IPv6 Address)
’T“Eff%ﬁft" TF[[E'Jj‘ =4 Fﬂ}‘F[ﬁLE ET i TR F S jﬂlﬁ}}
(Network Interface) Fre
LAM |

VAN -

|WwaAN2  F

VA3

&ﬁ%wféu%£Va’%ﬁéiwmﬁhﬁ?@?%o

TGl ERE L= R 2 U (1 IPv4 ERELYE)

Lk‘frﬁ&@[mlgrﬁp[ 1y j [ = 'ﬁ,ufﬂ‘ilﬁlg'ﬁ'ﬂ A2 B F'J”iﬁlp}%‘ ”E‘E@[HF o
L R I T T

(] fﬁl EIJE{ EISLE[ léﬂ t# 1 vl’ﬁlu:‘ /IZI

® [P HIOLE 1 A(192.168.1.2) » A 192.168.10.0
® [ IV 18 B(192.168.1.3) - o 4 ¥ A 211.100.88.0

° ulF%Jm flEE AN 192.168.1.1 EREEFIIAN A(192.168.1.2) Fﬁﬁg?mﬁ
ZiingjgﬁgE%ﬁg L B PR A LU SR
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Internet

Set
Static Route

Router C
192.168.1

Router A Router B
192.168.1.2 192.168.1.3

(Gateway: 192, 168.1.1)

Private subnet Frivate subnet
192.168.10.0/24 211.10.88.0/24

User A UserB

Bt}

L T BRI (LAN)EC 1 o 2 854 2 E(General Setup) « F 52 f857— = il (=5
RIP %”@}}”ﬁjﬂ(RlP Protocol Control) > R ,E’p‘é%‘:'(OK)H’% °

TR T D RIS T B o A PR RIP S o 5T [
FORLIK ISR /7 o S SR T AR (192.168.1.0/24) % B TEE AR (= RIP $7

W BT ZE LA kA (9101 192.168.10.0/24)pY = AT
B 1RGP L o VAR e A [l AR R RS 5 IP B ey b e

2. T BIHRE (LAN) S 11 > 298l 05 1 (Static Route) » 5 sk [l 1 20320
(Enabley 34 > 1| ™ Gt #odfi— (it AT g £ 192.168.10.0 o
B2 192.168.1.2 s > S HFEL(OK) -

LAN == Static Route Setup

Index No. 1
Enable
Destination IP Address
Subnet Mask
Gateway IP Address
[LAN1 v

Metwork Interface LAMT (»

Ok ] [ Cancel ] [ Delete ]

3. [pIE[puIEER T i(Static Route Setup) FI 1 » # bl {lifzkd I;@%’ﬁi@?"{l%}— (et il EEE
S R E ) 2 211.100.88.0 [ B0 iliR S 19216813 0 fRiHE
fEE(OK) -
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LAN == Static Route Setup

Index No. 2

Enable
Destination IP Address 11.100.88.0
Subnet Mask 55.255.255.0
Gateway IP Address 192.168.1.3

Metwork Interface ANT »

oK ] [ Cancel ] [ Delete ]

HE1=5@ @ 5! (Diagnostics)fl 1985 13 (Routing Table)hi f | 'ﬁr]ﬁlfjjﬁ—ﬁ‘,p[%‘ﬁ? o

Diagnostics == iew Routing Table

Current Running Routing Table IPvG Routing Table | Refresh |
Key!: C - connected, 5 - static, R - RIP, * - default, ~ - private L
S~ 192.168. 11 { 255.255.255.0 wvia 182.168.1.2 LANI =
C~ 139z2.16 S 255.255.255.0 directly connected LAN1
5~ 211.100. 4 255.255.255.0 via 1%2.168.1.3 LAN1
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4.2.4 VLAN (E3EBhimisges

i LAN ¥ > Vigor B p g R £ (7 il T ﬁ&;@w PC FIsUdAsae 2] Mgy - B[
SRS OB b o B AL SSID i 55 SR VLAN IR
IEE2 pY VLAN(Tagged VLAN)

PFEJ:%;FIJVLANS (802.1q) iR & Zre k42 VLAN Gl - = HIfREg < Mt

RS R RSB 45 VLAN 2T

i - &1 1] LAN $3 QoS 19 g “Ag % - 555 [ VLAN =PI 1P i
FAR= R TR T IRIPIS ST L RSy 2 Jﬁ

VR 1852 B9 VLAN(Port-Based VLAN)

IS A2 35 (Tag) EE = v VLAN I'ARE s M > PIIRIT TR A9 VLAN i H Rl ey
PP LAN R 1(PL ~ PO)eldh 55 = -1 = TIAIPY VLAN 5 I o

VLAN (# %Eatﬁfmﬁ P PUTPREHR Rl IO A R A PRRIR R s
B SR - TTBAREE>VLAN (LAN>>VLAN) » ' Fiers 2
EE]FS‘FIJ(Enabm)“\{JfFL?S“Eﬁ VLAN ﬁJJﬁb °

LAN >> VLAN Configuration

VLAN Configuration

[FlEnable
LAN Wireless LAN VLAN Tag
P1 P2 P3 P4 SSID1 SSID2 SSID3 SSID4  Subnet Enable vID Priority

viane OO0 O O O O O O i LAN 1 v O 0
viaNt O O O O O O O O [LANT v O 0
vianz [0 O O O O O [l i LAN 1 v O 0
vians OO0 O O O O O O O LAN 1 v O 0
ViANd OO O O O O O O O [LANT O 0
vians [0 O O O O O O O LAN 1 v O 0
viane OO0 O O O O O O ¥ LAN 1 v O 0
vianr [0 O O O 0O O O O LAN T O 0

1. For each YLAM row, if enable is checked for the ¥LaW Tag then the corresponding VID will be applied
to wired LAM traffic.

2, Wireless LaN traffic is always untagged, but will still be a member of the YLAN group selected.
3. Each ¥YID must be unique.

[ [0]24 ] [ Clear ] [ Cancel ]

EEC iEJ% [EVFE 2 B B LAN SR 10jZE WAN SR 1
HJ FIJF%J—L FIFJ(/I:N\ .

Fif S
?%E'J(Enable) 5% PR FS{ 'l VLAN F%JL °
LAN Pl-P4 - >E¥E |fE P IFVALN =N Y LAN BRI T e
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o < G B SSID1 - SSID4 — 33 * F=VLAN E ™ 19 SSID
Y =
(Wireless LAN) =

H]Fﬁ,;, :ee}%‘”‘t[ [[~ fﬁfﬁ.’l]: [z‘g“g:aa:EEle VLAN fE,*;\TF‘gZL = '7]‘1-0[[ ,
(Subnet) LAN1 ﬁ % VLANO » 57 7 VLANO e i
,&xﬁ}lF“:"°lﬁ‘7\”Vrﬁ IP b ko

LAN 1 [+
LAM 2
VLAN & IflﬁﬁfE'J(Enable) - ll—“—JHf?SPF'J VLAN f5 5 -
(VLAN Tag) “ﬁf“ﬁmH 9 gt b > B A VLAN BEfS
ES T.F[ cIJ o

%ﬁ B4 (A
VID - ﬁ‘“ VLAN ID yﬂ}%[@ » BRfERL 0 £ 4095 -

B (Priority) — 2= VLAN Ayt > ffEkL o
7o

B R DRF - dh R VLAN 7 A I o S e

ey 2= VLAN > ﬁ%‘iﬁ%‘* TeaEfyl:

1.
2.

3.
4.

VLAN O (1 P1 A1 P2 355 » VLANL (11 P3 1 P4 7
[i‘tljlraj VLAN rjrﬂ‘:;l/ A ﬁ%%ﬂ%‘ SR IﬂE'PI 5 388 r»;gzﬁﬁjﬂ o

LAN == VLAN Configuration

VLAN Configuration

MEnable
LAN Wireless LAN VLAN Tag
P1 P2 P3 P4 SSID1 SSID2 SSID3 SSID4  Subnet Enable vID Priority

VLANO ] ([ O O LAN 1 v Ll 0
veant [0 O O O LAN 2 v O 0
vianz OO O O O 0O (I O O LAN 1 v Ll 0
vians O O O O 0O O O O LAN 1 v O 0
viand OO O O O 0O (I O O LAN 1 v Ll 0
veans OO O O O 0O O O O LAN 1 v O 0
viane O O O O 0O O O O LAN 1 [+ O 0
viany O O O O 0O O O O LAN 1 [+ O 0

1. For each YLAM row, if enable is checked for the YLAN Tag then the corresponding YID will be applied
to wired LAN traffic,

2. Wireless LaM traffic is always untagged, but will still be a member of the ¥LaN group selected.
3. Each ¥ID must be unigue.

[ 0K ] [ Clear ] [ Cancel

HEE(OK) -

B J?S‘ LAN>>EL % FE(LAN>>General Setup) » J[HA [SAHRER SSE | i pe i
ﬂ—a;ﬁ* ﬁ%“ it Inter-LAN Routing E&J@%HI J3# LANL AT LAN2 Vi[5 fi EJﬁBiFJi[[
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LAN >> General Setup

General Setup

Index Status DHCP IP Address
LAN 1 Y Y 192,168.1.1 [ Details Page | [IP£ |
LAN 2 O 192.168.2.1

IP Routed Subnet O 192.168.0.1

¥ou can configure DHCP options here,

Inter-LAN Routing

Subnet LAN 1 LAN 2
LAN 1
LaMN 2

Mote: LAM 2 is available when YLAMN is enabled.

Vigor P& 17 LAN Hlfﬁﬁlp“&z#‘ 6 (k1P ik » 5 i ['[*{Q',ﬁifﬁﬁ‘,l‘}ﬂ;%}}j' [t e I RL
SR B T rﬂff; BFFLES 7 1285 AR T | SRR ARl 24 -
425 IPE MAC #4HBind IP to MAC)

B RS O 1P MAC S i i i 2RI
FIJPL U Fll[ [F=er “‘jj ?Y‘FIJE\jj , F)’TE Bl IP = MAC n‘{lLﬂJ}ﬁqF[ﬁZT F“'i;@ﬁ[ , v[[%\[
[ IIEdng a1 FK/ MAC b H>» F —H FIH);{/ e W= [ﬁ[gr_ fejhise IJ%“ =

F B IRRE (LAN) 2 2 L 1P MAC #3H(Bind IP to MAC)IIH LA -

LAN == Bind IP to MAC

Bind IP to MAC
Enable = Disable Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List { Limit: 300 entries ) | Select All | Sort |

IP iddress Mac Address Index IP Address Mac Address
192.168.1.10 E0-CE-4E-DA-45-79

Add or Update
IP Address
Mac Address
Comment
Show Comment

Note: IP-MAC binding presets DHCP allocations.
If you select Strict Bind, unspecified LAN clients cannot access the Internet.

Backup [P Bind List : Uplaad From File: [Choose File | Mafile chasen
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[ ?i SR

/Fi

A

?%E'J(Enable)

B e » P P R I
IPIMAC 3|17 3l Faiisiges -

5] (Disable) PP R FI 2 ORI
[l E(Strict Bind) IR P A EFE Y IPIMAC & Igist -
ARP 2(ARP Table) PSR R VB IS ARP 2o IP AT MAC Bl
A0 Tk o S ARP I ESE IP AT MAC r“ﬁfﬂf
PRSI RSP SE T i N E] 1P A
=3 (Select All) H S E AR 2 T

PHT(Sort)

FE PSRBT A A B IP 1 5 S -

RIEFEIT1(Refresh)

| *E[%ARP %Lj‘f( F‘I%”gﬂﬁ{g JDTUEEI{@L‘ [ﬁﬁ' J—Eﬁ )

[ T PR rﬁﬁﬁéﬁsuARP %F‘E@'A
PRI Pt i " IP A0 (EERIGE MAC A 7] -
(Add or Update) MAC &4t - i * MAC & 3| {247 Ay IP o i
_ @ °
IP B S 7 IP 2 MAC SY 3 it
(IP Bind List)
FrifT (Add) 'wfufj ARP A TP PR R PRETA R

fiy * FYIPIMAC i SHprifT= 1P #FEE T - -

Er#Fr (Update)

'“‘Ifu'lr B S T i TP 1P AP YT MAC gk o

k= (Delete)

BT IR 1P R EE T (- (R I R
AUTEIE VIR IR & ff‘_tﬂi CHEUKE 1P #EE T -
F1Bs -

H l’?s P e R
pabaliibt

s FIT PR e - R
L o

I VLAN s

i (Backup) fﬁ%ﬂrﬁ g -

EUF(Restore) }{—J FLAL=1TE '/%iﬁ\ BHZAFI

IIn‘F_ .j; L #Jﬁiﬁfﬂﬁfi(Strlct Blnd) glt - Rl = IP/MAC fib 11f—’
4.2.6 i 1EFHE(LAN Port Mirror)

LAN S| BT 1) 2 2 R G Hpomat il e [ i f- <[ e T ERL % (it LA

[ (i B = AR T Tﬁl*ﬁkﬁu “ﬁli%ﬁs‘ Fi N 'ﬁcwﬁlﬁﬁi (£l

N Jﬂ&‘[ﬁ,ﬁ»ﬂaﬁv TRERLPE o (U E TS B e i }%Iﬁfg"mm M

F'{ﬁ_iﬁ”i;? F I [RERAAY © @ > R E SRR Y
Fli= I IR TAYERR |E“{ﬁ}? 9TZ O B TR

EEALIR AT Y ﬁu&i_dr ﬁjgw,%m%{
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LAN >> LAN Port Mirror

LAN Port Mirror

Port Mirrar:
®Enable O Disable
Mirrar port:
Op1 Cpz (@) -] Cp4
Mirrored port:
Cp1 Cez Cpea Opa
Y H E[w -
it R
P! ]
R B RS RLE T B
(Port Mirror)
B apif ! S IR e A e ORI TP
(Mirror Port)
gzs AT SE RS E ALV | %5 .
(Mirrored port)

T S PRl %fi@ EL(ORE L -

4.2.7 &E(T [ I JFFFF%H‘—(Web Portal Setup)
P RIS EGTR A - A7 L URL 050 Ui 1LAN F'mgg“ i
A Eﬂjz{i ? “IJIJ IPI o A TuF/“J*IHE' Utﬁlﬂ ?’IT ﬁFﬁzg’lﬁ’U’E’# IF=ErA

A - ljﬁpﬁﬂ 2L e B H o R R iﬁfp *]J”JIPAF'PI:_
2 %ﬁg UFE o

LAN >=Weh Portal Setup

Web Portal Table:

Profile Status Interface
1. Disable Hone
2. Disable Mone
3. Disable Hone
4 Disable Hone

Mote: Internet access must be enabled while webpage redirection is about to enable.

5 [ ISP

HE =
i Profie) BRI P e

JRFE (Status) S5 AP 3 (7] - URL EFmib i kL) -
fi Fi(Interface) g7 AR A -
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i (Preview)

(M IR BITRAR  -

LAN == Weh Portal Setup

IR i 2

SR R

Profile Index: 1
= Disable
URL Redirect hitpihaninee draytek.com
Force the user to click on the button to proceed
Mote : If the User Managerment application is enabled, it will
override the Web Portal settings seen here,
Message <hl>=<font color="red">Vigor</font></hl=<hZ> - Reliahle

Applied Interfaces

connectivitcy< fhik=<ha> - Robust firewall protection</ hi>
<ha» - Multi-site secure communication< hi>

4
Preview | |Cefault Message | |

(Max 511 characters)

LAN1 = LAN2
2.4 551D SSID1  SSID2  SSID3  SSID4
[ ok J [ Cancel |
i E'J?@'%F'ﬂﬂ[” :
iE! =P
{5 | (Disable) B L*%%%ﬁfjﬁﬂrr’*: o

URL Ei#mslf
(URL Redirect)

(= AR =2 F AN o VARSI ,E,ED*J il gy g g = =
‘F'[\_FIJURLEIP[I—’ﬁ:jf/\T# B E A I pAE Y B
W rﬂf/D » AR JBJfIE&J'J* E R H

?“FJ ri[Png’,‘x_j [J, =) ﬁ-gj‘ Fu%& l}{ﬁ’ﬁ gkﬂjrlwu vFﬁ
(Message) F/ﬁ,uﬁﬂj %ﬁﬂ_ Erﬁ =] ﬂ‘J*-* i g J,éaf o
TR (Preview) —fi FTM— () PR LTI E'l?iﬂﬁ?ﬁ\' °
FJF%?*EL(DefauIt Message) — #  [F=EZ 1 ﬁl};ﬁgﬁzﬁ JFL] .
BEIAE 5J:§§ﬂﬁlfifj;r RIEANE= ) %mﬁ@»m%’ o

(Applied Interfaces)

%J &l LAN (1/2/3/4/5) /7 Eu@/ﬁ& & [l AERE FY SSID
(1/2/3/4)}7[( A I [f' fy “[ﬁ#ﬁ%“i o

R DALY - RS ORISR -
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4.3 B & T &/5RI8IREH(Load-Balance /Route Policy)

e T ﬁ“ﬁﬂ% SIS« A S PR 2
EJH F L F‘ )P“ <7 f AV Tel fRhL FEN-T B 5= BT R [P ﬁEUJt

ﬁ‘ﬁu\_ IP '“1‘— e SRl IFIJJ‘JE'J*E"EF'HT [FIFER E R TR
’E‘E": [Pl JQ*EI - ‘f&??ﬁu ﬂ? —nE“ IJ f’f*ﬁ RYYIN R TRy
° F‘jé‘ﬁﬂ‘ t#{Load Balance)
[l )= gt &ﬁlﬁglt,ﬂ%ﬁ% LEIHSTRAREE £ PR SN
() }‘F’[ - /i 21(Specify Interface )
o3 /7 plﬁ E(WAN/LAN/VPN) » e[ FF e R fr I q.—ﬂ\i’ﬁl IPfE == IR P o
o HHHEPE(Address Mapping.)

SEEI? HIREAP 6 S RS BRI [ OREEAP (i 5 (W9 WAN IP
il"—‘o

® [BHf#(Priority)
ERFTIR T (R P PO R A T R R P PO R R
® BT MR #Hsp i (Failover to/Failback)

‘}’r}%'lilf’iﬂ]?'l'i‘i‘ﬁ@%@ﬁ&ffﬁ ) BTN 6 R EH l"jl'flﬁi_lj‘ﬁfﬁ/l FPUREE S
WS>~ LURU A7 lp R A 5 ”ﬁﬁ{ﬂ'@) FAA ﬁjﬁ“”[ﬂ'@ﬁ“:ﬁ

fITIEGE -
® El PyEE(Other routing)
A P HLE PR IR

FITF_ | TJVT‘E?”?.HIE J?E‘f{‘é\?@ B4 B www.draytek.com  [1f Support
>>FAQ/Application Notes |’ | g~[
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Load-Balance/Route Policy

Load-Balance/Route Policy

o

| Setto Factory Default |

Interface srcip orc Dest Dest Dest Dest ... youe
Index Enable Protocol Interface address  Start P P IP Port Port Up Down
End Start End Start End
1 Ay WAL -—- Down
2 Ay WA AN L -—- UP Down
3 Ay WANT -—- UP Down
4 Any W ANL -—- UP  Down
5 Ay WAL -—- UP Down
b Ay W AN L -— UP Down
i Any W AT -—- UP Down
[} Any WAL -—- UP Down
9 Ay W AN L o= UP Down
10 Any W AR T -—- ur

® wizard Mode: most frequently used settings in three pages

O advance Mode: all settings in one page

it IR

“BE! EA |

HIGFRE O SR LT

(Index)

E;IrElj jj%ﬂ%ﬂi’g B ﬂ]} FE;“ Toff -

(Enable)

R fili £ b 0 ST WAN /7 Prifiufssd o
(Protocol)

i R EOSEF P e

(Interface)

g - WAN IP ESEL WAN ] ] 1P & Jib-» [R5 9 s

(Interface Address)

P

P P R
(Src IP Start)

%E —1\[* IP EJEI%F”D b g0

PIE 1P LR
(Src IP End)

B YR IP PRz IP o diko

IR 1P R
(Dest IP Start)

B Vg P ORGP A -

FUR 1P & SR
(Dest IP End)

5 S IP OSSR IP ko
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EIRRRSRERT - EURIR BRIV B -

(Dest Port Start)

E IR SRR - E USRI BRROAS R -

(Dest Port End)

R o= %ﬁ%ﬁ%gbﬁ]ﬂﬁ”ﬁ 5 o

(Move UP/Move Down)

Higeigs" S W o 2 i 2 e g e - -
(Wizard Mode)

R L R R P s -

(Advance Mode)

(R g EAs = oy =g
1. H K8 (Wizard Mode) EIFiH 4 -
2. N FIIRISE L sas o RO ORI

Load-BalanceRoute Policy

Index: 1 criteria

Load-Balance/Route Policy applies to packets that meet the following criteria
Source IP & Any
() Src IP Start Src IP End
Destination IP 1 Any
(%) Dest IP Start Dest IP End
182.168.1.6 ~ (1921681 .66
I:[J FIJF%A—L FIFme :
CHE! E |
JeF 1P l—fF’(Any)—I:m— [t 1P HVFivy) £ 1 1P -
(Source IP) 351 IP ERH(Src IP Start) - JL’hﬁF' EPY WAN P = lr%t
IR IP EE

IR IP RS Src IP End) - fﬁf;:ﬁﬁ EfY WAN /i EI%‘F“
IR EI% %!ﬁ"ifo FR B A TEE ] LAN 4
A R AP SERT Y SERE WAN 7

FIFEIP = (Any) == ffr—~ i IP ?ﬁp*ﬁ]ﬂﬁljﬁ P o
(Destination IP) [ U5 1P &R Dest IP Start) - SHEF 0 WAN b i
A 14 1P %{g’g—

FUEIPR %ﬁ(Desth End) - %a:ﬁrg, HfIY WAN /7 FiRG7
FIAE 1P l] l"f‘tl—o :‘”-4:@1}; ]EI » dA[JkAH F,_»FAJ LA fﬁu

F | 4SS IP glml r JIEJIHWAN fifere

3. ™~ H(Next) ?ﬁ/[ﬂ I e
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Load-Balance/Route Policy

Index: 1 Interface

Load-Balance/Route Policy directs the packets to the interface below

Interface WA s

< Back ] [ Mext =

it P IRERI

RE! FP

i fil=] jﬁ A # WAN g5 LAN fi gy VPN
(Interface) i ﬂf[tﬂﬁﬂﬂ Jﬁ“ﬂ}{—]ﬁﬁ‘ Z PR

4 JRES IV T~ HNeORITI FI -

Load-Balance/Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force NaT

The current setting is:

® Faorce MAT
(@] Force Routing
(<Back ] [ Next= |
it IR
PE! i)

9?1;& NAT/Bﬁ]iQ-E—f,EH R l[ﬁg;{jgl“ gl B =] WAN 7 FEif Jf;&ffu
(Force NAT /Force
Routing)

5. ﬁg‘ﬁrﬂ i H — H(Next) [{, AU I o

Load-Balance/Route Policy

Index: 1 Configuration Summary

Criteria

Suur!:e IP Ay

Destination IP 192.1658.1.6 ~ 192,168.1.66
Interface

WA 1

More options

Farce MNAT

[_Finish ] [ cancel |
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—

I e/ 7 [ s . . <. _, :
S :'If?é%ﬁaii‘i ’ ﬁﬁﬁaﬂ:ﬁ‘/(ﬁmsh)mﬁ%ﬁq? EITh
Load-Balance Route Policy
Load-Balance/Route Policy | Setto Factory
5rc Src Dest Dest
Index Enable Protocol Interface Ttd?j';_f::se P DsetsatrItF' Dest IP End Port Port MS"
Start End Start End P

1 [ Ay WaN1

(R B CRIES T
1 H™i;

EMEAE=C (Advance Mode)

172.16.3.130 Any Any 192.163.1.6 192.163.1.66 Any  Any

R o

2. H*T:kdln\ V91 S o B Ffi/pigugrplo

Load-Balance/Route Policy

Inde:x: 1
# Enable
Criteria
Protocol Any L
Source IP Ay
= SrcIP Start Src IP End
Destination IP Ay
= Dest IP Start Dest IP End

Destination Port

Send to if Criteria Matched

Interface
Gateway [P

More Options

Packet Forwarding to Wam
wia

Auto failover to other WaN

.

&y

= [Dest Port Start Dest Port End

~

WWANT

= Default Gateway
Specific Gateway

b

» Force MAT
Force Routing

[

0K

J |

Clear | [ cCancel |

Note: 1. Force MAT(Routing): MAT(Routing) will be performed on outgoing packets, regardless of
which type of subnet (MAT or IP Routing) they ariginate fram.
2, Please use the "any" with caution, The settings applied here have higher priority than the
static routes rules and the routes in the routing table .

i E'J?%%‘Fwﬂl[ﬂ

“BE! S|

]J’f '[(Enable) 538 PR ’4 P -

e e A S SR o -
(Protocol)

Vigor2912 ==
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any W

EL
TCP

UDP
TCP/UDP
ICMP

J¥f 1P
(Source IP)

[ 1 (Any) == ffp— {i# IP S £ 3 1P -
‘M’p’l IP &ERi(Sre IP Start) - SHH7 A9 WAN fi PRt
PR Ip Eﬁ
TR 1P AXEH(STe IP End) - HHEH Y WAN ’”'Fﬁ’p*
hatd IPﬂJw e o ¢EﬁF’JE' » ST AE LAN 4
AT 1P QQPJ,I‘)@@WAN e

IR IP
(Destination IP)

fﬁ'(Any)—r ([ flat 1P I EL E 1A 1P o
EIF—'I IP &Ri(Dest IP Start) - %‘Eﬁﬁ Y WAN E#p[l%
AP & gﬁ
F & IP 33&H(Dest IP End) - J%hﬁ", Y WAN 7 =i
FIEE 1P PRzl b ko 7—T3Efﬁ’ﬁﬁ[  dIFeAH F’?Ej LA rl‘“l
O V2 1P S i WAN 7

FIIRIBE
(Destination Port)

(=17 (Any) =7~ (R BFH £ S IR B -

E VEHEBFREIR(Dest Port Start) - #H5HE 1Y IP L
{ﬁiﬁﬁlgﬁ

F liﬁtﬁ&%ﬁ%ﬁDest Port End) - &S 410 IP 2L 1S

*ﬁs’i’”‘&#‘ ¢E.5FPE o Al LANTE;E[@@EFF

SRl }ﬂ@‘WAN i e

HEESEREIES fr pl(lnterface) =B SO T S WAN EY RL LAN
(Send to |¥ criteria I RL VPN F%b["és P F”[fji’iﬁJE'[ ?ﬁ}{j ﬁﬁiﬁ =
matched) R P S e
Mg IP(Gateway IP) —[El[ (B L b = LR
ﬁ I T”[Q‘—_F IF‘_‘[(Speuflc gateway)z&E: Iﬂﬁ JSTF”FE;“
IF‘;(DefauIt Gateway) b =& i3 El%lﬁl o
R 2E E I;L*Jrfﬁja‘%:ﬁuiﬂ 4 WAN(Auto Failover To The Other

(More options)

WAN) — Z5E [ o ?]E’ Y WAN ﬁﬁ[%qmﬂj =
ﬁ'ijﬁa;‘g‘ﬁvlﬁl‘ 5 WAN S e

i F PR S & (Packet Forwarding to WAN via) —
When you choose WAN (e.g., WANL1) as the Interface for

packet transmission, you have to specify the way the packet
forwarded to. Choose Force NAT or Force Routing Hi [

LI WAN(TU1 WANID (ESEF 0 O 5 1 - L 7T
L S %1_ H&/30E NAT (Force NAT)ﬁ‘/i
Fiif12E 1 (Force Routing)

B2 IR > RO b L

f
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4.4 NAT

fl CEEFEN T NAT S5 ifﬁﬁ’ﬂffwj;ﬁﬁm » NAT fL- dﬁkﬁfu > =[RS %P

iJ—| I a:-J-F‘ET” I[—{?f F[JE‘:E{/ IP b4 ‘Efng IP I-HIIJ? Fi_ H[[_ ]E[j ISP H F’—T—?‘F[\—EJ ,

“‘H SORELIFEET YR P IS jﬁ S PE s o

[lE S AR ! (% o e N i 'ﬁ LEE U“‘E”a‘” ) ﬁ'&gl[gg'tl[ﬁl’sﬁ@ﬂj\mﬁ-

b3 s g g R Y - 26 Rl A

T 1) Ot SRR AT R o i T s R m[v}[jﬁl]%[ﬂ?[p'“é‘p[

Fu‘sfng/, IP k4o

NAT FufFsgfi™ :

© TR | E P i A TS R FF] IP i NAT e 2 B IP 6 1l
S I e (L] el S GE Rl Bl (N | g U S Sy o I

© FIRIRE I IP UL PUARHEAIVL 2 48 ¢ ELSAS IR EIELAL 1P A )
amfv SRE > FRES & T A ([ AP G k> MU NAT Sfoibpie | i

T S A

it NAT EIpipn f;;‘{fj’ﬁ (pLI] RFC-1918 L[V IP 41k 3] Jilwﬂf Ar
192.168.1.0/24 " SEEAG - R R UM ] o WEY[FATHLS pU— 42 NAT ZPpc I 5
9 1 P 1 SIS ARSI E P FIROIRST o B Ut NAT mﬁl P FE
ISP 23 R o

[ NAT S

4.4.1 FRE R (Port Redirection)

Imantﬁs1g|£[ ﬂﬁ LT YT e ,quﬂhﬁElr Jgds ~ FTP | & ~ E-mail f I%a‘”*
ﬁirﬁﬁbﬁ%ﬁj RGN fupulf%ifu A D]ﬁ[[%é ﬂf'é« IP b gk [P %a/, IP
r“ﬁlwﬁ EFE ) ERATE )il ?ﬁ”’ﬁ—’ 7I<IH [4f o B%J zée#&a@ﬂﬁi’é‘. » PRI
N RV A NG NAT RS l%«‘% e Elfﬁ#%lP b AT VRY e PR o SR MRV E A
[T R L R R F?F [Sfpl = |8 gy 1P Sy '/"r‘ﬂvﬁﬂ* PSP il aepo
EEIP & HHRIFES -
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Internet Destined to
220.135.240.207
Port 213

192.168.1.22 oMz FTP Sarver Wab Server
192.168.1.11 192.168.1.12 192.168.1.12
Port 21 Port &80

RIFR R bR T PR B

Q:IE[H g ?f NAT IR EE SRR E | - RIFMRET PR 20 285
ISP | In\ﬂ { I B EPE

MNAT == Port Redirection

Port Redirection | Setto Factory Default |

WAN
Interface

all
all
all
all
all
all
all
all
all
all

Index Service Name Protocol Public Port Private IP Status

WOX XK XK W X X X X X

s
B 1o 1 1N @ | e

A
.-“\
s
—
=

=
—
[ix]
=
W
W

Mext ==

Note:The configured ports in the Managementand SSL VPN webUIs will be used by the router and not
be sent to the local computer defined here.

i IR
! =P
ia [§HW| ndEX) %’E’T—T l:%}]:\{iﬁiﬂﬁ;‘ﬁ% i
IR 78 (Service Name) | BT A IR iUt -
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WAN /i EI(WAN i) f% i H [ WAN [P i dgi-
Interface)
& (Protocol) S ({1 s LA (TCP ESRLUDP) -

ESE iﬁ_‘ﬁ*tﬁi(Public Port)

%EH}H’F&EMP f’,i NIk SFF[ BSEUEEAP I PRS-

- IP(Private IP)

|—1 HH [I—ﬂﬁ/,;j NARE }g&ﬂ\; IP & HFo

SR (Status) g AL R 0) R () -
B S [ OB 32 R R
NAT => Port Redirection
Index No. 1
1 Enable
Mode Range |+
. Single
Service Name m
Protocol — ™
WAN IP 1Al »
Public Port 0
Private IP -
Private Port 0

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have

been entered.

[ QK l [ Clear ] [ Cancel

i PR

r&w e

?%E'J(Enable) 5058 tF;ny’s[fE'J SRR ;g;[’u%:@_* o

1 (Mode £y IS % PR U
5o %L #ml(Range) - ri";ﬁc“[aﬂ' )FEL , *' 1P [+7m+lp
E'?‘JTﬁ ﬁrf7$@§*fﬁ%$i;a PV SRR ‘Hgﬁ

[EESRIPIEa N0

"F)J

#(Service Name)

B £,

ﬁ@}—x 42 éﬁfﬁ@%%fﬁaﬁlq &

iﬁ]?*%i‘g(Protocol) SR R TR URR Y E(TCP HY UDP) -

WAN IP ‘“#‘“;Eﬁ“ﬁ’lgﬂ{r Y WAN IP &b f-> % g A= WAN IP ||l &
[Tl :g@@fg— - A R T 10
aﬂfﬂf ;[5@?@4[# ,\_EJ IP r*tHvlgiﬁﬁé

91518 TP (R PR [ B P

(Public Port)

PR E e PP [ EE’}“%"‘[QI(Range)]H ,afr R f}g{ﬁj
%'ﬁ"i (L) A (AR %,i 5T ﬁﬁhiﬂlﬁi? e
AR 1 F AR ERATT 58 3 -
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RSP PRI B IP o i (SR R (e

(Private IP) {Hﬁ“ 1 }I"’%'T G ) R e E T e M e T
FUER AP 4T (LR 75 5V [ IpME M e g (5

t‘zat R °

R ERC NI SE S U RN St A

(Private Port)

i3 Iéi%“z”?*}f}iﬁlfilz%{gﬂ/ % %ﬁ%ﬁéﬂ‘—(OK)%%? le '*F °

VR E P BRSSP )FE N Telnet ~ HTTP A1 FTP » POERZ RSl H)fY
SRS A - [ﬂHL, e i Te PP S e A e

AT > B ARFO AR | R Ry U kLR 9 80 > p*ﬂ“ig%*ﬁ%% ﬁ,nHl{ﬁEu"l
%gg http://192.168.1.13: 85 R ’ﬁﬂ MIHU SRR By pJ http ﬂgﬂﬁ%ﬁ =" 80
PIStiEfp— 72l l] (1911 8080) » W”BLHHTJ: ;o J?%?dsqg IR 0 i R
%ﬁffﬂlﬁﬁfﬂ%ﬂ‘_[ﬁﬂi };ﬁ:gru fi* v IP i g5 s 8080 (Y11 hittp://192.168.1.1:8080
ROEEEE: I@%%H%‘Sg FOEEHE

System Maintenance >> Management

IPv4 Management Setup IPv6 Management Setup

Management Port Setup
@ user Define Ports O Default Ports

Router Mame

[J pefault:Disable Auto-Logout Telnet Port 23 (Default: 23)
HTTP Port 30 {Default: 80)
Internet Access Control
O allow management from the Internet HTTPS Part 443 (Default: 443)
FTR Server FTF Port 21 {Default: 21}
HTTF Server
TROG9 Part 2063 {Default: 8069)
HTTFS Server
S5H Port 22 {Default: 22)

Telnet Server
TROGY Server
SSH Server
Disable PING from the Internet

External Device Control

Mo respond to External Device

Access List from the Internet

List P Subnet Mask

1 w
2 w
3 w
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4.4.2 DMZ 2 #2¢(DMZ Host)

Rl PR e JFH SRRV ET I DR pY TCP/UDP ﬁ?i_’#j AP [ 1E
Oill o ErPrEd Bk il ,E.Flrﬁﬁ E2 AL AP PR o T Fapy 1P R T
50 (ESP)ﬁI 51(AH)fL_j %’7@[3“‘ ERIFVR S ENEY  Vigor PR HLA - W S0 ISP T 2
DMZ = % '] ﬁ’ T e PR B UEﬁiﬁiqﬁ,npuﬁf— A o e pIH]E lifﬁ.jp’m

m ﬁglfgzﬁl FIE [%“[ﬁ‘ﬁ;;“ﬁft,_kghfﬂ}{ﬁjﬂ FERRE o P E IT*E% - DMZ = #§-¢
::r[ J:flﬂ’ggﬁ_ﬂtﬁge‘p“ﬁ[n :@ﬁah ﬂé‘liﬂfﬁ[g;clﬁuﬁf ﬂﬁ H ”;_ eedcr”—z#[{r‘gn ~L{/D
Netmeeting (5 R LAl il = =i

Destined to
Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FTP Sarver Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

=EU D NAT [?,I‘.F‘J W = (R [2EE DMZ = wﬁ%}#%ﬁg‘ S BRIV T
RET PSR | JF\/;L;T S -

ﬁ%ﬁ%’ DMZ = &;I%JL 'E?ﬂ TYEIT WAN (BT S1555 [l WAN E#pl%ij [l DMZ

=BG Y WAN RS S i T [ WAN G Ep T e

NAT == DMZ Host Setup

DMZ Host Setup
VWAN1 WAN2 WANZ
VAN 1

Mone A

Private IP

| |
MAC Address of the True IP DMZ Host [00 ]. [00 ]. [00 }oo ]. oo ]. [o0 ]

Note: When a True-IP DMZ host is turned on, it will force the router's WAN connection to be
always on.
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s
BIE! e
VWAN 1 %ﬁuﬁ S IP(Private IP)p‘/i + 27 IP(Active True
Mone EP) =gt IP(Active True IP) 2 Fi{E g5 [~ WANL -
Mone
Private [P
Active True IP h
]}fl;]%‘ IP ﬁ‘x DMZ } %ESJE%IP r‘f‘ '[lP s ‘Fl&f\_ﬁfﬁ% PC ' ?5“%}_‘

(Private IP)

FIpriEg -

(Choose PC)

H R AT T S < P

g ll*jﬁ ’&"‘*E”ﬂ%lP it HHEHT %EE'/% THE S [
$0P F HEEL DMZ = K

3 hapano.. Al=3]

192.168.1.10
192.168.1.18

; L IR FE Fl J;f‘;;]?,{,j‘ff)ﬁ CHRTEP P w‘ﬁﬁ =5 1P b -
jfﬂgﬁ N IJ_J%T %ﬁ; FE_L(OK)ITT'*IFF‘H%“[— .

NAT == DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3
WAN 1
Frivate IP b
Private IP 192.165.1.49

MAC Address of the True IP DMZ Host o
Note: When a True-IP DMZ host is turned on, it will force the router's WAN connection to be
always on.
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LA rﬁiﬁfﬁfi%ﬁﬁ%ﬁzaﬁ%%‘ti% PPPOE/[ilE: IP/PPTP » & 5 2 WAN ]| £,(WAN A

i

lias) » (K" ¥ 1FF 1 1AL B0 WAN IP(Aux. WAN IP)EIf T -

NAT == DMZ Host Setup

DMZ Host Setup

WARNA1
VWAN 2
Index Enable
1. O
2.

B R

VWANZ2 VWARN3

Aux. WAN IP Private IP

192.168.1.45 0000 Choose PC

[ oK | [ Clear

Zpi

A

?%E'J(Enable)

EJJS{LFL{E‘[[}?SE?E}J DMZ = ﬁ“}‘ﬁrﬂ: ¢

#)2) WAN IP
(Aux. WAN IP)

EE 90 WAN IP [t gt

- IP
Private IP)

G DMZ = SO EEIP i [ RLHZE PC T
FIfriss -

(Choose PC)

P+ AT S - S 0
A I OEIRP AL FilnER- S
P i HHEE DMZ = £ o

H IR I RO R B HERP TEIE  5 1P (3R
OLRE T PIEVETRL D SR OK) @ g e -
NAT >> DMZ Host Setup

DMZ Host Setup

WAN1
WAN 1
Index Enable Aux. WAN IP Private IP
1. (] 172.16.3.130 00.0.0
2. 172.16.3.149 192.168.1.10 Choose IP

Vigor2912 ==

168



R RIREE Y K i EE(OK R i i -

4.4.3 Filht3p]FR (Open Ports)
BRI R o 7 'EFIPL | R S R R S L Eal S I
FJEIEJ%“J%:“ e JP2P TER A= (P BT ~ KaZaA ~ Gnutella~ WinMX ~ eMule #IEI {4) ~
nternet Camera == » [3% Elit’ﬁ“eif [k A= C[J SRR > IS R 2 S
H -
jf}lr BT R]F R (Open Ports)ifiidi ] ’?ﬂ FIRYAHEL ©

NAT => Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
1. b
2. P
3. ®
4. H
h. P
6. ]
i b
8. P
9. ®
0. b
<« 140 | 1120 == Next ==

Note:The configured ports in the Management weblUIs will be used by the router and not be sent to the
local computer defined here.

i PSR

'FJE' B

Fg[ (Index) F A B2 BRI 2 #ﬁg )é;v fE A
Afsﬂrﬁ TR P (VD A R LI A

FE‘EEjéé(Comment) Ha R G s £

WAN fi I B [Ptg&ﬁ%ﬂrﬁ (PP WAN A e

(WAN Interface)

20 WAN IP P P {7 Ef‘“‘?”{géﬁ?b WAN IP 7} rﬁﬂfﬁ s o

(Aux. WAN IP)

P 1P BT SRS A B B0 IP g

(Local IP Address)

A B3 DR INE X BV R LT U -

(Status)

YPH R PTARTEY R LA S F%Jt E??EHQJ | PO o R [BR  LIRERI
BECAEZRL riJllLﬁ?‘E I T 10 AR R AT IR -

169 Vigor2912 =Y/ = 14



NAT == Open Ports >> Edit Open Ports

Index No. 1
Enable Open Ports
Comment
WAk Interface YART v
Private IP
Protocaol Start Port End Port Protocaol Start Port End Port
1. |- hd 0 0 2. |- b 0 0
2. |1cp 0 0 4. [ v 0 0
5. | TCRAUDP 0 0 T . 0 o
7o |- v 0 0 8. |- hd 0 i}
g, |- v 0 0 . [ hd 0 i}
Ok ] [ Clear ] [ Cancel
R
HIE! |
A SRR SIS R -

(Enable Open Ports)

i R e PR € -

(Comment)

WAN fi I ?‘F’iﬁz g[l%i I WAN /i o e

(WAN Interface)

WAN IP AN liaﬁ%_}[i?'ﬁ,n B PPPOE/[IRE: IP/PPTP »
”F%JLWAN Hll € —Jp TR PRI WAN TP ZEED
%Eliﬁ*hﬂj’%’* [[1 F;lgup Ak gk o

HIEIP EHFE - ;csu—%.a% () T BB o A

(Private IP) BRP OV HTOR i VE HTFl SV iy I 1P b i

PR E R E AR E > F TCP ~ UDP Al - (none)

(Protocol) SHEE

SR e L N e R SR

(Start Port)

S R BT TR S R -

(End Port)

R Rl K i ERE(OK) R i L

==

Vigor2912 ==
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4.4.4 E\BEEEFE (Port Triggering)
TR By 5 =0 'ﬂi&’v‘ﬁﬁlﬁﬂtﬁ&gfﬁéﬂﬁl% o T HE T RIpUE BILL

- PR F@{ﬁﬁﬂ HIfF 3 BIEVRIT R PSR pjxﬁyrpfw?sz;{k—rg o
- EMEOM R AR I 0 SRR O T MR (R T N BRI
HRRSRIL 1

ffrE SR SRR AR g SRR - A
Erﬁ%ap "JFH] telnet 555 mEmEI

TCP: 86400 #}

UDP: 180 *}

IGMP: 10 #}

TCP WWW: 60 #J

TCP SYN: 60 #}

NAT == Port Triggering

Port Triggering | Setto Factory Default |

Index Comment Triggering Protocol Triggering Port Incoming Protocol Incoming Port Status
1. X
3. .
4. %
6. .
L ;
8. bt
10. %

<< 110 | 1120 = Next =

i IR

BIE! i

P (Comment) B e =] ﬁlﬁrg M FL

BEEE ST L U P

(Triggering Protocol)

B BB ST BB 6 (P OSE -

(Triggering Port)

e i AR R P R -

(Incoming Protocol)

B R 5 AT VR P OLERE ©

(Incoming Port)
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AYE B P 'ﬁqﬂ]ﬁ’lfﬂjﬁ&ﬁgﬁﬂ@a [ER e
(Status)

7 - ijlﬁlﬁﬁf'ﬂ?ﬁ‘?”{ujlﬁi :

MAT == Port Triggering

No. 1

Enable
Service User Defined »
Comment
Triggering Protocol TCP hd
Triggering Port 80
Incoming Protocol UDP b
Incoming Port 1024

Note: The Triggering Port and Incoming Port should be input like this :
123-456,777-789 (legal),123-456,789 {legal), but 123-456-789 (illegal).

[ OK l [ Clear l [ Cancel

i B IR

PE i
I:Eir‘_l J(Enable) S, ;Hgffls[va | l%aﬁ? .
TipiService) (i) 2 O SR
User Defined +
User Befrod
Real Flayer
QuickTime
WP
IRC
Alrd Talk
[0
FalTalk
BitTorrent
#F P (Comment) ﬁﬁa?J_‘ ﬂ%}‘%ﬁ@%lz '{/jﬁjﬁjﬂ%‘zﬁﬂﬁ'[gpyﬁ .
HABL S CHIGER IO (31 TCP, UDP

(Triggering Protocol) TCP/UDP) -

BB SRR R AR P AR B R LI AT -

(Triggering Port)

B SRR S - R SR R R E R
(Incoming Protocol) el -
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i R i M R

(Incoming Port)

B[ R o SRR ORI

4.5 PN i&(Firewall)
451 F% FREH Hi

f%ﬁ@“ﬂ%@%vwﬁﬁ*%ﬂﬂ SR - N RGP 42 TR

U Y= o Vigor Bl iBspuft - };%, AT o (R I A s o0 9t kpr Siaa
il 'Bﬁ [ SRR 2 15 & TVARBRARSE o et SRR

{'W@ﬂ f Jlgﬂgqﬁ TFfE o

MR &

lﬁi‘ﬁ)‘}ﬂ\ﬁfnl—lﬂjIEIBJ?ﬂjJ(LJ_R iﬁf’fjﬂﬁ’f'};ﬁj £, %ﬁgﬂﬁ;ﬁﬁfj%'%%%‘:

© HMTRL IP N (T MU VR

®  Stateful Packet Inspection (SPI): i&%&%ﬁE[Jj*’rﬁé’}ﬁ%ﬁﬂi%lj*ﬁnﬁﬁ T AR

®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS): ¥ B[ £#

IP SHIREN
f?f*l?ﬁ%l“é = R Jgiﬂ‘ ?*ﬁqrﬁmszﬁ_}%}{kﬁt i E?ﬁ&rjﬁj )ﬂj[‘ﬁ"ﬁé s IP Wﬁl?é%ffﬁ
FOREPRIAEl 535 = g Fmpﬁﬁﬁaﬂgﬁﬁo

©  PEPLENTEE -E I E AR o PPN e T R
gﬂng o TE uﬁgﬁﬁir Tl o S BETER A e DR
Bﬁw’ﬁﬁw‘ﬂﬂ@ SR AT P e SRR AR
Fﬁ/ I:[J ]ﬁ‘lj‘{ ﬁ[{ EI§ °

© EVRIENER - SEUSHES [ AhOIER VRN e Sy
IR o 3R ORGP T o > JIBLRL AR > et AT S -

N AR (R )RR GAR ) e A
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LS ———s| FXEHIEN
r@uﬁ@% =% o AL

J%ﬁ%
WAN %:E'f
|J: S ren
| 258
EEHE

T
BEETE 7 s AN

2WAN
l £h4
tezE
S R RRI(SPI)

Al e o i BPEAIRL B Al e R ST e
J‘j%[jf/\Fﬁ*E it [L [Fl JJ‘E:- &.;[JKH}J s :" 7]]_” I.EK ‘Ll—““}g_“gg%?ﬂi_ £S[F” ”_‘rA;lfFH:FI IHJ }\]%[ —T F [f‘\_}fﬁﬁ
F PR EJJ?J—UE;EJ%IE;.[H[ A -

DoS SHAHE® (DoS Defense)

DoS TS BRI ERuf o M | - T 2 YR DoS T B - Tﬁ*’?é&ﬂj ' 5359~ A M —flood

A BRI 1B flood AL M 8P 0 5 A9 » i J,;&g[fsraa LRLF( [ 3
o LD RLI [ R O Rl RO 7

DoS IS Hi[iH & ﬁiﬁuﬁml.ﬁf\_l Vlgor,[,ﬂiggﬁf’vﬁﬁfﬁr’%ﬂﬁ m{v]?ﬁt VELRE S B - [l

cUF[Jﬁ%g\l ’ IQ II H "%IJF‘,;%::E[ M*iﬁ& I/Ec]f:‘fLﬁt[J ’ rj?l/ IJE&,@_IﬁD?IHIFB}HWB
?[E' P [EE JF —F%ﬁ%El%&m o > 2 jﬁ-’,El%&?&F[ﬂ‘J?[mj\_%?ﬁ;‘} FL

Vigor B 14 i l‘}E”%f;JE‘H@H,LE[ P sE Y JH AR T L e R (PO Fs !
Ay - fﬂ;’??&ﬁw ~ FEIVERS L 0 Vigor BEETTEVK yaﬂ%@?&kﬁéﬂ ’vﬁfﬂ_%.ﬁxf

5t -
s 7]H?ﬁ<ﬁ<{%§q L[I DoS yg&ﬂﬁf&jjr“rﬁr )IE-%JEULLI'r IJ”JS“E&@:F[F'
1. SYN flood =%&&% 9. SYN Ff e H B>
2. UDP flood 58 10. Fraggle I%H&
3. ICMP flood “>8* 11. TCP flag scan
4. Port Scan I¥Ek 12. Tear drop I>HE
5. IP options 13. Ping of Death “%E%
6. Land Z>ERE 14. ICMP Ff ey 4 F s
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7. Smurf Z¥HE 15. F HLps L
8. HEFlaEIE

Y R

Firewall
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45.2 ﬁli%{ﬂ‘:‘(General Setup)

7[:%‘4—(General Setup) o 7+ [& AT 1P SERCAN A1 lbpe M JE%"“J Jf’ e PRI T
; *J%‘y J;JFJTPEPL[IF&}?ELEE(C&" Iillter)f[&"r%*[xﬁ}mﬁﬁ(Data Filter) - 75 ﬂ*’[ﬁjﬁﬂ &3
e [ FIP AR T VR - R (o W[Milﬁﬂ‘ﬂ s [ HEHpE B EVRCAR A 'IHU
(Apply IP filter to VPN incoming packets)[[fi’ = Hi R > [T %‘Mc %&éﬂ%i[
2B A py UDP Fragment $f &/ (Accept incoming fragmented UDP packets)

4521 ELYI: %*:L‘E’[E[
iF% '''''' ’?YF'J/ {2 PLERCHR S e PRIEIRCE - HREEpRGEL Rl py— eI -

Firewall >> General Setup

T
—E

General Setup

General Setup Default Rule
Call Fitter () Enable Start Filker Set | Sefl
O Disable
Data Filter & Enahle Start Filter Set | Set#2  w
) Disahle

Accept large incoming fragmented UDP ar ICMP packets { for some games, ex.
C5)
Enahle Strict Security Fireswall
Block routing packet from Wan
IPvd IPYE

Note: The packets will be filtered by the following firewall funchions sequentially:
1. Data Filter Sets and Rules
2, Block routing packets from Wwen
3. Default Rule

[ ok | [ cancel |
i PSR
BIE! ]
P IUSEAEES (Call Filter) | 5348 gjsrﬂ J(Enable)! JREHP= PLEIRG = - 2 4p R TR
E[;w:r U
IR (Data Filter) %%E%E'J(Enable)J‘J?%‘;‘w%‘ﬁ@[iﬁﬁeiﬁé'ﬁiﬁ AR S
- Wl e
Boph puBt UDPES | - lﬁf« P;Egﬁfﬁ%’* 7| P21, P UDP $if &) s @1,_,@«5 £
L ICMP Fragment $f & s ﬁ; I e - Vigor BRI ¢ }H”xﬁ
(Accept large @ﬁﬁlj?ﬁzé[gﬂ I m?EF/ul*’Sraﬁe“Ei [ FETI A E‘J
incoming...) “-£l UDP gRL ICMP Fragment $f &/ (Accept large

mcommg fragmented UDP or ICMP Packets) 7J:Z [Pﬂjiﬂ
o R T SRR SO o I F R
£E ﬁﬁ PVEfol 1 - [T ]E;',[? o U g [J P Y
RL ICMP Fragment £} & (Accept large incoming
fragmented UDP or ICMP Packets) s -
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RS 2 YR

(Enable Strict Security
Firewall)

B L S e RO R T
e

FRph (-

P T SERRSRE N RLRFR Y S 1 (R

E'Jﬁ“%%’*iﬁiﬁ}E"@‘*’f”%iﬁﬂ% o YR (IO

iﬁﬂ’%ﬁﬁﬁﬁ%’é’) MR IR GREERLERE) > Hies

i BJ@ FAR Y AT E O b -

FEE T WAN YRS FHES
& (Block routing packet
from WAN)

S [ WAN = LAN 19 1PV6 2R Lo 7 -

IPV6 - 538 Pt UGREE T GHS B  FPEEL 3 IPV6 (s e iy
0 (F T WAN ] LAN) » 35 ﬁ”ﬁ&'” e 3
B lﬂﬁmﬁ” NAT 3 s ] vv‘ﬂ“ﬁi‘“ [EH] e

IPVA - 50388 =t fpl ki s i 1 ﬁ‘*'mﬁ}vazl PSS Y
ﬁﬁﬂ(f[ WAN :zu LAN) - gﬂ:qle R DA E[[ﬁ tE g E3a
HP o (ERLSEES NAT S o a2 &) =7 ] o

4522 5’;7?9@ FIEIEi(Default Rule)

¢E' Eet T%—Lﬁ c]J

i Ia%'ﬂ% erp
Firewall == General Setup

General Setup

QoS PYREEE - WCF ~ iR RS P~ URL e

PR

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter Pass w |
Sessions Control 210 /32000 |
Quality of Service Mane 1
Load-Balance policy Auto-Select w 1
User Management MHone w 1
APP Enforcement Mane W 1
URL Content Filter Mane |
Web Content Filter Mane |
Advance Setting

[ ok ] [ cancel |

/Fi

EAME

iﬁ?’i{%ﬁ(ﬁlter)

BT AL
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Rl(Pass) - F[’?Ejﬂlﬁﬁli?ﬂ SR T il RN
>R

ii‘]‘%](BbCk) _ E[)}EJ |jﬁ qjﬁ]’{j jﬂﬂ?ﬁplﬁ‘g I—IT 3] E:
P K>>I P L

Filter F'ass “

ﬁlﬁﬁ@vﬂﬁjﬂ Lﬁﬁﬁ RV RS = R SR ;Et'r 60000 -
(Sessions Control)
e A A QoS HPEIIIEELI FRAPH > i QoS A e

(Quality of Service)

77 ’%’*:ﬂ}ﬁ“&”ﬁlrﬁ_ﬁ[ﬁvo
Mone w

Mone
Class 1
Class 2
Class 3
Other

FIEST GRS

(Load-Balance Policy)

SO WAN S e

Auto-Select

Auto-Select

WA

WA
WA

fﬁ,ajﬂ?ﬁg + i l]'g.?iﬁ,zljzgﬁ;ffg>>§u[:r%%__’(User
Management>>General Setup) [l 1 &g
(Rule-Based) ™| » ~ 4efif bﬁﬁlﬁlﬁfjé“ ‘e
B 2 A He-
Mane W
Maone |
User Object
[Create Mew User]
User Group
[Create MNew Group]
ALL
3_ :§L Eili l’: IH IEIF' ﬁg}:{ﬁ‘pi@m ?{?{err H [ﬂ ee;;u
\ y L[r%[#—f %EIFIJ?PK/i#—{ %ﬂj vrl aaﬁﬁ[[ﬂ L\
y_iiﬁf %‘F[ J%{.ﬁ‘ o
TR [P EE E R A “ﬁfﬂ’?*’rﬁi‘*ﬁ% IM/P2P [ 3R~ Em | » i
(APP Enforcement)

T E] [ A ﬁ@*ﬁ?“?ﬁﬁmlf{%@j

%%P-L([éreate New]) ¥ ﬁﬁ - 'ﬂaﬁ‘m%xﬁr o B J]Ell_.l{-@";%rﬁ
o= o P 5% T et - ) [

Fﬂ\EI Y %xj@gg—ﬁr F;g»f%ﬂ Rk Fviti%ﬁl_

ﬁ((CSM» APP Enforcement)%[ ay o

[N R Jﬁﬁ%[ S R IM/P2P ARSI VR Y

PR« U 0555 Syslon (I + Frig

Vigor2912 ==
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Y Syslog/Zf [+ 8 (Syslog/Mail Alert)f & -

URL "] 43R
(URL Content Filter)

4 i URL ['] ﬁ'iﬁ?ﬁ%ﬁ?%ﬁ? i3 idRkor B
(CSM)>> URL | ﬁﬁi@%ﬁ(CSM» URL Content Filter))
FIEFrER ) S5 o e B 123 F{:’EJ(CSM)> URL |
AR 2 [ li_ e sl
SR %E’?ﬂ VREEA o P %aai%@lﬁfiﬂlgzﬁl S
%El%ﬁthFJJ ]E}{“’ E‘raﬁcl%? Lﬁc'%ﬁ‘% H=Z] Syslog
'f' ke I?%% B Syslog/ﬁ[S[ng = (Sys og/MaII Alert)ﬁ[
4J

SEEI ﬁzﬁ}?’iiﬁﬁ

(Web Content Filter)

EE- HREIP ﬁ;ﬁ?@%ﬁ%iﬁ riﬁ?ﬁ‘rjfﬁ—l/
(CSM)>> ﬁﬁgl[ Fl» %EF]m?ﬁ—f %ﬂfuﬂ' o yﬁ‘H
B2 HCSM)>> FPI W?@Eﬁfﬂf%i R
i o ERliEh TR EGE I 2 #* ] 39?#'3??&1"5'&’ °
PsRCESPHRAVS R > [ LJ&“EI%%&FM‘ [USBa s
e ,fﬂ—“ﬁcl%& JE?L;[J Syslog | |ﬁ KESK EF[FE% xjé‘ Syslog/
ﬁ[ilﬁF%; £1(Syslog/Mail Alert): &)

(Advance Setting)

**'(Ed"”%%“ BT S Tl P R
& FJ%@ e

Firewall >> General Setup

Advance Setting

Codepage ANSI{1252)-Latin | hd
Window size: 65535
Session timeout: 1440 Minute

[ oK ] [ Close |

R ﬁ%ug,%l(COdepage)— IFL“*JF"“F' e PR [T R
ks nQWL#U F i1y codepage ('l JFE{El Ak 1E-U LFJ’%
TR =V Y ASCHHE » =29 [~ URL ) f AHRCAS Y
rpe[fk TR fil £ ANSI 1252 Latm YN SR E R Py
codepage URL Efiﬁﬁéﬂ["ﬂjj %" FH= ’%Eﬁﬁ L[EE?JIIHI

24— (i codepage -

Ig\l[ jﬁ{l ]‘EZ,[(/[U?E *:lr IJ;’F‘jﬁ?‘[T EJ}:’ Syslog °
(#Setup $ IHHIFU ?—t“l{»(co epage)a ) I rﬁ’j{[:i
' ﬁ#‘%ﬁﬁ[ﬁ codepage [ FL
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T B ] (Window size) — Tt TCP fﬁi’ﬁﬁ*‘\ 4
(0 65535) » Brfifids = » S aEE - T ﬁ“ I EL AR
I [y AR A -
ﬁ,ﬂé@rm (Session timeout) — S HIEEr] Eﬂ% HIp R
ﬁﬂ’@ﬂ&wﬁ”’@iﬁ%mﬁﬁﬂﬂﬂﬂP&
 SARGEF = BHRLAEERT P IR HIAER

FZ’;“%‘_

[ BRI B SRR OKEE R -

Vigor2912 ==

180



4.5.3 JEIRCHTL(Filter Setup)
e 4N )‘;ﬁ‘(Flrewall)ﬁ" E’E}“ZHP‘%F%‘—L(F”ter Setup)!'| i f’ Dj\ﬁ IZ%‘U:E;T‘%E[ )

Firewall == Filter Setup

Filter Setup | Setto Factory Default |

Set Comments Set Comments

1. Default Call Filter i.

2. Default Data Filter 8.

3 2k

4 10.

=F 1.

6. 12,
YN T - lﬁmaf %H )} SR A - g O
S 5 I 7 RPH PR ] - ) Active)

AN ST

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments Move Up Move Down
Block NetBios Down
0 up Down
O] up Down
u up Down
0 up Down
O up Down
L up

Mext Filter Set |Mone v

[ QK ] [ Clear ] [ Cancel
R
“FIE! e
SEIEE A YR (L ~ YRR - 557 PR B
(Filter Rule) RGN FAHEY > ¢ FE%J%%?E'EWE‘Y?* B R -
’T}%E'J(Active) "‘*Jﬁ‘/i_ﬁd 'F“F'IH%;L*?JEU o
FE4#(Comment) B SR A R R 03 R -
PR 2] S PSR - -
(Move Up/Down)
AR QL SR O
(Next Filter Set) Iy — [
ﬁi’i[ SRR I CFilter Rule) » S SEIRTAT Ik [F 5211 ) [0 ™ STt I g
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Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule

Comments:

Block NetBios

Index(1-15) in Schedule Setup:

Clear sessions when schedule ON: [] Enable

Direction:
Source IP:
Destination IP:

Service Type:

LAN/RTA/PN > WAN v
TCP/UDP. Port: fram 137~139 to any

Fragments: Don't Care hd
Application Action/Profile Syslog
Filtar: Pass If Mo Further Match  » O
Branch to Other Filter Set: Mone |
Sessions Control o/ |32000 O
MAL Bind IP Mon-Strict + |
Quality of Service Mone |
Load-Balance policy Auto-Select v O
User Management Maone v O
APP Enforcement: MNone v O
URL Content Filter: MNone v O
Web Content Filter: MNone A |
Advance Setting
[ 0K ] [ Clear ] [ Cancel
i IR

! ]

?TE'JEFE}?’EL’%J | ZIEPRET F’EI*&H?%‘@E Il e

(Check to enable the

Filter Rule)

F%%E(Comments) ﬁﬂa’?j" IH M‘g%iitsﬁi SPE o AR B 14 W e

H3BE (1-15)

(Index(1-15))

L A TR I’Ef“ﬁﬂjf g L)l P
R R IR F%JL#L’
Bl ﬁzﬁfafilﬁ?* S wf@#d[ﬂrﬁ i -

T PR el | 2
(Clear sessions when
schedule ON)

T (SR e -

+ [Flj(Direction)

|—r_A

(LI PR R - S
F"F’LIIH?& S R 'Tﬁg

Vigor2912 ==
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LANDMZIETAPM -= VAN b

LAN/DMZRTAVEM -= WAN
WAN -= LAN/DMZRTAVPN
LAM/DMZETAPM -= LANDMZ/RTAPN

PG RT A5 910 (W St A s RLE 9 LAN -

< YR/E 1 1P

(Source/Destination IP)

F N SRS (EIOSE 4 fogh oo 98 IR/ E TS IP E L 1P
%‘*[E;I o

ddress Ed Windo nierne plo O

[E

£ 192.168.1.1

IP Address Edit

Address Type
Start IP Address l:l
End IP Address l:l
Subnet Mask l:l
Invert Selection

IP Group

or |P Object

or IP Object

or IP Object

IPv6 Group

or |Pv6 Object
or IPv6 Object
or IPve Object

E\h:.riﬂ%';‘-{; IP b4 % T (Y AR
~ af@‘ b +1F(Any Address/Single Add ress/Range
Address/Subnet Address) [E£7, P ﬁ_’—i?p?“ =™ LF%‘:T”%’:F&LE?
E TE[FTJ[ FL IF=9E o PN R v APV RS P
BIP B %;JE S B P41% (Group and Obijects) -
Group and Objects +

Any Address

Single Address
Range Address
Subnet Address

Group and Objects

quP B (IP Group) ™ FF 0B HIFl 1 » 2R S5 i gi@l puge
» PRLDHT IP P91 (1P Object) ™ #¢ /%?f DR FF’ i
gl 1P o

ST

(Service Type)

FEAIEBNEinZ ™ I Rk Tl A L
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ﬁ Service Type Edit - Windows Internet Explorer [:”E”El
&) i 19216611 (=]

Service Type Edit

Service Type User defined A
Protocol TCP/UDP

Source Port = | 137 ~{139
Destination Port = ¥ 1 ~| 65535

Service Group
or Service Object
or Service Object

or Service Object

Fi:r J%Jq];fygﬁ ;’ ; E’F' E’l;‘T(User defined) it

s "“w%w%iéﬂ’W%W%L@@@

E?ﬁﬁi@ﬁh“‘ﬂwgw ] SRR

(R IRSAAE] -

User definad A

(EEEEr——

Group and Objects

5% (Protocol) -Ji 4 ST 2 2 pofi L -

YR/ E B R]F VR (Source/Destination Port) —

€0 P AR LR - 1
l[iﬁjg**ﬁ‘ ° f IER A R RV T RIS 2T

=R %Juﬁ R - ﬂ%fﬁﬁﬁf@l o

(! ) E[ [fﬁkgﬁiéﬁi ﬁ‘ﬁq ugﬂ}jﬁl Eﬁ 1= 57?%2—, (&g

Emﬁﬁmﬂaﬁ ﬁ’*ﬂﬁﬂﬂﬁ%imo waT¥

ﬁ{%ﬁ"?ﬁﬁﬁ&g@mﬁjj [ ST B =2 F[Jﬂqgﬂu

ﬂ’mfwﬂ@%ﬁﬁ“##%iﬁ

(>) = AR PR SR ] o

()= BTt T R ] -

’i?ﬁ S P91 (Service Group/Object)- ffli ™ | ™ 7 =42 ]

PES }EJF’?QEELJ CHED e

4 B (Fragments)

gtﬁ%ﬁWWﬁw%m’ﬁ@%@%ﬂ@%ﬁﬁﬂmﬁ

Zp&(Don’t care) - 7Tuiﬁﬁzgu ',;ﬁép ; ;3;;%"7 PRy
m-gﬁ o

& 4B (Unfragmented) - R I =2 AV Efg o

4 F(Fragmente)- " [HIH[[Z=H B o F o

"N (Too Short) - F U8 i épﬁ%’%ﬁzﬁépﬁjﬁ

B R IEI R

SRS (Filter)

F AR RT A RL AAR IV S g -
Y] (Pass Immediately)- ﬁ AR B e e LR
o Jl#EH#€ (Block Immediately) - AT R e -

Vigor2912 ==
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Ty 5 1 B P A5 (Pass If No Further Match) -
AIECEAP I & 20 F A B P LY S 60 e S50 -
=, *j'f"li?l FAIHA[ER#(Block If No Further Match) -
S Fl{u{tﬁ IR ‘iJ“"JE[ EELINEIEIR
ﬁw"%ﬁ;@i@%p J%ﬁ,{ SR }J’[Q‘—_Ftl%a@ifg@{%g* Plfol 2
£ Syslog A=A

FEH PR
(Branch to other Filter
Set)

HEO H BRI - ORI = il
VR - R SR AR
53 e P G R 1R L L
RO ] ISR R -

(Sessions Control)

IHﬁgg“ Ffifi £ Tf[ R RTPE g 1@%’“[}]% 60000 -

IPE MAC &

%gﬁﬁﬁ(smct) - Z P PR AIR IPEEE R P ifY

"—u

(MAC Bind IP) MAC 7 =2 1P 1 *ﬁ?%‘m ?EH TR S IPSERCR A ] o
F %?#pu(No-Strlct) -. LF%#’#L = B;Lﬁfu

ST 8- 5 QoS 4 Fbﬁfﬁ [l > 74 QoS HIAFEYF
(Quality of Service) o) Al ”’FE‘FTW iy -

Mone |+

Class 1

Class £

Class 3

Other
‘jﬁj‘{)j‘ fgg]‘ﬁgj‘lglﬁ e ﬁpﬁﬁ'gp Iy WAN /7 El[ o
e [T A fj%"féﬂ F ‘Fﬁﬂt’%dﬁﬁﬂ FHEET IM/P2P [V KIRTTER | > i
(APP Enforcement) [ A AR - ™ 3 I T AR

%%i([greate New]) s gt~ ﬂéﬁzu%iﬁ F’?’Eﬂﬁ,&,@‘;#{ﬁ
,UFIIFUW{%W RN A Wﬂ%ﬂﬁﬂ JVARRYE Td
F SR %ﬁx—ﬂﬁ?ﬁ[ F‘;,i:l>>f’%” AT F‘“}i%‘—}_
(CSM>> APP Enforcement)%[ &y o

[ ai%u&#pu%gw_ i JEIM/PZch'%@thFJJ e
FEISE s BRI Iﬁlﬁfu Syslog i JHF 5 fp]?b%;f
% Syslog/Z[ (% ‘Tf i (Sysrog/MaiI Alert) i & -

URL [ Jmaﬁ’fif%ﬁ
(URL Content Filter)

E%*’”URLrﬁﬁwmﬁﬁ%ﬁ“:awﬁprﬂw§ﬁﬁg
(CSM)>> URL ["| §y3ita {108 1 ) > i ed e Bt )
f—L =3 [,, (CSM)> URL '] @mggﬁj o Iﬁ?{ﬁ
POORLIGE 47 088 T 1328 S 0 ] e = i sl [
RSP (51t SR SR IR ) ]E}{""%%:tl%ﬁaﬂ
*o \*“l““' 7EGEZ] Syslog frl s i [?%ﬁ 54 Syslog/
ST (Syslog/Mall Alert)fi & a*

SEEIT ﬁz@?@’%ﬁ

(Web Content Filter)

Wﬁ;l[f SRS AR ( riEWrJEHﬂ*»f
(CSM)>> ;.fﬁgl[ Fﬁlﬁﬁ ﬁ%“m’n}iﬂ )E %muid@?ﬁ‘[
q@“»g@(cswn» a{ﬁgl[ W?’ELE%FFIF%J'— Bras
wﬁ&i NP5 yaﬁ P & P A o
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PSR T L SR A E}{“"?ﬁ@%'%@\
s R A Jﬁ“ll_—ﬂ Syslog w%a‘g ’f‘F[ﬁ% x*‘ Syslog/
;*:IYFF%;‘ (Syslog/Mall Alert)gi &y -

LI
(Advance Setting)

FYAREENEIFF 2 IR S > T e R
P FEEEE R

ﬁ hitp://192 168.1 _1/docl/ipfedradv him - Windows Internet Explorer

] hitn/192.168.1 1 =)

Firewall == Edit Filter Set => Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage AMNSI{1252)-Latin | v
Window size: 65535

Session timeout: 1440 Minute
DrayTek Bannar:

Strict Security Checking
[ aPpP Enforcement

[ ok ] [ Clse |

%ﬁﬂg?ﬁéialodepage)— I B s P IR
e JJ mgr’ &5 AV codepage F{‘ FIRTED AR b URL 4
TR '&H <3V r%rFEEJASCII ﬁ? 5‘; (“URL [ JEFLIH?}EL%SELJ
Tl o T AN&]ZSZLMHI‘H%JLﬁw_fﬂ*mF”
codepage URL Efi@?émwjj %"i@#m ) %E [Th Fb =t (EE?JIIHI

g

&~ [l codepage -

AN T;I[«F.%WLIITE Sy ESE ,5=‘5|f Esrsy slog
kl-—Se'[UIO S IHHIEJﬁﬁEﬁ—ﬁ(coJ age)?ﬁ,?Jl fu;.{ {
T ﬁﬁaﬂﬁ codepage [*| FL

ﬁjﬁﬁ—l\ | (Window size)- 3t TCP iy

(0 65535) - Bieffi&* » RS ISEREE - 1 ﬁmﬁcrﬁﬁﬁj AL
Ilg‘ﬂﬁk‘ﬁﬁ [ﬁ—Lcﬁ,n °

zﬁ“_né@?‘m (Sessmn timeout) — F%JLJE“J@\T i Eﬁ Eﬁ HIp

A EWV GHEEFpEH] lﬁ‘iﬁ@ﬁﬁﬁi [Ef ™ hT TCP

E ;Ew%@rqﬁjf L& S5 5 il A 9 PRl R El

F%JL o

Vigor2912 ==

DrayTek ﬁﬁ[ﬂﬁ(DrayTek Banner) — i ) 2 & P A,
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PR PR R VPR TR AL -

The recuested Web page has been blocked by Web Content Filter.
Please contact vour system administrator for further information.

[Powered by Draytek]

J%%4}“%!"“7[ﬁa‘i?E[J(Strict Security Checking) - PR =R [
(et @%;;Elﬁp,ﬁup._fc SRR I m,irtt DEAE D 2 A
W S IS PR AR R EJ’?/}VTIHE&~

o

[B* B gFE(APP Enforcement) — 252 L [ 3
IMP2P 85 i 77 | DO -

=

&afy]

IpETRE 2 AR fﬂ‘lﬁfﬁ ) = 78 1P SERRTE (P USRS ﬁ‘/iﬁﬂ BIRCAN ) o3 B

i [ Ipifi;u 12 3 P PLIERRCAR F e PRIEIRT » 2 PSRN R e Eh 7*‘51[1}3@%5*)?%
2T 3 | [HE’B q;F LHLA o R [iglqﬁ_%"“i [ T e Ay

RN = EH“]IH?EL NI
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4.5.4 DoS ﬁ@ﬁ;?ﬁf:%%:‘@os Defense Setup)

igi_ IP SERAE =/ )‘fﬁ‘ﬁfﬁ ShpedEp > Ty 15 FEAREII EEILRC ] > DoS IS ER B
u@%@iﬁrgﬂﬁu °
EHTB };%(Flrewall)j 215 DoS T B EF1ipC (DoS Defense)fi F‘F EAE

Firewall => DoS defense Setup

DoS defense Setup

Enable DoS Defense Salact Al

Enable S¥M flood defense Threshold 2000 packets [ sec
Timeout 10 sec

Enable UDP flood defense Threshald 2000 packets [ sec
Timeout 10 sec

Enahle ICMP flood defense Threshold 250 packets / sec
Timeout 10 sec

Enable Port Scan detection Threshold 2000 packets [ sec

Block IP options
Block Land

Block Smurf

Block trace route
Block S¥M fragment
Block Fraggle Attack

Block TCP flag scan

Block Tear Drop

Elock Ping of Death

Block ICMP fragment

Block Unassigned Mumbers

Enable [Do% defenze function to prewent the attacks from hacker or

crackers.
[ ok | [cClearal | [ Cancel |

HJ ”J F[Fw[m\ :
r;w i
tlgslraj % [ F” JH f, E}J DoS :“srgiﬁ’lg’?jjjﬁ: o
(Enable Dos Defense)
A A HON IRERER ) =
(Select All)

,g;“ ] SYN flood ZSEE[H
Sl

S T SYN SIS~ EUS 5 TCP SYN

Jif 0 I E# ljaj 3 EFGET > Vigor Bl A E L
el HENET

(Enable SYN flood g L H &V TCP SYN EF & s e v 'E'Lui
defense) [~ TCP \IN JT S PR RS R O E TR il b A
qﬁfﬁ J:gl%@n Wl 555 % 2000 {fFsf s #1110 #J o
E:' | UDP flood TS | ZJi il JTirfly UDP SIS B - 1 5 UDP
““JJFJ-. &ty E}}ﬁ ET[ E!j “L%«EITIEI » Vigor fE'E[ 18855 Fﬁ%*—t‘l/ﬁﬁij‘ﬁfj 15
(Enable UDP flood “f ﬂ 7% UDP $if &) - [ b [ 7] 1 E? =3 bl
defense) ;J?J/ 000 v A1 10 FJ o
Y*ﬁt EMERL o EJ—kf_lj FEl g&ﬁjﬂf ;JE;J:
e i T Sl R

HEE] 1ICMP Fragment

233 P SE) ICMP Fragment $f &) > 52 UDP TS8R 257
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S
(Enable ICMP flood
defense)

ﬁl[ [fRL - — EUR A 2] ICMP it i 7 & JL?;E?@ ’
Hap n%g B Sy IR > i FIARRARRS
[ 1ICMP = i e o E Y Ig[%pl_}ﬁi]pmg%@y =17 250 i
CIJ%I:[ :I_O;J

??FI [+ & lﬂjg-iiﬁﬂﬂ‘ﬁig[ E_‘
AV

(Enable PortScan
detection)

PR A 105251 WW%Wﬁ%%”f’ﬁ

FHIRRED EL?T'VE& Vigor Bl 15 o 2052 =, i@?;[r
PRI - i P
@%JF‘UH'[B&“E‘,L}%YEU I/ 5 £, % Vigor H&E[[m i‘]’[ﬁ‘ll—% LL[r

Ao R i ngl%@k 2% 2000 e o

FIE IP options
(Block IP options)

JwEQN—“FH ?j;‘ﬁﬂ”fﬁ IP options =i » Vigor ¥ 'Iﬂ‘é}[‘“ﬁ" fod
R BPI (73 1P B IP e - mﬁfuww i
optlon AL ﬁ = [Ep PG [“E J*T%[J
MRV LA = 1 .TCC CRIFfII -] ’E“‘P’” "*@\T JTﬁ
PRAES G g~ BRpEH RS ?%%/ff[ IUzEEHE| /Wﬁ
[ PR A | f“ °

£E£ Land TSR
(Block Land)

SIE PR 9L Vigor BE NI Land T ER > Land T BRSH;
71 £ IP spoofing fiu SYN ZSHRE e Hif & [H:2 spoofed
§J b GRLIFPHTEVFALE 07 5 489+ 2 S <o
i~ Land r’sr?iﬁlflﬂﬁllﬁ*ﬂﬁ;i °

£ Smurf 38
(Block Smurf)

JL[F“ZJEH i; BVFESE Smurf TS ERIEE - Vigor B[R] W
(== “*pUiFE ICMP [HW:%:*I:T

SRR R

(Block trace route)

T L‘TE J§F jj_VlgOr e “é‘gj LS (2 IFPEI%E[I;‘:‘U"E]JE]SJ{’;E@O

&£ SYN Fragment #f
&
(Block SYN fragment)

2 R LRSS SYN Fragment gt ey ips < Vigor B%
Eléé‘ﬂjf@wr S/ SYN B P ppJEﬁgﬁg%L e
&) [ml_ll'ﬁ&

£ Fraggle “5B:
(Block Fraggle Attack)

’““E'?@ﬁﬂmem*$ﬁﬁ’Eﬁﬁﬁ$ﬂﬁ@
vﬁfjf“ u UDP ﬁq}ﬁzrﬁmﬁ {cj_lj\ o
J;SFEU DoS/DDoS [h % ﬁjﬂu p [S ?E[ I Eﬂi uﬁ o ]
E‘ Ljf *Jfraggle,?Er’,ﬁ[i’ﬁf;'ﬂEn*]T » FITE| e AR P UDP
cwﬁfn. 17 ; W”# eIt o I I“fﬁﬁ?’ﬁi’%pw RIP ] &
HH

= g

F}4£1 TCP Flags scan
(Block TCP flag scan)

&J“?[%}W?%TCPHWS@Eﬁﬂ»’rW~EﬁﬁW
TCPﬁchJ ?&#iﬁ ﬂ*ﬂﬁﬁgﬁpr, £|no Iag
scan, FIN WlthoutA Kscan SYN FINscan, Xmas scan '] ¥
full Xmas scan == -

Ff££1 Tear Drop =¥ 8
(Block Tear Drop)

ZIE IR ?%gﬁﬁééi Tear Drop "> EEIS » LA T 45 U

*u IH@A@@E ICMP e & () - - 'ﬁi}f ,Efﬁ& £%
T SHER S 4;‘% [pUTs R 1T Vigor ,[,EHE%QEIF& ‘“"‘J?ﬁ
za%gﬁmmp@%Hun4#w”%HWﬁ¢

FI#i Ping of Death ZSE&
(Block Ping of Death)

Pl nghﬁéér Ping of Death =S H 2 » S5TEITs BT
F%%’”%F"?ﬁ MSSEURET 0 |92 B 0 SEELI B L
EVPRH L RIS {4 Vigor BpTEVH 12 4

Vigor2912 ==
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[F=FE fv?ﬂ&iﬁ gﬁjgmﬁ FIP

o

FHEE ICMP F oA H

TSEHR

(Block ICMP Fragment
)

'qu?[PF[I
H EBfiY ICM

Ej“;p‘jﬁéél ICMP ﬁt[}”‘ ?gﬁjj'b ’
B R

[F&ﬁﬁﬂﬂafll?ﬂ?fﬁ - it I g

FEOT R BERr | 2B PR I
(Block Unassigned THETR
Numbers) TehE [HIVRTR]

:]Jﬁ:f, ﬁc[J“"jJF JH IP ﬁt]l

flth)
Al

’
&
C

_.EI

=P

(Warning Messages) Rl e [EEh 75

Vi N

FH':[%\[

i T F Hy

= (s B g

SysLog / Mail Alert Setup
SysLog Access Setup
';Enable
Syslog Save to:
[ 5yslog Server
[Juse pisk

Router Name
Server IP Address

Destination Port 514

Mail Syslog [enable
Enable syslog message:

Firewall Log

VPN Log

User Access Log

WAN Log

Router/DSL information

Z5 (FHLA {0 2

ﬂ:[%{‘jj ot
%%’@“ﬂﬂ%W¢P%W%
R 2. B
A DS B AT ?B}{"’Fﬁ T %
'[ , ,ig-L

'”ﬁww*o

System Maintenance >» SysLog / Mail Alert Setup

%ﬁ@%wﬁﬁmma

[P
#;FTJ%J s BT Y

Mail Alert Setup
[DJEnable
SMTP Server
SMTP Port
Mail To
Return-Path
Use SSL
Authentication
Usarname
Password
Enable E-Mail Alert:
DoS Attack
IM-P2P
VPN LOG

Note: 1. Mail Syslog cannot be activated unless USE Disk is ticked for "Syslog Save to".
2. Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes.
3. We only support secured SMTP connection on port 465.

RS AR o i REOKEE TR
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4.6 FRHEEE(User Management)

@F'mﬁ% IS 2 IR - AR Elﬁl“ﬁi?ﬁﬁl W
Fg'uﬂa :ﬁwaﬁ e b (e DHCPfrE‘FTJﬁw 9) » e H AR
FJ:F" PEERIHIEE - [0 FFIP TIPS HHMAC G S o 2 45 - ﬂfﬁ—nﬁﬁﬂ' Jott
T mmr Iaw:gg:zg IR+ 4R T O b%f’?‘ L RN T
R SR 459 T f;ﬁ%luu%m@m o N R

=02 B o

-

& .[ Lisa's notebook

--,.‘:/’ g
WLAN_User_Group_A
—_— (Password:wug123)
/>

Allen's PC

«

WLAN_User_Group_B
(Password:wug456)

David's notebook

Im

LAN_User_Group_1

(Password:lug123) Nina's PC

Diana's PC
- o ., Amy's PC
- W -

e O

Not controlled by user Management

LAN_User_Group_2
(Password:lugd56) o

EN- (IR b%HI RO P 'Flf'ﬁ“;‘ AN G llé‘éigﬁépuﬂﬂf K
W'J?{ﬁﬁi Vi %LEJ QI | rizg.ﬁ“‘ ’ﬁ'é‘.ﬂla‘gﬁu [_{IEI;'J:ﬁ
FR
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46.1 ﬁl‘zr:%“%—_‘(General Setup)
TR P R R (AR A SRR B AR

[H~ E»;TH:"#JE fE }[ﬁj’rAA 5 A (Al R _ESE AR e

User Management => General Setup

General Setup

Mode: Rule-Based «

Display IP Address on tracking window: Off

Web Authentication: HTTPS
Motice :
1. User Management will refer to active rules in Data Filter as whitelists and blacklists

in user-based firewall mode.
2, Users match the above lists will not be required for authentication.

The firewall rules policy will stll valid.
3. Otherwise, authentication reguired for users not matched the above lists,

The firewall rules designated in the user profile's policy will still valid.

Landing Page (Max 255 characters) Preview | Setto Factory Default |

<hody stats=lxr<script language='Jjavascript'z
window. location="http: //unr. draytek. com'</script< /hody>

[ ok ] [ Clear | [ Cancel |
I E'Jﬁ%"ﬂ%?ﬁﬂfw[“ :
THE! ENE|
#5° (Mode) AT S ST R R H
et [fl fi prﬁ%&”f%\' °
fRr B[ A81=C (User-Based) - M (852 5 Hfgi =t ﬂ‘ﬁh%ﬁ;{ﬁ’ F’j

LTL*

> H L U E TR >l H A (User
Management>>User Profile) Fr lleifEﬁJ HE3 fF[[ B o
HHAE=Y (Rule-Based) — J[1 [25E H F=fgit ‘?@EH%S}{EJ’F’?
R SRR bﬁ[»ﬁli% EFNAYIETRCH P = 0 2 ] H -

T SHMT R R 1P
H-

(Display IP Address on
tracking window)

E R F,9r(On)l P17 SEASA B P [T 1P (o

ﬁﬁ‘g’_]&?% SRR P | PV E(HTTPS/HTTP) -
(Web Authentication)
FEET T [ S VARRRER R

(Landing Page)

ik ’?ﬁ? Uﬂﬁﬁ!‘

T [RFRY ps J%Ju Vg o % e (OK)H & 4 F *F%J& o
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4.6.2 fEIE'J:éS{F%%:'Tﬁi‘(User Profile)

zﬁrﬁt [ 16E i
jﬁm l/—kE\le[[H F\%:

User Management >> User Profile

User Profile Table

™ R 7 200 ) - i

Wi

T ’r*étﬂ%r;‘éﬂ il

TR B [ AR>> T E] ?{%‘Lﬁ e U f LA

| Setto Factory Default |

Name
admin
System Rese

Profile

rvation

Profile Name

1 7.

2 18.

3. 19.

4. 20.

HY 21.

6. 22,

1 23.

8. 2.

9. 25,

10. 26.

11. 27,

12. 28.

13. 29,

14. 30.

15. 3.

ﬁ 32,

1-32 | 3364 | 65-96 | 97-100 == Next

T TR - FHREE (- puRe é’;f'ﬁﬂga\? PR FPVRLERSG 1(admin)

/*L»
N
|
i
User Management >>User Profile

Profile Index 3

=23 2(System Reservatlon)lﬂ_

|
e

Er%}" I ° %Hlﬁ.ﬂ\? 3o

Enable this account User Online Status : Block/ Unblock
Username Tony
Password um
Confirm Password
Idle Timeout 10 mings) 0:Unlimited
Max User Login 1 0:Unlimited
External Server Authentication Manhe 4
Log Mone »
Fop Browser Tracking Window
Authentication weh Alert Toal Telnet
Landing Page [l
Index(1-15) i Schedule Setup: 1 s 2 ' E
Enable Time Quota 0 mir. [+ - o rhin.
[0 Enable Data Quota 0 MB v (+ ) MB
Reset quota to default when scheduling time expired
Enahle Default Time Quota 0 mir, Default Data Quota [30 WB
[ ok | [Refresh | [ cClear | [ cancel |
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i PSR

«FJE' |

RIS S P AT P

(Enable this account)

e ¢a %ﬁ?“ [P ™| %F%Lﬁﬁ F £ (7191 LAN_User_Group_1,

(User Name)

LAN_User_Group_A, WLAN_User_Group_B Z7%) » Hiffi ™|
ﬂﬁﬁﬂ“i%“f““ﬁVﬁmf’dpiﬂﬁwéﬁ
IE[FI Flﬁj (=) [)?Eg;_LEJ[EIH ??H“lﬁjlﬁ}ﬁ

' Jéixﬁm%a R I R A e A
e T R (SRR Eﬂ T gﬁﬁ»}mnmﬂ

B

i
hn

1

%ﬁ" = 2 zﬁ?tﬁaﬁu FR (TR Iug123 wu9123,wug456

F“

(Password) W@“ p$WW¢%W£T“ﬁE ey >
“lﬁilH a R e R ﬁﬁj U g B T
ﬂzﬁ}ﬁ% SR AP ﬁﬁﬂ R R AR R R
AR « D3 HRTSHRRRERS O S
EJ[K«LTFU

TR i P R -

(Confirm Password)

PR PN IR PRI RINE R - AR O

(1dle Timeout) ko jg@@ £% 10 5344 -

ﬁ%ﬁ‘; @E'J?ﬁg?ﬁl %‘Lﬁ H r n:;'t IE[H %[E]FI T H [}J%_Lﬁ 4, & T vrﬁ

(Max User Login) PR Pl ™ 5 Af El%lﬁj 500 iﬁiﬂ 127 k;rk L
i

RLE IFH[% TP RUE e P ﬁrij»ﬁlif%%(user

(Policy) Management>>GeneraI Setup) FI il R [ 2 | B AR

(User-Based) ﬁH H e

Default w

Default
[Create Mew Policy]
FIF%@(Default)— PPN [EE R IFTET T’q&EF" FRE bg[
gy % EFIETRCER E'[Pf”l%ﬁrﬁ i

gt W{E'[J(Create New Policy) — J[HA [E0E P> ™ 7 E
FIE e RS [RPiERG F ] -

BA kS >> R AR E ST >> REAETRA

AEEEN 1782
ETRE:
FEoITEE(1-15) F B =8 )
EFHHEEE - AR O =/
M LAMNIDMZRTAPM -= YWAN
i 1P Any

R e S e e e W e e 3
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(Firewall>>Filter Rule)— &y - [} >>§L
(F|rewaII>>GeneraI>>DefauIt rule) Ip[Hlvﬁli’fﬂE—EElU RREA "
S RUHIRIT R ?{E‘*rﬂ» E{F'J?{r%bfﬁf(User

Management»User Profile)[ 15&iH ]

9t Hv B
(External Service
Authentication)

E'ﬁﬁ'l%*a}[fjiﬁiﬁ”/f ’ibﬁ‘l’?ﬂ/ [ LDAP fjil s kL RADIUS fif
AL Y EIL 7 % R - L (s P
LDAP| I E O RL RADIUS il » e osfis L

J b T Ut
MHone w
None
LDAP
Fadius
TACACS:
R DR b L "‘IEU”J?TPJQF“H s ’«@
(Log) 7 Syslog I GERET - fHFIE lwc'%é"":ﬂsm'
T
Mone
Maone
Login
Ewent
All
BRI S i/L'F»'EW'Jf‘”ﬁ: = DR ’ﬂwf[ ‘) 7l
(Pop Browser Tracking | (& Hjiom ‘Hﬁ ”—'}T"IF,FB‘?L w%lﬂ‘ % J/Eff RN R
Window) ?JLHFJE[%F} h&véﬁj o PR TR i
fﬁi%ﬁ?ﬁﬁwﬁw °
55

(Authentication)

SRS ?{(7 g,i LAN rﬁ‘/iWAN )-Fiﬁiafi@ E,p.ﬁu
SRS E’B P AR > TS A
EEEIEIFI #k EE[EI J .

;’%EJ (Web) — [N 5 F=TFT IF[[“ = H (e BT l—ﬁ_?“
W%WUM-E‘@&%*WWﬂ%$®“ﬂﬁ i
H EPEEHAE - Y PR o B R (R D B

:ﬁ F"ffﬂ»ﬁli%*—(User Management >> General Setup)

(IO AR e L B A “‘ﬁ[léﬁ%fg Fad |

*E‘ 19 URL( |p3“ %{ §=’{E2I l'r

rl—]: Z!(Alert Tool) — '{/[[%\[ o [[—-—‘“ ]E[[ H ;EITTE;J%T

= Z!(Alert Tool)™ gi? filr =] E[%gny %ﬁgp,j&uﬂ ﬂ@

i +1ﬁ§51 el EFJEJVI; DI ) D)
1

pall

iR A e e T R IS TRl b b i
Telnet — JPUERIPET - M ¥ i Telnet 354 d& 5
Erals 8

(Landing Page)

P@H%w“b%k%ﬁ4“wﬂfw@“ﬂ PRy -
Pl [ = H ?{F’:,‘%l»ﬁlir%-L(User
IE/Ianagement»General Setup) Ilﬁﬁ%ig J?FEF TEl e

Vigor2912 ==
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Jf_e[f—%ﬁfji']ﬁj( 'E?Y[Ppﬁjﬂ °

FI R 158 JRi P P DRSS ORI T
P H[>>EEH (Application >> Schedule) 1 [ [:_nftf%i_ TEEE
(nm&(ymﬁn et PR A [ Al -

Schedule Setup)

E]J%‘EIJE%?FEEJ%ET@ Eff H HE EII%F SFEA SR IJ|F[[“ ?‘{Fﬁ*mjufﬁz{

(Enable Time Quota) ARG ] ’f 55[ ‘beJfFIT“ s o
. S [Fﬁﬂjiﬂp 7 Jpll%?{;ﬁg IJE%F THEE ?ﬂhjﬂﬁ
s %.j; l&—ij—l-ﬁé‘ﬁfl? Herfifi
B—H*WWW@M%%ﬁWﬁ%% 6 4053
& ﬁ%“ril*ﬂjiﬁ‘ﬁ Bt o
EEC ilﬁlﬁ' HE T 1 A ﬁ“’é‘[J/ o
x_rfﬁ m;’?”’a‘”"zﬂﬂwﬁl“ﬁf% 2P T
% -

7~ InternetAccess =13

Michael you are now connected.

Time remaining online:

00:32:41

Time used: 01:12:54.

]ﬁ ~ FUVE[E > B Iﬁ:clj}‘F L LY BN
B T

?%E'J%[%E@ TR B S f ] ?{phﬂfﬁ iays] ﬁxﬁﬁ]i% °
(Enable Data Quota) (+] _ ST ”kgjmﬂ TP R e o B R
MB > %rilﬁ(ijiﬁ‘ﬁ? QTIE

[j_a«wmmp@pwﬁemmﬁﬂﬁ@’ﬁ@ﬂ
MIB » 7% B4 2 A 0 -

g PR HIR - ErPr %J&L%é i JUEI%“E]:F AEE TR e ,5 FREF 12

—L’{E’l‘@ t‘r‘:ﬁ%‘ EI [E{«g}[ﬁ]’ﬁ“ 5[@ | Eggﬂ j%ﬁ@ F§;}4—L

(Reset quota t_o default ?F'J(Enable) - IF““HFHTIEI B gl%ﬂJEﬂ]‘ HESAYEEER AN

\é\;r;)eirr\esci:)hedulmg time "ﬁ%‘ﬁF gﬁ@(Default Time Quota) — fij * [ 1% e
S EPR| 3% (Default Data Quota) — iy * ¥Rl §EE Birff -

R FOpuEEl ﬁ?ﬁﬁéﬁ(OK)%’%ﬁé%@?% °
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4.6.3 ffI¥[HFEEE (User Group)

P RIS Rl (7 R AR ST 7 E R gkl E"?F% ERVEEE Y "ﬁ?i [
}’ﬁ»gm{:F%”“%—;(Firewall»General Setup)f| lﬁﬁ’?‘f@i’%ﬁé’tﬂ HId iR -

User Management >> User Group

User Group Table: | Setto Factory Default |
Index Hame Index Hame
1 17.
2 18,
3. 18,
4 20.
5. n,
& 22,
I8 23.
. 2,
ER 25.
10. 26,
1. .
1z 28,
13, 29,
14, 30.
15. 31
16 32,

B S~ S A BT I

User Management == User Group

Profile Index : 1

Mame:
Available User Objects Selected User Objects{Max 32 Objects)
1-admin
2-Bystemn Reservation
J-LAN User_Group_1
4-WLAN User_Group_A
B WLAN User Group B
[ ok | [ clear ][ Cancel |
it B R
“BE! i
£ (Name) g I B £
[N Rt (0 DB B R (P )R £ 65 e A i

(Available User Objects) | " IFYfl E'J?‘W’Jﬁﬁﬁﬁ,«é? E3 TR T ES (P S
HPoi% Admin '] % Dial-In User 7SR Lifipugaf > e l'| i
[T l?%ﬁifj?ﬂﬁﬁ?ﬂﬂﬂiﬁ%ﬁ 3,4,5 WPt fing -
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SEREPO(E [ H P
(Selected Keyword
Objects)

%,_1\ E;A‘:_}L_{_J EE_LF”[EIFI ?Jfﬁf%%iﬁh o

[ I B SRR OKEE R -

4.6.4 [ B EPE(User Online Status)

& BB B RO 5 LR R R -

User Management >> User Online Status

Current Time : 04-08 07:23:23

Refresh Seconds: |10 » | Page: [1 v | Refresh |

Index User ~  IP Address

1 admin 192.168.1.10 admin 04-08 05:37:34 Unilimited Unlimited  Unlimited Block Logout Delete

Profile Last Login Time Expired Time Data Quota Idle Time  Action

Total Mumber @ 1

iR
! =
RIFFIE 007 4 TS S TR - B0 e T A

(Refresh Seconds)

FIFI -

Refresh Seconds:

RIFEIR
(Refresh)

BN g L

*d Ia‘*]?}%‘F (Index) B 6L R [ e J?}%’F o

™1 (User) TN JxEI; Eg AU NI i S SR L < v TR 1]
A P A e

IP HHIP Address) BT SR IP o dpt e

F%’é;’?l*ﬁ’;(Profile) B i ™ R AR -

J‘j’}ﬁ‘ E%ﬁféﬂ TR I ¥ “%E'E‘UE?*]F&J °

(Last Login Time)

?Hﬁﬁﬁﬁﬁﬂ S [P T I A FUZ SRR -

(Expired Time)
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TR #E3 (Data Quota) B TR GRS pugE, o

FlfJfF'{E%jéﬂ B, F% Hirapgl [ﬁ

(Idle Time)

B £141(Block) - FHA L § 1 e
(Action) E]%{;E‘I(Unbmck) _ EFI@%@ B :WFU B a‘lﬁ%

Fieli(Logout) — BuLfli I H g -

4.7 YMFERTE (Objects Settings)

S50 A [ 1P *DIEHBB%N*E{TJLE&@«F”%%IEE“’@ : lﬂlﬁ [t s
1 < [R5 e ';ﬂfmﬁ%ﬂw Rl f i
SIS SR R ffﬂp ?{F‘FJ[ [ 1P i

ES A=
(F (EE] 1P b i) o

Objects Setting

VIR %EJ%F' ° *F %

b {frt 1P 9

47.11P f’f’aﬁl%%—'ﬁ’;(lP Object)
[&p I%’H— 192 5P IRIEIFAY 1P P27 -

Objects Setting == IP Object

IP Object Profiles:

| Setto Factory Default |

Index Name Index Name
1. 17.
2. 18.
3. 19.
4. 20.
3. 21.
6. 22.
A 2.
8. 24,
9. 25.
10. 26.
1. 2.
12 28.
(KN 29.
14. 30.
15. 3.
16. 32
<< 132 | 3364 | 6596 | 97-128 | 129-160 | 161-192 - Next

Vigor2912 =i /=1
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R

,FJEI

|

RIS

(Set to Factory Default)

il 2 IR -

ZF I [(Index) B [ [JF%LH @gqujrf
£ (Name) B P RO £ -

(/D’F‘i"i FE gsﬁlfj%?gm ) %ﬁ{’j&‘k TERES

1. ik
F%U\ﬁg‘l“ 2 g

Objects Setting >> I[P Object

Profile Index : 1
MName:
Interface:
Address Type:

Mac Address:

Start IP Address:

End IP Address:
Subnet Mask:

FIMAS ™ P bR #1) &

LRI

RD Department
Any £

Range Address

192.168.1.59
192.168.1.65

Invert Selection: O
Ok ] [ Clear ] [ Cancel
fir IR
FIE! eS|
£78(Name) T R 678 S 15 R -
AP s LR
(Interface) Any w
Any
LAMN/ETAPM
YWAM
KiLE ;ﬂﬁﬁllﬂmﬁgfﬂEIU(Edlt Filter Rule) [[ﬁﬁjrﬂj
(Dlrectlon)%ig%l?ﬁj 15 WAN FY
LAN/DMZ/RT/VPN 7 EI*/,%_[: [T’ IP &b gk ?‘F"L— & 1P
FVRL IP B! > FYRLEE RO IP ﬂ”ﬁ YN [aoE
LAN/DMZ/RT/VPN |‘ﬁk'r fi pl R
LAN/DMZ/RT/VPN (4T i 4 B o 7
o ﬂﬂﬁ[’f?‘ﬁu LAN/DMZ/RT/VPN f7 iy IP fF iﬂﬂ
o0 27 SR PR 1 1 -
i HOE 1P AR AT -
(Address Type) Y P e C'JFA' IP Ab ﬁ“'—ﬁjﬁfl ; %E#ﬂ@ﬁ— it 3i4(Single
Address) -
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PPN P B 5 e AR Rt 1P _HILfUI:]F] %7— Eg

i fi{Range Address) -

OPPIRE f 1P f IS SRR SR SRR
(Subnet Adcg ress) -

YN P B0 A 2 (7 78 1P b IS i B f b 4
(Any Address) -

NP & 5 - 78 MAC i {ILF”WIFEF?’*#J MAC &
IHMac Address) °

MAC 41 IPUEIRORL MAC SEEHIER » S A MAC o
(MAC Address) sk

&l 1P fhhk {1 MR R L 1P i

(Start IP Address)

AN 1P b g YPR R R L AR S ] ﬁ%‘?ﬁﬁ?rj“ AN P G Ao
(End IP Address)

~ SRR DA SR R L S O fi(Subnet Address) ST - ﬁgﬁj“
(Subnet Mask) *'E?Fﬁ'"%ﬁ?*r i gyt o

R Y S RIS 5 R R IARES O 9 o [ 1P
(Invert Selection) hgisi< 'ﬂ’g‘l——fL Vi 2 i R P

5. SRR B O RO RIS » A5 IP Py - -

Objects Setting == IP Object

IP Ohject Profiles:
Index Name Index

1. RLD Department 17.
2 Financial Dept 18,
3. HR Department 19.
4 20.
5, 21.
A 29
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4.7.2 IP #5E(IP Group)
FF P RREEE R IP Py i [ 1P FEE

Objects Setting == IP Group

IP Group Table: | Setto Factory Default |
Index Name Index Name
1 17.
2 13,
3. 19.
4. 20.
5. 2.
6. 22,
I 23
8. 24,
E 23,
10. 26.
1. 2.
12. 28.
13 28.
14, 30
e 31.
16. 32
IR
! =
i 2 W il = o -
(Set to Factory Default)
% [(Index) S [ R R [
##(Name) 5 Jﬂ?ﬁ#%éﬁ&ﬂﬁﬁﬁ £ e
B BRI O RS
L fhE ﬂﬁfﬁfﬂ P ARSI #1) SE 7 R

2. F%Jt;ﬁpl?fn\y[m :
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Objects Setting >» IP Group

Profile Index : 1

Mame: Administration

Intarface: ANy (W

Availahle IP Objects Selected IP Ohjects

1-RC Department

2-Financial Dept

3-HR Department

OK ] [ Clear | [ Cancel

it IR
HE! i
&7 (Name) %ﬁ”¢%%WW?%’ﬁ%Tﬂﬁﬂmﬁuﬁo
i G2 RS Y /7 21 (WAN, LAN FSRLE [P~ 78) 1|5
(Interface) FARES PP IP P
FEI P Pors B |3 fF' fi I R IP it 2 ?B B
(Available 1P iF»LH' °
Objects)

ZEE IPPE
(Selected IP Objects)

B o>> et eenE L IP ?/Jﬁ‘f’ﬁ‘lgﬁifi@i‘?&m

f

3. KA o i TECOKIE s R -

Vigor2912 ==
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4.7.3 IPv6 P1i% (IPv6 Object)
T R 64 A T Rl RY IPVE f -

Objects Setting == [PvG Object

PG Object Profiles: | SettoFactory Default |
Index Name Index Name
1 17.
2, 18,
3. 19.
4. 20.
5 2.
5. 22
L 23.
8 24,
8. 25,
10. 26.
. 2.
12 28,
13. 29.
14, 30,
i |
18. 32,
< 1-32 | 33-64 Mext ==

iR

THE! FH

I e R 1l = e -

(Set to Factory Default)

%3 (Index) BT i) | o i) [ -

#75(Name) 5 P RO -

YRt PO AR - N RS
Lo H I 0L SRR #1) XS R
2. F%Jt;ﬁjfl%g% L/

Objects Setting =» IPv6 Object

Profile Index : 1
Name:
Address Type: Subnet Address
Mac Address:
Start IP Address:
End IP Address:
Prefix Len:

Invert Selection: O

ok | [ clear | [ cancsl
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RIEE R

BE! A

#7(Name) fiy ?{Lj‘é& G

b JHEE] TR 1PV fIufh HHEER] -
(Address Type) PP =P @ﬁ 7 IPV6 A i %p {8~ iHSingle
Address) -

PG B TR IPVE T 4l TR & SH(Range
Address) -

i/[[%\[ F=Piif e A—‘ i
IHSubnet AdJ ress)

PP P B ﬁ (i & IPV6 o> ﬁ% 9B T b gl
(Any Address) -

IR I=PIEE B MAC B i SiEE Y MAC @ iH(Mac
Address) -

[l 1PV = FfffEE i - 8 45 SR

Fange Address

Any Address
=ingle Address

‘Range Address

Subnet Address

Mac Address
MAC b fidy A9 MAC A g
(Mac Address)
5 1P b4 Jiy 1 OGO 1P -
(Start IP Address)
AN 1P b3 PPN S g AR 1 ﬁ%?ﬂ“ﬁﬁﬁﬁ‘ AN NP Ao
(End IP Address)
HifE=S i+ IPV6 o SHIVF I PERES L [ (1 64) -
(Prefix Len)
":’ffllig‘i . tllfhe_e[ ’F' s BT AT Sfif[pj IPv6 r+1lpg{§ ﬁj;‘z E
(Invert Selection) =P

3. HATE o RO T R -
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4.7.4 IPv6 ¥ (IPv6 Group)

I B IPV6 ARy T [ IPV6 T -

Objects Setting == IPvG Group

IPvE Group Table: | Set to Factory Default |
Index Name Index Name
1 i7.
2 18,
3 19,
4. 20.
5 21.
5. 22
1. 23.
8. 24,
9 25,
10. 26.
11. 27,
12, 28,
13. 28,
14, 30.
15, 3.
16 32,

s Gl

“FIET |

i R TR 2 IR R [ L R -
(Set to Factory Default)

ZI[(Index) R S }?&EU?@‘%@‘?@ Iﬁ:’}?’%‘ o
£7%(Name) i P A £ -

L igﬁ"fir%”éﬁi‘ ’ ﬁ?[’z“ THERE S
Lo IR P SIS ERER(TTN #1) &7 F%@J EE
2. F%t{ﬁﬁflﬂgﬁ L/
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Objects Setting == IPvG Group

Profile Incex : 1

Name:
Available IPvG Objects Selected IPvG Objects
QK ] [ Clear ] [ Cancel
fir P
i1 Hip
’E’Fﬁ?(Name) ﬁ?ﬁlﬁi K j}?i‘:ﬁ@ﬂﬁ ﬁ%ﬁ ) f5 %F'J'[‘}ﬁj 15 {7 -
'R 1PV ATE[ it I 1PV P21 2 BT I -
(Available 1Pv6
Objects)
BUPYIPVB i | H T >> HERFETE L P IPVE PUfF B T 1 4
(Selected IPv6 '] e
Objects)

3. KWL o O T R
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4.7.5 Jp5R P4 (% (Service Type Object)
[ah ' A 96 A P IR FF PRSI -

Objects Setting »= Service Type Object

Service Type Object Profiles: | SettoFactory Default |
Index Name Index Name
1 17.
2 18,
3 19.
4. 20.
5 21.
6. 22,
L 23
- 24
9 25,
10. 26.
n, 27.
12, 28,
13. 28,
14, 30.
15, .
186. 32

Next ==

-
[
[}
w
ca
&
=
=2}
o
=)
=

iR
Fif R

[ T il 2 HRE LR -

(Set to Factory Default)

ZF I [(Index) TRl Ty [J%Lu%gﬁfz{sﬂlgﬁ'
£/%(Name) R PO A OR £ -

209 Vigor2912 =Y/ = 14



R A ik RIRES
Lo HN AR o SRR #1) 357 RCRIF
2. F%{L_;rﬁj‘gl RN

Objects Setting => Service Type Object Setup

Profile Index : 1

Mame WWW

Protocol TCP b

Source Port =% N ~ 65535

Destination Part =¥ [ ~ |B5535
OK ] [ Clear | [ Cancel

i IR

R !

£7%(Name) i g £ -

fi F1(Protocol) ﬁ%f{% L%T{gﬁiﬁ’?g,@% Fl ngiﬁ}?f]‘ fifne
TCP »

Any
ICWP
GMP

UDP
TCPAJDP
Other

YR/ RS R T YRR RS E BRI F RV £ 5% TCP/UDP i [/ 5g]
(Source/Destination | @ bt » JIHRRLE FIFSAIEE e > AR O TR i o
port) B LS 7 AR <

(=)~ Hi 9% S s POREALTRIR - R R~ Rl
I E'{af R ORI SRR R
PPl | YR R SRR o

(12) i35 R BB » PR IA 15 S
B L T O ;—jﬁﬁ P PR A f'}’br =
ok BT IR > IR oA B [ R R
FRESITIL[ + 2 1 -

(>) = IRV R R R

(<) — IH PR PSR R R -

3. KWBED o O FEEOK I R
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4.7.6 Y5 EEE (Service Type Group)
F VR RIS ER ISR P A L [

Objects Setting >> Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Hame Group Hame
1 17.
2. 18,
3. 19,
4. 20,
5. 21
[ 22
L 23.
8 24,
9 25.
10. 26.
1. 27.
12, 28,
13. 29,
14, 30.
15, 3.
16 32.

B R

FIE! S
[l f&2 'Jﬁ&ﬁﬁ%‘l’?ﬂ Tl = i EIUF%%Q’H °

(Set to Factory Default)

ZI[(Index) R S }?&p@?#&ﬁﬁgﬂ Iﬁ:’}?ﬂ“‘ °
£ (Name) 517 PO R £ -

I A ik RIRES
Lo AR I P ARBEIER(IIN #1) 527 @RI
2. F%—\Eﬁfﬁ_gl“ﬁ? L/

Objects Setting > Service Type Group Setup

Profile Index : 1

MName: WalP

Available Service Type Objects Selected Service Type Objects

1-www

oK ] [ Clear ] [ Cancel ]

IR
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| F
£7%(Name) i g £ -

i 2V R
(Available Service
Type Objects)

(1 1P P I SR e
PO (8 T R -

RN e AR
(Selected Service
Type Objects)

Hh >> R PHTE AR [ P T -

3. FHREVE - U AL -

4.7.7 F{ﬁ%ﬂ"?’lﬁ(Keyword Object)
(27 200 A% RSP L (LT B PR 2 R (CSM)>>URL SIS

F

Objects Setting >> Keyword Object

Keyword Object Profiles:

LA (CSM >>URL Web Content Filter Profile) | 1245 (=L f 1 #8112 -

| Setto Factory Default |

Index Name Index Hame
1 17.
2, 18,
3. 19,
4. 20.
5. 2.
5. 22
I8 23.
8. 24,
E 25,
10. 26,
1. 27,
12 28,
15, 29,
14, 30.
15, 3.
186. 32.
<« 1-32 | 33-64 | 6596 | 97-128 | 129-160 | 161-192 | 193-200 == Next ==
i B IRAER
“FIE! |
i I R I 2 TR -
(Set to Factory Default)
%7 [(Index) B (21 Rl ke [ -
£78(Name) B P RO ¢ -

Ippg T FEOREA > G S
Lo AR A P ARBEIER(IIN #1) 227 R

2. F%Jg[ﬁgl B s

Vigor2912 ==

212



Objects Setting >> Keyword Object Setup

Profile Index : 1

Name
Contents
Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.
You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out
Result:
1. backdoor
2. virus
3. keep out
[ OK ] [ Clear ] [ Cancel ]
_— F - »:$ .
A’ JJ?E&FWJM“ :
= =
THE! i
A L » il £ N
£ (Name) Jiy * R £ -

"I (Contents) iy PGB RERR B BTN gambling - i e
i E%l]‘ » #3%] gambling (Eﬁ =RV p-[ﬁi}:rf;’ﬁ?ﬂl
T 5 P RS e s

HAEED B RO e R -

213 Vigor2912 =Y/ = 14



4.7.8 %E%d T (Keyword Group)

(&P PDR R RREET PR (59— (W > PRl s i (125 CSM>>URL AHEIT)
h;@i’glﬁﬁ%‘ t(CSM >>UF\fL /Web Content Filter Profile)f[ 2 & (=L E 1 £ HEV ] -

Objects Setting >>» Keyword Group

Keyword Group Table: | Setto Factory Default |
Index Hame Index Name
1 17.
2 18,
3 19,
4. 20.
5. 21,
[ 2
i 23,
8 24,
9. 25,
10. 26.
. 2.
12 28
13. 29,
14, 30.
15, 31
16. 32

i PSR

«FJE' EA|

R SR i 2 BRI -

(Set to Factory Default)

FH ] (Index) B (2 R R e [
£78(Name) ST P RO £ -
IR FORECH O R
Lo A MRS o S (T #1) 587 FERIF

2. FUHEEI
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Objects Setting >> Keyword Group Setup

Profile Index : 1

Name:
Available Keyword Objects Selected Keyword Objects{Max 16 Objects)
1-Key-1
2-Key-2
OK ] [ Clear ] [ Cancel
it IR
HET e
£ (Name) ﬁETT‘* ﬁ‘?i@ﬁi’pfj FFE o

8 RSP T (SR R0 o - (SR R i
(Available Keyword %%%*%’Jﬁﬁﬁﬁ%&ﬁ R IR

Objects)
= LT PIf o , )
HEEIRE g L) o g i 4 ume -
(Selected Keyword
Objects)

3. KA o RO s R -

4.7.9 ﬁ'ﬁ‘ﬂ'{ & $1{% (File Extension Object)
R B R ST I B P 2 JEBCSM)>URL PP
HHYRCER (CSM>>URL Content Filter)y] 1« {CHiFIHF .0 1) S £78 ol T 441
A RRVED = B -

Objects Setting >> File Extension Object

File Extension Object Profiles: | Setto Factory Default |
Profile Name Profile Name
1 5
2 [
3. A
4. 8.

iR
|

FIE EAi|

1 I R A 2 IO R -

(Set to Factory Default)

9 (Index) R ST T R R [RE -
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£ 778 (Name)

B P R A £ -

R A ik RIRES
Lo AR I P ARBEIER(II #1) o2 R
2. F%t{ﬁﬁfl%ﬁ? L/

Objects Setting >> File Extension Object Setup

Profile Index: 1 Profile Name:

Categories File Extensions

Image
O.bmp O.dib  O.gif O.jpeg O.eg Oljpgz  O.je2
O.pct  Opex  Opic Opice  Opng  Otf Ot
Video
H -asf 0.avi O.mov  Ompe  O.mpeg O.mpg O.mpd
.qt O.rm Owmv O.3gp O.2gpp O.2gpp2 O.3g2
Audio
O .aac O.aiff O.au O.mp3 O.md4a O.mdp O.ogg
(ceam ) D Hrem Hver Dower Dome
Java
O.dass O jad 0 gar O.jav O.java  O.jem O.js
oma ] e e D
Activex
O .alx .apb  [.axs O.ocx O.olb .ole O.tlb
G

R

pE! P

Al £ (Profile ﬁ%g@?ﬂ ﬁ,%:gﬁg» £ o

ame)

3. R P S IR ORI £ SR EOK) e FI
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4.7.10 Eﬁ?‘(SMS)/?B[’fFEJF;?%?’JffF(SMS/MaiI Service Object)

ETRVIRET(SMS) U sy

IR 10 AT R AR e |>> ARV (R
(Application>>SMS/Mail Alert Service)f[ i -

Object Settings »> SMS / Mail Service Object

SMS Provider Mail Server | SettoFactory Default |
Index Profile Name SMS Provider
1. kotsms.com.tw (TW)
2. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
4, kotsms.com.tw (TW)
5. kotsms.com.tw (TW)
&. kotsms.com.tw (TW)
7. kotsms.com.tw (TW)
&. kotsms.com.tw (TW)
9 Custom 1
10, Custom 2
Hl %’é%‘ﬁfw[“ :

HE! M|

i 0 AR i 2 LR -

(Set to Factory Default)

%3 B [ R R

(Index)

I%T{L_’?l‘ﬁ’f 1% N l’#?@rﬂi’ﬁﬂﬁi’ ge

(Profile)

AR S Ty T L VIS (1 gy ¢7E

(SMS Provider)

f/ﬂ’ﬁ‘ﬂ 0 TR S R
L ﬁTﬁ*lﬂ SR ST AR T - SRBEEAR (T #1) E e
gJ [H

Object Settings == 505 [/ Mail Service Object

SMS Provider Mail Server
Index Profile Name
1.
2
KR
4.

2. F%{Ljﬁgl =g
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Object Settings == SM5 / Mail Service Object

Profile Index: 1
Profile Name
Service Provider
Username
Password
Quota

Sending Interval

Line_down

lotsms.com.iw (TVW) b
line1

e

10

3 (seconds)

oK ] [ Clear ] [ Cancel

P REER P
HIE! |

?7{5@'{ %4 ﬁ%?ﬁﬁ?rj E L%?gﬁi‘ £

(Profile Name)

55 T (P UG R AR VIR IR R

(Service Provider)

¥ ¢

(Username)

@ SR © F0 S P AR ey st

i

(Password)

F% 31 {5 -
P PR RIS e T o

'%ﬁFﬂﬁf}j fi 1% i 31 {3 o

iEaldlll e
(Quota)

L VR T T B9 R
2 1 5 PR B SR T

=l

(Sending Interval)

B TR [F;% J@*E[EI ’E:g,‘ ’ ﬁ%‘?ﬁi ]EQFET?’LE?%TE‘JFEI
I el -

Vigor2912 ==

KARAL o 1 FEOKIE: o I

Object Settings == SIS / Mail Service QObject

SMS Provider

Index

Sl A e

Mail Server | Setto Factory Default |
Profile Name SMS Provider
Line_down kotsms.com.tw (TW)

kotsms.com.tw (TW)
kotsms.com.tw (TW)

lemberme rorm b (T
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%5 [~ RV (Customized SMS Service)

A %EAﬂEWE‘FI‘FﬂF/MIﬂ %r& 1o e BUERIRVIRST > SR o D RIS R T
riFEFfI' o [T s [ 9 = 10 Al e [ﬂ ’Er& puﬁlﬁ%aﬂ @ A9
=10 J%Lﬁ CPELRLER jicl;ﬁélfu °

Object Settings == SMS / Mail Service Object

SMS Provider Mail Server | SettoFactory Default |

Index Profile Name SMS Provider

kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

[ |go [N [ & = e o =

Custom 1
Custom 2

=3
=

£ 7 B 9 5 10 BT LRI
Object Settings > SMS | Mail Service Object
Profile Incex: 9

Profile Name

Service Provider

Please contact with your SMS provide to get the exact URL String

eq:bulksms.vsms.net: 5567 /eapifsubmission/send_sms/2/2.07usermname= £ Ztxtlser£ £ £
&password=2=ztxtPwds s £amsisdn=s 2 txtDestz £ =amessage=s =txtMsgz ==
Usermame

Password

Quota 10

(%]

Sending Interval (seconds)

oK ] [ Clear ] [ Cancel

i PR

E! =

R £ 5 SN £ -

(Profile Name)

T B T

(Service Provider) TR E O “BEHFJ;HIF *URL > [as B iRV

e | IEIJEEL—pEu URL “Ffl} -
B 1% ¢pa SR R L R I T

219 Vigor2912 =Y/ = 14



(Username) Hj o

0= EPEE T G 3L (R
RS fiay é'EFIF” EiH ?iF B RIS F”ﬁﬁu%
(Password) ﬁg

%ﬁ?m@j F[% n 31 [[-{—JT- °
iGEaldlie fiay LS R e e B R
(Quota) 1 f B ISR T RO T FEL

2 b B’ehﬁlﬁf&w LR SR ]

(Sending Interval) PEA I il

KLY o O FEEOKIE: e f L

?[K[’fﬂﬁiﬁ;ﬁ’aﬁ(Mail Service Object)

H IR 10 R o AR | TR ) >> RSN (PR AR
(Application>>SMS/Mail Alert Service)f

Object Settings = SMS5 | Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name
1.
2
3.
4.
5.
a.
I.
8.
9.
10.
i IR
FE! P
[ &EET TE,%I’ZEI ?%Bﬁ??ﬁﬁﬁﬁ?%éﬁﬂ °
(Set to Factory Default)
9 [(Index) N T J‘]I% u%{ujﬁa?{sd |1
r%@lﬁ’f ] g P *?U“éiﬂ IR o
(Profile Name)
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g PR » SR R

1.

&

I=

B I S SR SRR Y SSERA (RN #1) 20
Fl E-l 0

Object Settings == SIS / Mail Service Object

SM3 Provider

Index
1.

Ll e

2. %’;“L,%ﬁfjfj CTENI

Object Settings => SMS [ Mail Service Object

Profile Index: 1
Profile Name
SMTP Server
SMTP Port
Sender Address

| Use SSL

Authentication

Username
Password

Sending Interval

it IR

Mail 5erver

Wail_Natify
192.168.1.98
465

carrieni@draytek.com

john

L1111

0 ({seconds)
QK ] [ Clear ] [ Cancel

(-

i

it

|

L £
(Profile Name)

" IS £ -

SMTP fﬁj’iﬁz%ﬁ
(SMTP Server)

B i RS 1P 6 h

SMTP 15
(SMTP Port)

?ﬁq * SMTP fﬁjﬁﬁ%&'ﬁ%‘,{gmiﬁ&% o

HE g

md :—F{FJI'iF k EIUFE?’;‘)?BH“ gt

(Sender Address)
@EIJ SSL jj{%fﬂiyﬁ@?’sﬁEljf—*ij’j: 0
(Use SSL)

R

S I A T P PR T R
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(Authentication) R A EEFEL % S ﬁb?ﬁf’?ﬂ' Pﬂﬂb o

EIF'J?{E,?PJ(Username) % ﬁ == F’?%*fu[ggf'
5 o

il (Password) —gfi | 15 RIS -
RS Fﬁ %bﬁﬁ IH‘LTF*FVT%EFUF Bﬁﬁff’ﬂ

(Sending Interval)

3. KB E o ORI AL

Object Settings == SMS | Mail Service Object

SMS Provider Mail Server | Set to Factory Default |
Index Profile Name

1. Mail_Maotify

2

4.7.11 HP21% (Notification Object)

IR 10 70 A B R D | R > RV B T
(Application>>SMS/Mail Alert Service)f[i -

DIPIFRTIRET FIFRE T -

Object Settings => Notification Object

| Setto Factory Default |

Index Profile Name Settings
1.
2.
3.
4,
5.
6.
T.
8
i H R
“BIE! et
[ L R A 2 HIR AR -
(Set to Factory Default)
ZFd[(Index) TN T %Juﬂ S R Iq“*l?j%&“
I%Tﬁé’r F %Hfl’d[’#f?tﬁsﬂ\lﬁﬁ £
(Profile Name)
> E(Settings) R PR AT
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Dpvpi g PR ﬁ%ﬁ“ CHRRES
1. F'HEJ?%‘?”JIEF LA>>RIHIPI(F (Object Setting>>Notification Object) » i i ™ Zd [
R SRR #1) 5 BRI

Ohject Settings == Notification Object

Index Profile Name

[P oo [P

2. [%J@“Fﬁ—gl CIEN I

Object Settings == Notification Ohject

Profile Index: 4

Profile Mame Motify_attack
Category Status
WAN [Ibisconnected [JReconnected
VPN Tunnel [bisconnected [JReconnected
[ ok | [ clear | [ cancel |
T:‘[J EIJ]:%F';‘;\(:'%EFIEJZ]D_L :
EE! =]
%ﬂ—;’l’é’f %3] ﬁ%ﬁ‘ L%ﬂé’rﬁ'&’ B o
(Profile Name)
T i WA -
(Category)
AR B W R PR > (S T 2 R A PO B IR i
(Status)
3. i“u’?‘/?t& % J%’*Tféi‘i(OK)i‘i‘/%%ﬁfﬁ%&?% °

Object Settings >> Notification Object

| Setto Factory Default |

Index Profile Name Settings
MNotify_attack WAN VPN

[ I
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4.8 BUIRBLZEEBIE(CSM)ETEE

Bt FL—J/ fi7E!(CSM, Content Security Management) FLRLE e dd7 4” SNFER B
%ﬁ%m Fuﬁf_} EIT Fk | R R URL 7 FLI JE RS = s

Tk [RE=N *F%EZL%TLJE((APP Enforcement Filter)

H#Wﬁ@%%ﬂﬁhg%uﬁﬂ’k@kmw@%@@@¢ﬁ B SR A
B[ PR =0 (T o e [ﬂ%&FUEJ Ju ! EST IP2EN Ci 1Sl FJ"T%l #]J [%»[F:Hﬁ ﬁi
[RES I*HIF?’EE‘EW@ J/E - & Pﬂiﬂﬁﬁ%;‘ﬁ“ IFE% = [&i_B’B[st\ip {SEA “WW?@& o SR

[ N i Eﬂt@imﬁleiﬂﬁm%j[ﬁ%&
o e o KL "Eﬁxﬁﬂ*ﬂﬂ‘ ESAINEiER CSMTS Eanli

URL | ?}iy&ﬁ’%ﬂ%ﬁ'(URL Content Filter)

A A N - Vigor BB URL [t »
~ T P ORI | R A R R A B R R

- LV réffga S+ URL g0 1 #,q‘r]g RFHEI Y HTTP gt - g
- —F]E[lﬂ [[,m H-gvjfnﬁ'?_ [& I Il :LFI]EJi l%é »URL | Jf‘;{fﬁ%ﬂ‘gtr* (G 1W*
A9y Fﬂ@ AE P E Y }\%‘;ﬁﬂ A RS RS e T EE ST URL T FLIH
ﬁﬁ*m‘ﬁ%ﬂ?:ﬁﬁﬁﬁfwﬁ FPSSEPIEY 97 (ke o URL [ 4t 13
T 1 }]%Irimmﬂjpﬁgﬁ P 'mqw‘%p“oﬂﬂiwt’ et i URL 5 il
b BT TCP it (I HTTP AR - [y~ 4Ef% f SR EFE1 | TCPAP i S At 46t
EES

Wi vmu%mgpl%fﬁwﬁﬂﬁ FIARIE! ™ BV PRS- AT v B
R L ST (RACIX - Jov Agpet. EHBIAIT (5T
- P ARG R E Fﬁﬁ Jfﬁﬂ?%iwﬁm’ﬁW*ﬁ
Amwxﬁﬂ%ﬁﬂﬁ“#ﬁﬁﬁa* ﬂmV%WH’f e e
i % ﬁ?ﬂ“jﬁp [Fﬁ%@ Hpo ko

ﬁ{ﬁEJ[ l’!‘ipiﬁfénﬁg(Web Content Filter)

I&ﬁ"ﬂ?ﬂl}:[ hﬁ[ﬂ ‘Vﬁ?ﬁ FF[J[ Jf’\ Eflgg 74\" o [EEh— [ﬁFFFh = pj«zq HY LR
T N FEHE (& fFEpY ~ wu[y'?ffﬂaﬁlilg% FEE Vigor BE BN A ﬁE'xH?’EL%HJ
PH[WW FOREATH T T AL P 5 BP0 RE S T RO ]
]y *“ﬁfﬁﬁﬁ;’?‘/ R

- R fﬂ“*w AT AR i i I E‘%{Hﬁkuﬁ”‘wuﬁﬁ*ﬁl%’ & ffi# URL
EFQT‘J\ {5 www.bbc.co.uk) }{ﬁﬁtﬂ[ SurfControl & F’?fj[‘EﬂJ[ q@%g m]v]qajfllﬁ}% A o wY
Iy 70 FE2E 7 A1 200 (B > i 1 Rl ?ﬁ Eﬁh;ﬂ?‘/ 40*:@ [ PAFER AN TSR o P
erR s = SRR P B R R T R P ([l R B URL i i p g
HIRGEE RS o 209 Vigor B EE s lﬂp }%E% [SRETRE }Mpm?}f‘g BT S RS Ut LRy
gﬁ%*ﬁ’ PNEVE - {25 1T SR (IR - R T R fﬁmﬁﬁgﬂ‘

[EET URL [y Spvacei s B M A ) A i -
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4.8.1 EH]

Bl Fh,afi?;‘-Lﬁ((APP Enforcement Profile)
& S S AT R VRS
fol > P F’?—ﬁ—f IJ%%EZT?—/

ﬂ%ﬁ:j{/ﬂ [%VEFI —L 7 [ F[jﬂ | ;I:*é,;i I iﬁ]gi(js',r‘gﬁlj—[/g:»
S o >>§l¢%4—(F|rewall>>General Setup)pu3g

F&’%JE'[J(Default Ru e)Hl ) ]é;?ﬂ: &W&r}ggu 194 o

CSM == APP Enforcement Profile

APP Enforcement Profile Table:

| Setto Factory Default |

Profile Name Profile Name
1 17.
2 18,
3. 19.
4. 20.
5 21
5. 22,
L 23.
8 24,
9 25,
10. 26.
. 2.
2. 28,
13 29.
4. 30.
15, .
16. iz
fir SRR
BE! e
It L R 1l = PR -
(Set to Factory Default)
RS 51T (IR LRI -
(Profile)
£78(Name) B [l AR R PRl €7 -
H | PO

T AR - PSP OES M-
P2P - {32 fy o 7 I 3 AR i J]%J;[

e
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CSM >> APP Enforcement Profile

Profile Index : 1

Profile Mame:

M P2P Protocol OTHERS
[ selectal | Clearal |
Protocol
Enable APP Name Version Note

[ DB DB2 is a relational database management system
(ROBMS) offered by IBM,
Domain Name System (DNS) protocol is used to translate

[ DG gasily memorized domain names to numerical IP
addresses needed for the purpose of locating computer
services and devices worldwide,

[ TP File Transfer Protocol (FTR) is used to transfer files from
one host to another host over netwaorks.,

[ HTTR 11 Hypertext Transfer Protocol (HTTP) is the data

) communication protocol for the \World Wide Web,

Internet message access protocol (IM&P) is a protocol for

O IMAR .1 e-mail retrieval.
Internet Relay Chat (IRC) is a protocol for live interactive

IRC 2.4.0 Internet text messaging (chat), synchronous
conferencing and file sharing.

. Informix is a relational database management system

O Infarmix (RDBMSY offerad by TBM.

mMirrnsnft SO Carvear s 3 relatinnal databhase
— g
i PR
HE! =ML
I%@FE’? 1] ﬁ%ﬁﬁj‘ L@F TR EE

(Profile Name)

= HIERE Frl 2 i Epee

(Select All)

T = ?’%Hﬁ% b £ {INRTI N

(Clear All)

fhfe $81(Block) — FURLFT I FIREEOR A iR -
(Enable) SRD(Pass) = FRLAT {7 FI R R B F TSR -

T IM AT

Vigor2912 ==

“THpE

[
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CSM == APP Enforcement Profile

Profile Index: 1 Profile Mame:

M P2P Protocol OTHERS
[ selectan ][ Clearan | Support List
Advanced Management
Activity § Application MSH YahoolM AIM{<= v5.9) ICQ
Login i O L L
Message [l F F
File Transfer il [ [
Game O O
Conference{video/\Voice) il il ]
Other Activities [l F
IM application wialP
Oame,/7 Oag/mm Oichat iabber/Gongletalk | HSkype  Clkubao
[Googlechat OxFire OzaduGadu Opaltalk Ogizmo  OstrsrTe
Oanesxt Orocofrrass Oareschat Oalivw CtelTal TD Sneak
OLava-Lava Orcuz Oispo Ouc O Eamspes
Omabilemst Oeaiduni OFetian OLne Raidcall
\Web IM { * = more than one address)
eMessenger WebMSN meebo* eBuddy ILovelM*
[\webiM URLe ICQ Java* ICQ Flash* goowy* IMhaha* getMessenger
IMUnitive * Wablet* mabber* MSN2GO* KoollM
MessengerkFx* M nger Adictos WebYahool

482 URL ['] Fﬁ iﬁ%n%ﬁ'%"“ﬂ‘—ﬁf (URL Content Filter Profile)

PG HEH (R pﬁ%’ﬁf’é‘.ﬂ: i3 RF‘:J U™ - Vigor B AR ] URL 7 #ﬂ@%ﬁ [ Hﬁ‘ﬂ
ﬂ‘“‘j SEPUETE W"ﬁfﬁl—j Al [ﬂ Bﬂj‘ﬂjﬁﬂ—ﬂ_@%ﬁLﬁFEJﬁTﬁ qaj,_%ﬁf/\ AU

- Ll@“ ?ﬁﬁ?" Féf%—J A - URL Fﬁ%—J (B2 “}H%’? :}Hﬁg[ J HTTP Z=f » i/[HF—
= R E'[,m IV ﬁ*ﬁ‘ &) xﬁﬂi‘-}i i~ ’URLHjﬁz{E}?’EL%E’E’H (IF A E | =%
PRI A > s %’#f St i - su * URL m"f“im
VAR TR ’EFE'fJ U%Liiﬁ PP EY 2 po (B o URL [F) 3y s P
(U L ST %ri@paﬁjpI%EAﬁElilﬂlf%?%Fﬂ‘?ﬂﬂi[ﬂk U u%wﬁ h RLJ i
RL- T T TCP i & (VY HTTP 2% » iy~ 42T R fe! ) TCP/IP ﬁcu@gpwﬁ
EES
1=,V Vigor E‘é‘,plg iy [VGLHEI“J?{:*L IHEIAHE T BVERE RS o BRI
;’4[’? FEITRL— [ (S0 ships JZ] ' Bkl ActiveX ~ Java Applet ~ ESERITAIE! P30 il o
— FURTET™ 803G ukﬁl%pjﬁ;:;k Hr []E{ Tt ﬁq.ﬂip e tg_ma!ai”“j\%&i YEEC e o RO e
ActiveX jtifruq'ﬂ]i[rﬂﬁ F #ﬁgﬂjﬁgl N ”E“Hf[j{ ;gjjj i % J’@P[B@@E@jﬁﬁﬁg h@?ﬁu
1 P o s
l’ﬂiID’ IE%L el T&%J Rlsex(14)” o FEEE E'[g* Hﬁ;ﬂ &7 SR RLAR S vz
A- FJ‘J www.sex.com ~ www.backdoor.net/images/sex/p_386.html » 75 (£ i I H’F[ &
URL = [[Fi‘/f 77 AV EFE www.sex.com FY L sex.com i) B«Lﬁ‘[J

Ft > Vigor B AR AT (I RV IR A A R T

JT AL F“?;'(CSM)» URL [Jﬁ;ﬁ}?’aﬁﬁ%iﬁf(CSM» URL Content Filter
Eroflle) - }{‘—’Jx’rF“L 5 .‘iﬁlﬁq F o

=
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CSM == URL Content Filter Profile

URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name

1 3.

2 6.

ER L

4 i
Administration Message (Max 255 characters) Default Message
<body><centers><br><p>The regquested Web page has been blocked by URL Content
Filter.<p>Please contact your system administcrator for further
information.</center></body>

i R
FiE ! P

[l fEiL"’E&ﬂFl%EEJ HE = F"}ﬁﬁﬂ%ﬁg?ﬁﬁ[ °

(Set to Factory Default)

(Profile)

¢ B el £

(Name)

eI (e AL ORI IR L -

(Administration §EF%I‘?45L[7J”'“(DefauIt Message) - [&i']) “ﬂﬁ?‘ R
Message) LN PRSI E[F%ﬂ URHEL > MEES T F’,TEEIQEL

(Administration Message) H4Z[*| -

[ F%g 85 URL [* Jﬁ;@iﬁ%ﬁ%&ﬁa ’ ﬁ%}%z{s SRS BRI EIp
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C5M == URL Content Filter Profile

Profile Index: 1

Profile Hame:

Priority: Both : Pass v  Log Mane s
1.URL Access Control
[JEnable URL Access Control OOrrevent web access from IP address
Action: Group/Object Selections
2\Web Feature
[JEnable Restrict Web Feature
Action:
Ocookie OpProxy [CUpload File Extension Profile: | Mone %
[ QK ] [ Clear ] [ Cancel
IR
FiE! =P
r%@l’é’f ] ﬁ%ﬁﬁi“ F?”@‘é’f %]
(Profile Name)
[Beif HOERE PR PR P s (=R o
(Priority) ’E" £: @@(Both Pass) — Ml ‘if Z URL & Jvid
s

H_m}l[

B
SRR BT OB FP“ ]
ﬁ iyj%ﬁURLﬁWﬂﬁfﬂ% IR rﬁﬁ%ﬂzuﬁ&ﬁﬁ?ﬂ
’?" #£i(Both: Block) — P& EMRE = (=7 ﬁ‘“
"TVPL P“'%E'Fﬁfﬁf?ﬁtl (Ffrog e ,S Sl
i%LE FI&H% URL QWVﬂﬁfﬁ%{,ﬁﬁgl%f’%ﬁ /IS
%ﬂﬂfjmﬁl‘ﬁ“ °
= ?{}%‘~ URL H?Vﬂﬁfﬂ@i(ather URL Access Control
Flrst)— 1 F”TEJ%]‘CIJ’F,”F URLT;"TVPL “'Fﬁglﬁf%(’l/%
i [k » ﬂ—%ﬂ'ﬁ.. H I ﬁp.wﬂﬁgﬁj] try,ﬁ é{-a:j'ﬂ——gl )
E‘%‘,HI%Eﬂijiiﬁilﬂ URL HTV#L?F[J%M Iﬁ{m (SESETNE |
S AR
ZHBE- ,?F@‘El’:l—*jf‘é%@ﬁ _(Either: Web Feature First) —
FFF‘E E[Nﬁl /\ URL tngﬂﬁ:UE‘ Gﬁf}gl[ . 7'&%‘L['§[$E

ﬁ’
URL

a"_ib

[[—“ ‘JJ' l’&tﬁ‘ iﬁ“—: [JE}j[‘l:ti‘,lI: _.L_-Ft ZF I;I&IE[[EUS}Ij
[f‘v%/;"lﬁgl IiFj\ F[ Jﬁ ol o /Hip;(f, X!LIE‘I ‘iff[ URL
[F Vﬂﬁfu IiFF[ NES T
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Both : Pass v
‘Blath - Pass

Both : Block
Either : LIRL Access Control First
Either : Weh Feature First

FEIE(Log) R(None) — 147 PRI ™ o
RxE(Pass) — [T IEJIHF‘}“[':%? FelE8T: Syslog 1 °
FHE£(Block) — | UF) ﬁf:éfgm":f r:,tl%‘xr-l- Syslog 1 -
2 HICAIN — 57 O e IR B 0
Syslog f[1 -
Mone |'V_
Mone
Fass
Block
All
URL T%?V?;L”ﬁj[] HEE] URL T;E‘v#iﬁ‘u(Enable URL Access Control) -
(URL Access Control) | F=HIFEs URL & /Vﬂﬁiﬂt?i gz EL URL '*?VPLTFU@

“AB(URL Access Control) }%li s 'ﬁhiﬁglﬁf‘%{(Restnct
Web Feature) » J[1AFEI*] IH 7 URL % V3% UHI Nt
o B TRV T gk F[JLF'LJEWP iy 5”F'm h B
HIF’?}‘F Lg{ﬁgﬁj[‘ﬁ
[ I 1P b ?VﬁnE@‘EI(Prevent web access from IP
address)- 203 M= RAFR (P R ] IP A T
http://202.6.3.2 s fol 71 & ZV R g 7;& ’ *>| SEEVRE T
{4 ~ gikEE URL affvﬂﬁtuﬁuﬁi f Elﬁzaﬂﬁﬁﬁf FTk
YR > ZURL [ F“IH?’ELE“ET i'ﬂ“%ﬁﬁi (SR Fjp J;Fﬁgl -
S Jﬁél":
1Erbl‘E(Actlon)— PrbReiE s S T - D URL Vi
IB-(Either : URL Access Control Flrst) ERANE = S 13
5 ErfR-L(Either : Web Feature First)Eiﬁf““fgj Bl o
FEPass) - 7L A* F%TEJ%J RN V%%%J VAT -
;Efﬁé'/(Block) \’uj"ﬁ k b"‘ E | FRHEE B T L Rl st
° cwﬁ T ] ﬁ% EARHSET L B
‘}L-i’*j’[ ﬁ"z’éﬁlﬁ?‘%i‘

Action:

Block

FEC P F Z B (Group/Object Selections) — Vigor & (1135 -
l'ﬂE‘{?ﬁ‘“%E [EEA R ﬂ/l“ﬁﬁf@#%ﬂ*rﬁ%
W%JIiieauﬂ ek ) P ALR S
URL f AP SRR T A PR RLS T B
Bh[i - P39t JIWﬁE ﬁlw’#’twh[ﬂﬁ HER
e VigorE’é‘,plﬁﬁﬂﬁﬁmﬁ*ﬁ = {7 8 SR
NG ﬁglpJ URLIE;_1 rn[ E’L’ﬁ&'”ﬁﬁg@ Ffj,fg F;T[

Vigor2912 ==
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Vigor B [ B & e g R E 5

Object/Group Edit

Keyword Object Mone | w
or Keyword Object Mone  |»
or Keyword Object None  w
or Keyword Object None
or Keyword Object Mone W
or Keyword Object None  w
or Keyword Object Mong %
or Keyword Object Moneg %
or Keyword Group MNaone
or Keyword Group Mone
or Keyword Group Mone »
or Keyword Group Mone »
or Keyword Group Mane
or Keyword Group Mone »
or Keyword Group Mone »
or Keyword Group MNone »
[ ok ] [ Close |
MR & f’f H jﬂa FI% B (Enable Restrict Web Feature) - 2=
(Web Feature) “‘J e %54 PR AL

E"J]‘E(Actlon) - PR EOEE T : URL & 3vix

ﬁﬂ@ﬂ‘_(Elther URL Access Control Flrst) T HE- A

gl’#j E R (Either: Web Feature Flrst)Eﬂf?F ffH] -

FEPass) - 7L A* ﬁfﬁ%ﬂ & B 1 VFj‘-%%J AR -

Ff##£1(Block) - T*uj"ﬁ AT FﬁﬁﬁJ T RS P

—E[ ° EI"IIVﬁ [—n_T ]‘J [[Hku.. ["’FggJ l]r’%{%ﬂxiﬁ Ff]:] %“_ ’ I:Tﬁ;/;ljlrﬁ
FUY A o

Cookie - JE’IF““H’;FM«H Sﬁ Uﬁthi%;L cookie |E°lﬁ37m{o[[}

IR B8 TSR

Proxy - 22 IRl (P o ) T 5 lﬁ*ﬁﬁlﬁlf* TElfer e 35
i R R B0 L1 Bk
%Lﬂiﬁjﬁ RELE

F VI ‘E’lﬁﬂ‘—ﬁ;(ﬁle Extension Profile) — %El%ﬁ%ﬁ‘;»‘ﬂ

it El:[*J[f[:(Object Setting>> F|Ie Extension Objects)f| 132

- [ O 2 S R

%Jﬁ&fgﬁ?mﬁ JEL*J[‘E o

File Extension Profile; | Mone i

1-image

RARED & - 5 RO s IR
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4.8.3AFEI) ?‘i@iﬂ%ﬁ%ﬁiﬁ'{(Web Content Filter Profile)

g\ﬁgdﬁ o I}?féﬁm&ﬁwg Ich[ﬁ EIT ?5‘3’%;@ (WCF) - ; m rﬁ‘ﬁliyiﬁ’lﬁﬁ’b*%?@ervice
Actlvatlon Wizard) ~ g7t ) Fﬁi EX >>afﬁ}EI[ I f\yﬂ;@i’ﬁ%ﬁ'%ﬂ‘—ﬁr(CSM»Web Content
Filter Profile) iy kL 5 kAE&8>> R 'E’?f&@ﬁﬁﬁ(System aintenance>>Activation)

qg; F’ TRRE LS IR Y WCF %ﬁ@ﬁ? By F 454 57 http://myvigor.draytek.com Erurj'ijﬁf
25 (MyVigor) -

T YN TR IR f m@%af fgﬂWCFﬁrﬁ: S ’*3‘1 (MyVigor)fill
sty > NI (ST TR - I:“<5‘7:_]’f i ™ IAHRRRY T 5 i SO0 MyVI@JOIr
(AR AR -

LR PR TR R Y WCF % (i -

WCF ?%“V#ﬁ A5 B R PRSI 45 > ] GRRLITEY WCR TR gy LIV B i i
i > A T R Y R RS 0 el EpY li‘f FIR] v|gor5'§<,p[ggﬂ jqu@wﬂ
PEFF? jL’EQﬁ F[ ji_ﬁ"ﬂﬁF fir J:i’ﬂ }‘{—g v A f& E[E/[EQF Léﬁ‘u‘fgj: %5' ﬂ,tl FF? ka'i_"l\*%Jrr? AT ©
H B g F?%(CSM)’IF'w BREIT f??ﬁnﬁit%ﬂ‘—ﬁ((Web Content Filter

Profile)g/s \_Elpl » II ;f AR ] [%EL F%JL?F‘U qBé‘Efﬁi s [T
R %( |nd more)ii ’g A ﬁlfil'lﬁla TMQ:EAFUI RS -

C5M == Web Content Filter Profile

Web-Filter License Activate
[Status:Mot Activated]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Web Content Filter Profile Table: | Setto Factory Default |
Profile Hame Profile HName
1. Default o
2, 6.
3 7
4, 8.
Administration Message (Max 255 characters) Default Message Cache : | L1+L2 Cache »

is :“egﬂ"lﬁ:l Wit h iC I_Sc <br >h»3 been ]:l::'.e:l by schT £5c .\=]: Content 1l-=“ <p> 1543=

contEct your system asdministrator for further information.</centers</bodys
Legend:

%SIP% - SourcelP , %DIP% - Destination IP , %URL% - URL

%CL% - Category , %RMNAME® - Router Hame

i M RERP

PE! il

Frp(Activate) £ I8 MyVigor [ R WCF /g5 -

R Tl HEF P FARORE A2 WCF Sbkinglie )
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(Setup Query Server)

WA a7 URL D [l 8 SRR P

P S (3 3 HBIZ P R L -
(Setup Test Server)

R! %(Find more) O B SR V9 (I
M W PR | I R

et

(Test a site to verify

whether it is

categorized)

I T

(Set to Factory Default)

H,—k IF“IE?J?[H[ @i L 'qp E[%}‘h@j

S’ﬁir%?ﬂ (57 F[ N ;x}jﬁ? TS |F,k,i}$—k P Ty S F']ﬂ%ﬂ UFHEL
(Default Message) BE T F@%EL(Admlmstratlon Message) H A= | ﬁi? k
v w(None) — 5K 6 F;z%ﬁ} WCF ﬁkﬁfﬂ@ (R0 = B A
(Cache) PRV URL > BRIV B lﬁﬁﬁf,p A’ i ﬁ{*PEpJ

URL ST = -

LL - B V] 1323 WCF I 1 07 A
URL - iID%JW URL Jl A=l 15 2 VIFE}’ ’Jilf“}lﬁ’lF”EHv[ R
S R A S i I
B PSRRI R URL YT -

L2 - 2R 253 WOF RSB 1 107 4101
URL - v[[%\l‘/ RL fi-s 'T+r+,V HRES 315%&}{»’1[ |p ”L*l"ri

ANy 517, i R
7 IR 1P o 2 IO S
f/['%'*ﬂ” OBV B 1 © PSR

PR = PR URL SR = -
L1+L2 {%3V(L1+L2 Cache) - H&f lggﬂqg ML L2 Y
Tjrr’jt‘[\;{ﬁﬁ%g‘, URL -

& %£8"“{ﬁglfjﬁ’iﬁﬁ%;ﬁé L D B r?fvﬂ*?lf' 3 B sl

w 7 O T o » i 12 = oy
1 - ﬁlﬁﬁjﬂggfgl w;mg,sfl/@ﬁl F’?EJ WCF A F’ﬂé.ﬁzu% fﬂ%"%ﬁ[ﬁ%
L} I/

4’_}?’?&%

(A ﬁ@ﬁ%&@
Py (SRR

[ 12
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C5M == Web Content Filter Profile

Profile Index: 1

Profile Name: |Default

Black\White List

OEnable
Action:
Block »

Action: | Block «
Groups Categories

Child Protection
Select &ll
Clear All

[+] Alcohal & Tobacco
[FlHate & Intolerance
Porn & Sexually

rheating

Group/Object Selections

Criminal Activity
[l1llegal Drug

[ violence
ey Echrr=finm

Log: |Block

Gambling
Mudity

Weapons

Tascteless

i B R

FE! M|

P £ iy AE P AR i £

(Profile Name)

RUBHE g f” (Enable)— fi’i’ JWEW SRS A7 1 R

(Black/White List) BRI SE :J; I} e S S ?J[;c/g‘«r:'”ﬁrﬁi,l )
E'JE[HI *[*f HJFIE":‘ P R R

Ehomp JE{*J[":FQ,[F
fh e 3 ;Fﬁ}(Pass allow) — AFEI[ [
P RERE FL  HORE

S
gl Frsti(Block - restrlct)

RIS PR

m,m&rrﬁ JLFUFTJ%
PRI Rl <
'ﬁf}g[[ ?1!“{ |7 T e Y

RS R LI T

B4 {®(Action)

Ebdl (Block) —
AR 7 I

LIJ[

IEJI[E}(PaSS) =R O ﬁéﬁﬁ[rﬁtﬁ#q FIFe
S LJwH_HFIJ—i #E;'jfﬁlf«%i%[% EII:LI ‘{/[I%‘J

= ﬁﬁ’j’[] adiil IW"P‘%F

I
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Log(weéR) & (None) — 147 J © [ {5 P SR e
R (Pass) — | U EpY (= 1 5#7 Syslog f1 -
FHe£i(Block) — [1F] ﬁ-"“@‘ﬁlﬁf‘eﬁ?r‘;‘%ﬁ ‘+ Syslog fl1 -
“II?[S(AII)— B e If J;ﬂu‘e(:p ﬂ%’ﬁéﬁl)?ﬂ 7T
Syslog 1

thk,v

Mone
Fass

All

LY o T ORI o AR & -
4.8.4 DNS jpiias (DNS Filter)

DS JAFTRIGEE DNS g » SRR 052 WCF . /] BT HTTPS URL -

R D DNS SR ~ /Efﬁl“ | WCF 55 e it & » [ WICF J2Afi 4 i) 3y
éﬂj’ l"—T ° F\ EI“ DNS 1]’__}3’%&{ —y %—‘J‘ﬁ CIJEfF Hq 1 l: [’?j{y‘FIJ o

CSM == DNS Filter

DNS Filter
DNS Filter ClEnable
Syslog MNone
Service Mone i
Cache Time(hour) 1 &
Administration Message  (Max 255 characters) [ Default Message

<hody>r<center><brr<brr<br><p>The requested Web page <br> from 33IF% <br>to 3URL%:
<br>that is categorized with %CL% <bhrrhas heen blocked by %FMAME: DMNS Filter.<p>Please
contact your sysStem adwinistrator for further information.</center></hodys

Legend:

%SIP% - Source P , “WURL % - URL

%CL% - Category , %RNAME%: - Router Name

[ (6134 ][ Cancel

fir R

“FIE! |

DNS i}fﬁ'ﬁ%’%ﬁ 2 f";]J H|(Enable)! ) | %?ﬂl lk%w'ﬂb o
(DNS Filter)
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Syslog

SR UK (A Syslog @t r:ci%ﬁa
"“(None)—lF*%Lq/ AT ﬁf ’@Fcl%&iq\« o
g (Pass) —F U Ff & ﬂ@gwﬁtl%ﬁ{ 1 BLEL 7 Syslog o
FI(Block) —| ¥ i B0 54y RIS 2 Syslog -
“?‘B(AII)— HE | p%gw[‘e(@ﬂ%iﬁ%l)ﬁd%aﬁﬁk&iﬁj e
Syslog -

thk,v

Mone
Pazs

All

Tr5(Service)

R -
Mone b

Mone
WCF-1 Default

234 WCF Zfi e 22 7] DNS S -

VS (E)

Cache Time (hour)

& DNS IIFVEIE] <

(Administration Message)

fiay * b Emu AT RLER TR T +Mﬁﬁ’ﬂﬁ£«‘$ﬁ
[HMIJ[ FL

Fy L o H O EROK) R qﬁfﬁ%&%ﬁ@; :

f

Vigor2912 ==

T°F
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4.8.5 APPE 3 {£1§H1(APPE Support List)

¢EJ i i%E'J%?“ﬁ%%%ﬁﬂ EIH:EJ F[g)r}gajﬁﬁ»iﬁg%j: s JN |M/P2P/]‘:j:j?L;/i,[ ij@g;ﬁ I
7 [l APP BTEIOF PRI 1 -

CSM == APPE Support List

This charts lists out the APP Enfarcement supported by WVigor routers,

Last update on 2014-06-16

IM P2P PROTOCOL OTHERS
APP Type APP Name Yersion Note
ATM 67 Only block Login, If users have already logged in, AIM
services can not be blocked,
Al 2008
bres 2.0.9
BaiduHi 37378
Fetion 2010
GaduGadu Protocol
Google Chat
In ICQ6, if Videos are blocked, Yoices will be blocked
| (a{n] 7 at the same time., In ICQ% or former versions, Yideos
and “oices can be blocked separately,
ICu2 28.0.6
Jabher
ProtocolfGoogle
Talk
KiC 2008
I :
LINE 441 To block LIME for PC (v3.6,0.22) and mobile phone
(w410,
Lava-Lava 2007
MSH 2011
MobileMSH
237
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4.9 EE'%%‘EE(Bandwidth Management)
PSRRI

ns Limit
icth Limit
of Service

4.9.1 NAT iﬁl}&@?ﬂﬂﬁjﬂ(Sessions Limit)
Bt AP ORI 13 NAT 2T

TR Qr*ﬁ“xﬁ.”@jjﬂ*f'ﬁ? 'Ié‘éﬁlﬁ’f %
& NAT fsdypoadéss » P2P (Peer to Peer)r E“ iﬁ““ (g BltTorren)%:j S (A ulgqgkglq
FeriE f[JEﬁ““A ”’EL*EILJEW%’JU:F R E QIEUE}#]EWE&[ : ’U’%&lﬂ I . 1,
i3gEeat Bt *5'} , :r:* e

ARG P e APt
EFPRTERSC > £ NAT ey J(ﬂ;Lﬁj[] ke Sfi/[l‘k FUSE! -

Bandwidth Management > Sessions Limit

Sessions Limit

© Enable @ Disable

Default Max Sessions: 100

Limitation List

Index Start IF End IE Max Sessions
Specific Limitation
Start IP: End IP:

Maximum Sessions:

Administration Message (Max 256 characters)

Default Message |

Time Schedule

Index(1-15) in Schedule Setup:

Note: Action and Idle Timeout settings will be |gn0red

lfﬂ%u?gwiﬁfulg;&@w VIS e I LR (Enable) £ R R
eIGHIAe -
P EER
HE! Eit]
R e (Enable) - 12 ELBE - -
(Session Limit) (g5 [(Disable) - }M*;%’F,raﬂf ﬁkgleﬂ,iﬁflﬁi <o
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AR R (Default session limit) -5 Eﬁ‘@‘mfﬁi’%
[T

Il R AR A LY PR R -
(Limitation List)
ARSIt @1 1P (Start IP)- LARUBESGEo &y 1P A i

(Specific Limitation) &N IP(End IP) - {‘fyB‘Lﬁ:UIE:_“I&@(E VA AP A g

B HABE(Maximum Sessions) - %’%#ﬂi’ IP b I eyl
FIVR 2 IO PR EGE ) IFE%?{{EL&@T AR
(1107 H R

FrgT(Add) - FrETig ﬁw@ﬁiﬁﬂ“ Bim i PP -
;T\Fl:}%(Edlt) - ujL Fr’}éf%{ ? L Jﬁ_@@@i

FIIF# (Delete) - PR ELHIE 12 - m BTS2 UL -

TR ?ﬁﬁ'ﬁj A A AR o R T‘iﬁ‘ﬁfﬁ'md’
(Administration
Message) AP KL (Default Message) - #1220 I' [ 5 ffli 7 |25

BT LSBT 7 TR ] -

I [FpR (L5 PR ST g PR R IR o R PR R R - PR
L. (Appllcatlon >> Schedule)sfE ! Fq iff%iak £ R TR

(Time Schedule) iy ! Fﬁﬁﬂlﬁ%i{adlﬂﬁ[[ it e
ﬁ’?‘/%J&J/ o JNEE(OK) @y ﬁ‘ﬁf&
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49.2 %T?iﬂﬂfﬁﬂ(Bandwidth Limit)
(& FTPHTTP FyRLS i P2P iR [FHAfY ™ (555 P.—?;‘»ﬂf (AR OB R
FZV PR [ o %@ H Biﬁf”d{gl@%ﬁ@ﬁ%ﬂ El I Sk S
“HPrF(Bandwidth Management) 5 {11 > F4f BT (Bandwidth Limit) Iy s
[

Bandwidth Management => Bandwidth Limit

Bandwidth Limit

) Enable IP Routed Subnet & Disable
Default T¥ Limit: 2000 Kbps %|  Default RX Limit: (8000 Kbps &

[ Allow auto adjustment to make the best utilization of available bandwidth.

Limitation List

Index Start IF End IF TX limit PBX limit 3Shared

Specific Limitation
Start IP: End IF:

@ Each CsShared TX Limit: Kbps %] RX Limit: Kbps |+
[ Smart Bandwicth Limit
For any LAN IP Mot in Limitation List, when session number exceeds [1000

T Limit : (200 Kbps % R¥ Limit : (800 Khps v
MNote : For TE/R¥, a setting of "0" means unlimited bandwidth.

Time Schedule

Index(1-15) in Schedule Setup:

Mote: Action and Idle Timeout settings will be |gn-::|red

g Elfrﬁﬁﬁiﬁﬂﬂfﬁm R R A e U FH’? B4 F'% ?P%F‘ G PR S
Biﬁfutlf H °

F[J F'J%J_ SHE g

PE P

AP ?T H](Enable) - ?%’”*“Efiéﬁﬂiﬁruaffgmf: .

(Bandwidih Limib ’I’?”J#‘ = 3% (Apply to 2™ Subnet) - U3 =R 1

AP B ,n>>§l¢%ﬂ‘—(LAN>>General Setup)jli
F’??FP[—F”;T g o
(A5 [(Disable) - # IP%Eﬁr;f Biﬁfuﬂﬁ?ﬁ S o
Sﬁ%fﬂﬁkﬁiﬁ’U(Default TX limit) - I 12
@T*I gll%pj I—,jﬁﬁﬁ o
EEH I (Default RX limit) - 35 B s 12 ’[FI:

I&

&
T\,

—m
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T e
qulpﬁ%‘ﬁZ‘(Allow auto adjustment---) -2 1 7 15 f
,wfwﬂ e R g

I

E i ;“Lgpugr T N
?ﬁ[ﬁl“ ] E{?Ej[fﬁﬁﬁﬂlﬁ? o
PR BT 20 Al E Jf[[ﬁfr%tu?p LY R YR -
(Limitation List)
;ﬁ@gﬁjﬂ @i{ﬁ IP (Start IP) - ESEUSIFTIivE s 1P & -

(Specific Limitation)

AW 1P (End IP)- %ﬁwﬁﬂﬁﬁﬁﬁ?mlPﬁﬁP

& - [E/H ®](Each /Shared) - 4% Each & *—“ltz’[ IP==5H TN 1P
BRI [P i 1P IR 7 lﬁlkﬂiﬁk{ﬂ%ﬂ%ﬂfﬂ fu S
g 524% Shared [IIFEEVT AU 1P AU R R 15
Pl = s T -

ESEREGHEI(TX limit) - 2 B ERSpoos [ JU PPN [&F
7 1P S CIRGRIROG » R R S s P
JIH[F’%EI%FH {ﬁ”qﬁaﬁgﬁﬂ’

B el [J(RXIlmlt) TR ﬁl&;r’uiﬁﬁ“ Bi’ J” PPN [
i S IO - SR S (W P
J[Hlﬂ%pr%gu ‘Lﬂjﬁfﬁ@

FAI(AA) - PR LIS IR PRzt
RIFH(Edit) - ~ jL HEELE LRI -

FIIi% (Delete) - PIIFREGHIEHT (- [ SFmE vt -

Lt 50588 A E’l‘ﬂ#’ﬁuﬂf [
(Smart Bandwidth fﬁlLB«Lﬁjﬂ(TXIlmlt) S RGBT E R
Limit) fﬂ]@ 'ﬁ}[ﬁ"[ﬁﬂ“ g[%ﬁjﬁ@
ﬁ[’qﬁﬂ{ﬁfﬂ(Rxllmlt) Ju;‘ﬂ a&ﬁ@ﬁiﬁtu I E R ER
- FAHA O -
?Ea[%ﬁﬁ(l-m)wéﬁﬁ? IS e e i e ey

Rl

(Time Schedule)

(Appllcatlon >> Schedule)sffff ! Fqiﬁ r%{#mﬂl DINE A=l
iy PR S R R

FRyREl o i EE(OK)FE Fy T

¥
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493 ﬁ?ﬁ%ﬁ! #T(QoS, Quality of Service)

QoS (Quality of Serwce)g,, '?‘ F["P*’E[&F’?EJ@I m};ﬁqsr:”ﬂ?gzﬁu%p bﬁJJ}uJ
IH-‘FTELL ﬁﬁ B EERHA (ﬁﬂffffr’ J [Pjgmﬂg‘%[ﬁﬁﬁf e < %i_%’g (EIfIf IJ@

ffi™] QoS fruzplplil — List% TCP £ = Eifﬂj:gﬂjig;h‘ﬁ{%j\ BT Il @jﬁ}?@} ) x;‘,l_fvyg x:
iﬁpm Sﬁf F[LJS;E*EIT IS 9 V£ TCP [@.ﬁ?’r‘ﬁ pf,\l I [mjﬁgi**gmj;ﬁw% ; QoS EILJH%\ Hf
%l%lﬁﬁri}*@ﬁliﬂﬁf'ﬁﬁﬁ”’ I (ISR SPEIE R O (P AER ~ GO (Rl
VolIP ~ IS RLL | i sy it - iﬁ PR R

Ph RZE P ORLET S ot S ﬁ[;ﬂ_w&wﬁi’ﬁﬁ@j if [ﬁbi[ﬁ“lﬁfﬁ’f EIIH[;}%‘%% )
TR W PR SR EGS %Zl["[ﬁ‘ﬁ?l@ N s e JIIEE) 4—5‘»1/13 |¢’Fl’:f ) '}}E S
AVBE 5 PR T & 4 15 34 : Ffjﬁjygfyl %Eﬂﬁqjﬁ‘jtﬂ‘ =75 VPR i g
RIS PRSI Sy £y 0 IR

riﬁli ERE D R AL

° ;’};‘;r |;’qﬁ@ﬁfgﬁ}ﬁdiﬁ&igglﬁfﬂﬁsﬂj FRIZC 5 lﬁﬂ*‘iﬁ U ﬁ (R AR
F| IE"IT‘i%ﬁ,E,HIF SWHEIE T o

® PREFFH: Ao L RLRE S g p R W PRIIPRT M R PR -

FLA QoS EHRLI) IP £t B 1V R EHAT E‘r%t“ﬁlﬁ’fﬁén KR & > B ’ﬁ“

p}ﬁépﬁﬁ Vi R 'F“ [0 T SRR ‘S‘FuE: i QoS }?Lﬁfu?ﬁd[[ﬁwﬂ

Fi HTTP e -

Vigor %1 1545 DS JRELY RSN %Ef’fﬁ% RSB 1P R G st DSCP

VTl SERTT mﬂ] LErp E‘rzliﬁm [P‘“ * VRIS RUPE Sl el A9 o

EA wwﬁl‘ﬁfj'J*““ﬂm[muﬁﬁ" il FBZJH QoS FHEY Al II%’*‘MW*

P o

V'\;

P
AF class 2
{medium drop)

Private Network DS domain 1 DS domain 2

@

QoSﬂ’ﬁ"\J FE AR P wr%g* - £ QoS ﬁﬁ@'ﬁf [ F%t

E’mﬁ 1IN BT | Rl -

rj:i'E E'ﬁﬁiil(BandWIdth Management)fi 1 » 2 EARFETHLET(Quality of Service)r'ﬁjhgi,ri;p
uqﬁfjg[ o
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Bandwidth Management >> Quality of Service

General Setup | SettoFactory Default |
uUDpP .
Index Status Bandwidth Direction Class Class Class Others Bandwidth On_lln_e
1 2 3 Control Statistics

WAN1 Disable 100000Kbps/100000Kbps OQutbound 25% 25% 25% 25% Inactive Status  Setup
WANZ Disable 100000Kbps/100000Kbps Outbound 25% 25% 25% 25% Inactive Status  Setup

WAN3 Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit

Enable the First Priority for V'olP SIPIRTP:
SIP UDP Port:|3060  [(Default:5060)

it B
BE! ]
ﬁl‘ll:r%%:' F I [FEBE(Index) - BT+ WAN /7 [FIfIviRek -
(General Setup) ;F]JJ{F;:\(Status) - %\gqﬁ:y WAN ,[E-,Elﬁ.}ﬂg\[ £, fEL Jﬁgﬂ?;lr
??I'(Bandwidth) - “E?FSZ WAN /7 iy = ]’ilﬂ;ﬁ”gjﬁ%{g
[l [ o
7 rF[J(Direction) - Hf= L%ijtﬁ?&/%‘fﬁgl—* [H [F[j o
KW 1% 2/%8H]] 3/E f3(Class 1/Class2/Class
3/Others) — R & (RIS AT -
UDP %E‘gﬁijﬁjﬂ(UDP Bandwidth Control) - &+ I?},}?_Lﬁjﬂﬁ
U RLI ]
FHUBUHAE ST (Online Statistics) - 2+ QoS [iusflasy iz
A -
l%”Q‘—_’(Setup) -7 ?‘F%Jt— = WAN /7 219 QoS F%Jt °
HEHHIE RN F 3 FESA(Index) ~ BT (S50 1R PR R -
(Class Rule) EPE(Name) - & FRFI £7% -
PH(Rule) - s F R LI -
’?g?ﬁﬁiﬁj(Service Type) - *¢ ??%ﬁﬁﬁﬂﬁfgﬁjp@;ﬂf lﬁ[ﬁ H
o
?3{—'] VoIP SIP/RTP 7 Fﬁ‘ﬁ%ﬁﬁ:ﬁ’s{vajga]ﬁﬁpﬂ{, VolIP SIP/UDP ﬁépﬁy;ﬁﬁq@ﬁ_@
- B Ethd
(Enable the First SIP UDP i8%(SIP UDP Port) - F%Jt SIP fHli = [
Priority for VoIP
SIP/RTP)
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EFIZEE WAN /i P19 Q0S Jtnty i RGeS BRI
FI ™ ﬁﬁlf’l i Ji*r‘jﬁgl(Edlt)H%‘:,\_“ A g,pm%{ti i -

KT ?L WAN i i et » 2l (RO teap s R 2 s I A RS
EhZB

HIFEGHRREH ST (Online Statistics)

R IS RSO A M 828 - PR T QoS 9 WAN i Pt

RUFSER™ e =2

Bandwidth Management == Quality of Service

WWANZ Online Statistics Refresh Interval: |§ % zeconds Refresh
Index Direction Class Name Reserved-bandwidth Ratic Outbound Throughput (Bytes/sec)
1 ouT VoIP === o
2 ouT 25% o
3 ouT 25% o}
4 ouT 25%0 o
5 ouT Others 25% a

Cutbound Status

VolP

Cencel

R s

E JEe %ﬂ‘_(Setup)E [T I WAN 7[Ry QoS B » L L e ]
QoS T?Lfﬂ VEL = *‘E‘(?%lﬁrﬂ 1 Z[IFEH] 3) i [ EUE‘T?‘?F&@X [ - FE'[H% ?

EI’;‘[[_LLT ‘ﬁ‘ E'[?L [/tFJEII c[JIE[F‘ °

=
/N
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Bandwidth Management => Quality of Service

General Setup
Enable the QoS Control |OUT +

[ Enable UDP Bandwidth Control

[ outbound TCP ACK Prioritize

WA Inbound Bandwidth a0 Okbps @ mMbps
Wall Outhound Bandwidth a5 Okbps @ Mbps
Index Class Name Reserved_bandwidth Ratio
Class 1 E-mail 25 %
Class 2 IPTY 25 %
Class 3 DataEmail 28 %
Others 25 %

Limited_bandwidth Ratio 25

%%

Note:1.Before enable QoS, you should test the real bandwidth first. QoS may not work properly if the

bandwidth is not accurate.

2.%ou can do speed test by http:/speedtest.net or contact with your ISP for speed test program.

i R

Ok ] [ Clear ] [ Cancel

P

EAE

tlgslrzl qu/a”»ﬁ[!,@ﬁ‘(QOS)@ﬁjﬂ

|

TPRARE > AR -

(Enaple the QoS I 35 QoS HFIA M Bl b
Control) L [
ES;(IN) Ig'lﬁj ij 1= F[ Jﬁ:[.l °
FHE(OUT)- (&3 Eljjjf\ﬁLLI;E[fjﬁélj o
LR((BOTH )- S~ I3 ?ﬁrgﬁygﬁfjﬁép .
PP ERE(OK) » SURRERRE A i
29l A M
WAN ™+ ﬁyﬁjyf = ?F[:\%FQL—_ WAN Eﬁ]‘:lﬁﬁzﬁj‘i F[‘JIE:_[;'&LJE{@ o ;EIJ;&@:[ trl)r
(WAN Inbound 10000kbps -
Bandwidth)

WAN F ]’E‘H};J}lf
(WAN Outbound

0 FELFE WAN SR POt - T
10000kbps -

Bandwidth) B0 » (9 ADSL 48 1M o™ (552 256K b3t » iy
WAN ™ i & E£% 1000Kbps [if WAN - s
£ 256kbps °

B AP (B (RS e [ e [

(Reserved Bandwidth
Ratio)

) UDP SFE )
(Enable UDP Bandwidth
Control)

IR T RIS gL TOP fler|
o~ TGRS - ¥ UDP e P i L 208 -
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BB RIS TCP ACK | ™ &A1 p H,:‘FTFIT& ADSL2+ ;giigiw;é‘ BIRLIARY 5 K
(Outbound TCP ACK LN E B %‘*A"ﬂl @ TCP ACK pag-y% [afie I ) 25
Prioritize) IR igidk g ACK P {E - EI!‘ I} AR A p RV o
Bﬂﬁ‘]ﬂﬁrﬁﬁ"&}" [P ﬁ-ﬁla’j U H;\F =57, UDP T’%‘EIJ;[/:]?T .
(Limited_bandwidth

Ratio)

E.‘%L WAN j\ﬁf&%cﬁ’l{ﬂl—fﬁ{ﬂj&rguﬁ} [_,{/E | j]—/\”frﬂ” IJEE[J»’ . Elﬁ\l QoS —‘{'ET T Eigf
7 e R A TR IR ST ISP ﬁHiFfr%ﬁ fode A ﬁ,uﬁ@ i 0% -
85% - I'|{F13E 2]t £ FY QOS 7 ¥ -

A QoS uKgIH{4E]

1L = ﬁ(fﬂfﬂﬂ 1 ﬂﬂﬂﬂﬂ 3)?"@[3:’E®%Tﬁg$?ﬁ$5f’ AEE T RLP B2 R - ﬁ%ﬁﬁgﬁfﬁ
?:E‘HUF‘ Jﬂ\ A A e

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |
Index Status Bandwidth Direction Class Class Class Others BandW|dth Online
3 Control Statistics

WAN1 Disable 100000Kbps/100000Kbps Outbound 25% 25% 25% 25% Inactive Status Setup
WANZ Disable 100000Kbps/100000Kbps Outbound 25% 25% 25% 25% Inactive Status  Setup

WAN3 Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive  Status Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit

Enable the First Priority for VolP SIPIRTP:
SIP UDP Port:|5060  |(Default: 5060)

2. [ RREENEIUAE D o T REIN ORI e S L S
B T2 I TEST B 8 EIHUMI LpY £

Bandwidth Management »> Quality of Service

Class Index #1
Name |Test [0 Tag packets as: | Default ~

NO Status Local Address Remote Address DiffServ CodePoint Service Type
1 Empty = = = =

[Add | [ Edit | [Delete |

[ oK ] [ Cancel ]
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3.

Fife PR P G ADDRIR ™ I -

Bandwidth Management => Quality of Service

Rule Edit

ACT
Ethernet Type

Local Address

Remote Address

®1pve O IPVE

DiffServ CodePoint ANY hd

Service Type

—Predefined--- v

Note: Please choose/setup the Service Type first.

QK ] [ Cancel

it IR
THE! EMi|
e SR 4 IR
(ACT)
’E[JPEI J[[;@ S =, fF’J;?i[FEIJT@?g*’J[[ﬁﬁJﬁ: o
(Ethernet Type)
EY-lisiis FEARBE B 21 | P I et o
(Local Address)
f@fﬁ}ﬂi’if %’ﬁfﬁﬁi(Editﬁ%g r) ?UEEJ FlIp~ E g 6k g
(Remote Address) ;?sli}é_ffl E ;ﬁr’ﬁ%{j\ TR/ VR b i o
3 hitp:/1192 168.1_1/doc/iQosIpEdt him - Microsoft Internet Explorer
Address Type Subnet Address v
Start IP Address 0.0.00
End IP Address
Subnet Mask pooo
b iﬁ%’f{] (Address Type) — TR B GHEE] o
FTJ fﬁ b, (2 F[tg R Eh}‘[« IP &k HF> EI[ ﬁH{”—\L_ o
Tw“]ﬁ‘f— m"iﬂ—(SmgIe Address) - [&'] 1A El;‘z’ IP b ik
FTJJE"%EEE' ik iHRange Address,) » [&0 i E'ﬂpﬁh\s‘&f IP
b o
Rl SRS & iH(Subnet Addres) [+ 15 E“’?F' IP -
[ Tﬁm“l—‘- ET ©
DiffServ CodePoint

B ﬂ%éﬂﬁépﬁ«f’f@r’u&ugﬂ [— I Eﬁ_;fljalg[j
?&FE’LHH*%%' o [ﬁﬁﬂo%ﬁ Ew{v[ﬂ?%lﬁg 4% (247, DoS
}‘zLﬁr” VH o
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TR Hed QoS ﬂﬁfﬂ&“ﬁgﬁﬂjﬂﬂp YIRS SRR ﬂ}ﬂ‘[ﬁ
(Service Type) iﬁdy Efelgh L e K’*ﬁﬂflpflr‘ R VRS

] B RLCT Rt EI[%*—;’H AUXEE] > SHE1EPOE
- @7{5@?@ Fps ng pEl %

4 HWFEDE o O TEROKIFE ﬁlrﬁ%i :

PIgE [T) E ﬁ?%THU?ﬁ’JEZO AP B (AR R OB M g
IR AR (Edit)F i FARIEETE 11 | PSP -

Bandwidth Management == Quality of Service

Class Index #1

Mame |Test

[J Tag packets as: | Default v
NO Status Local Address Remote Address DiffServ CodePoint Service Type
10 Active Any Any ANY ANY
20 Active 192.168.1.12 192,168.1.56 ANY ANY

[ Add | [Edit | [Delete]

[ Ok ] [ Cancel ]

SREEE 4 F TS
1 R AR ] %}%ﬁw;ﬁzﬁgm&@m o [OREBH (Elit) s -

Bandwidth Management => Quality of Service

General Setup | Setto Factory Default |

uppP
. . . Class Class Class Online
Index Status Bandwidth Direction 3 3 Others Bandwidth Statistics

Control
WAN1 Disable 100000Kbps/100000Kbps Outbound 25% 25% 25% 25% Inactive Status  Setup

WANZ Disable 100000Kbps/100000kKbps Outbound 25% 25% 25% 25% Inactive Status  Setup

WAN3 Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit

Enable the First Priority for VolP SIP/IRTP:
SIP UDP Port:|5060  |(Default:5060)
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2. TR ARG Y N RPN ‘{'{H'ﬁﬁ °

Bandwidth Management == Quality of Service

User Defined Service Type

NO Name Protocol Port
1 Empty

[[Add ] [ Edit | [Delete |

Cancel

3. BT [ %ﬁ“\ﬂ?%dd)ﬁ%ﬁﬁ CEIET > YN BB IR L [R5
FJ %ET‘M# I ;l\rl ;tg_ﬁ:r ? I:'j\_Ele'

Bandwidth Management => Quality of Service

‘@

Service Type Edit

Service Name

Service Type TCP v
Port Configuration
Type ® single O Range
Port Number 0
OK ] [ Cancel
R
BE! |
IR%5 £ fiay PR £
(Service Name)
HRFSERE] S TV (TCP, UDP or TCPIUDP) -
(Service Type)
FPURRE BE(Type) - $+§1- (Single)i7ju#¥(Range) - 1 25524
(Port AURLEEE » [547 gﬁﬂ %[yflﬂaiﬁ&ﬁlﬁﬁqﬁauﬁﬁ
Configuration) ;E_F%ﬁ"?FKPort Number) —YpHN (SO R AR AR TR %
o S ORI R -

4 RHTLD B O RS IR -

P91 - R EC 0 SRR YL A S AL A R
PFE SR AR TR ) “ﬁ4%ﬁ@ﬂ

S U EIFHREST | (P

RO BEE 1P [ WL QoS BRI FITRES » i il WAN i
S Ejj , Fﬁ:‘ lg[Jﬁqj?ﬂF’*j@ i ERURR PR ISP Fﬁﬁf ﬁF/ ’f" PRI o

lﬂZ/D T ST A Eﬁﬁqﬁfﬁj'ﬁuvow FEo0a& ™ Bl s 2 (2 (AR o (F)

KL P2 R 1P TR - R R + AF ROCR
= '>>5F;iajﬁ# #7(QoS)-- BandW|dth >>Q08>>C|a55 #‘HUH' 4) o
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QoS Class 1: VelP

Iuos Class 2: HTTP I

|Qos Class 3: Mail |

Bandwidth Manage ment >> Quality of Service

Class Inden #1
Hama  [Vol2 [E Tag packets as: |A&F Tass” (High Jrcp) Vﬂ
. DillSery -
MO Slolux Lucal adudress Remmule address CodePoint Service Type
2 (.4 Aot wa Ay APy AlY AlY
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4.10 EHfEF (Applications)
[T P | (Applications)or =i

4.10.1 gfiz DNS(Dynamic DNS)

Sl 1SP S8 Bt SIARIRAECA - 1SP JCH R ﬁJa:* il 42;@% IP &0 55
FeA }*F'[jlﬁ [2 Fljmﬁlg[[é&iﬁ[ﬂ | Hegy 1P b fEg ;\E\: F»’TT [ DNS fi' }JFWT I[ﬁ'j%
J@& |¥E1\F _J,i; 5’%@1?%" IP i HFo T.l»’u:l?ﬁ'f‘lzl[ ISEL [—E[%EH— H—g&-,ﬁf‘é" IP b H> | [ 'E[a:j-r‘g
: ﬁj &1y DDNS iy - — £/ L AR :tFJEJFI'ﬁ*E" 57 |
H AR %ﬁﬁvﬁ'—f‘ﬂié&ﬁ&i[ [P Tl B - 4 IFA SO BT A i %é& ~FTP
(il T R i RLET P92 FP i R fﬁJﬁH;E' ’ iﬁ«g@%’ﬁﬂf\ﬁ WIE R ﬁaﬁ. °
o [0 H] DDNS [ » [0+ [n] DDNS Hi55H I Fhf;ljwul"é'*gm DDNS ﬁg%'ﬂ G AUEEc
T HIF 7 I: | DDNS QBﬁﬁfﬂiﬁﬂ FIJ—‘;EIJ:‘:%]‘%T ﬁLj} F> Vigor 2 E[[ELE FIA 4 Eeﬂi DDNS
TR ’%m www.dyndns.org, www.no-ip.com ~ www.dtdns.com ~ www.changeip.com ~
www.dynamic-nameserver.com (Bl AIHEATI A > (& oy S E ARG (s ph s =R
Eulpﬂ%ﬁfﬁ& 7 o ?BF FL R ﬁﬁ i
FRPAISIEE AT - (BAEE DNS [RET
1 [BRFEIREIE-DDNS fUEsgg ) o - |ﬁa\ﬁ*ﬁ& € ({7U] hostname.dyndns.org) » =' &
= (RS H0 1 B test 5 RHIED: test -
2. FIH PR R E B DNS %4_ I El %’*LI &) 'i—l%]* o

Applications > Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |
Enable Dynamic DNS Setup View Log ] [ Farce Update ]
Auto-Update interval | 14400 Min(s) (1~14400)
Accounts:
Index WAN Interface Domain Name Active
1. WAN1 First 3
2. WANL First b
3. WAN1 First X
oK ] [ Clearal
T E oL = -« -
i H IR
— =
THE! =M

[fl‘fEAL"’ﬁﬁﬁl%@ R 2 IR R 2 [ I -
(Set to Factory

251 Vigor2912 /=1



Default)
?%EIJE@F& DNS l%il: jj{!:jfﬁﬁp’;?éfﬂﬂ#j rﬁ: o
(Enable Dynamic

DNS Setup)
h g it BHIATES- (S 4 2 8 DDNS 2¥H5eIgk -
(View Log)
FEIRIE B E S0 L B T DNS 7 -

(Force Update)

FIPSRIFTRANG | O DNS R R ORI -
(Auto-Update

interval)
el A RS DDNS ERIpr R
(Index)
;"lﬁiﬁﬁ - %ET? [27 DDNS F% E E [EF%—LIE[ jﬂxl'ﬁ G o
(Domain Name)
f]pirElJ ggﬁ Lﬁ[ﬁ%g 'ﬁ'}ﬂ?TE'Jﬁ‘}ﬂ@E'HJQFﬁ o
(Active)
3. EIERIIBEI 1o ELILEOEH R R 2 “d??” P DNS [[28#(Enable
Dynamic DNS) 4441 TR gy (5] dyndns.org) « iy * RERIFOZ A £

(9] hostname) » = A 5fias £ fﬁﬁam [y ARV (] dyndns.org) PR
[EPIRSERT B dray) R AR test)

Applications == Dynamic DNS Setup == Dynamic DN S Account Setup

Index : 1

Enable Dynamic DNS Account
Service Provider | dyndns.org (www.dyndns.org) vl
Service Type
Domain Name  [chronicA653 I | [ayndns.org v
Login Name |chr-:|nic'3'353 |{ma}:. 64 characters)
Password |nnnnn- |(ma}=:. 23 characters)
O wildcards
[ Backup MX

Mail Extender |

Determine Real

(oK ] (Ccear ] ((canel )
AR
PE P

TP IEOME DNS IR | 2=ty Aol IR LV RGE > P 820 Pty b (25507
(Enable Dynamic HER 2 FlposE zéﬁ?ﬂlJ EOAE L A
DNS Account)

RS ey KLU DDNS [ =552 Sl Wil i gy -
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(Service Provider)

TR EE 'EJB;;? FIT J(E‘VJFF FIFT ~ W) » Il e I“’““]ﬂ'ﬁ%ﬂ_gl? :
(Service Type) L f I ST £ ‘Efﬁi@“aﬂif’?ﬁL u;ﬁf}tﬁ& TR o

iR L2 A ﬁh@ [ SR A )
(Domain Name) “J e Eﬂ

o oEE I A B AL B

(Login Name)

fis il L uiﬂlﬁ%}ﬁﬂ PRI i -

(Password)

DH_-JTJ rﬁFo\

X

(Wildcard and
Backup MX)

2T R DNS [ %m}’ﬁiﬂf B 5 MX (D
HH BOIbge o R “[ﬁ*fvgjﬁ ﬁrjg‘}é’rn

2P A=
(Mail Extender)

1 DDNS 38 [ o -4 T s » g 2
REsriah g%ﬂu rj[”fﬁ?“ RIS e T

DDNS filfJ§ .V 5l -

HEEE WAN IP
(Determine Real
WAN IP)

YIHN B R A NAT,E,EIééﬂJ.a,r.J RSl et

ek rE P WAN P AP di-o

F { Vigor B pT IS - [P E Ee 1P B tﬂfﬁ?%lPEiJf » P
JIETRET NAT E'é‘,plz% (P T g 1P 0 | T

IP & -4 P13 DDNS «

F TSR T EE

Internet IP [»
VAR TP
Internetip 8
WAN IP - f/L'F'r'fé?—J ,;[_' E‘é‘ﬂl%ﬁp@ WAN IP mrﬁ%w )

a\FﬁJl‘P»\Fﬁﬁ? IP (Internet IP) v[lfﬂ EE’?“ [ Fl#' E'é‘,pia‘ Y WAN
IP 55545 1P > 7 DDNS Rl ”&ﬂ‘d&ﬁ“?ﬂ;gﬁl}g\ﬁ: Hgr P

4.

R OK)H 2RI B A 7

S g J%L Ly o

R 5 = TR DNS [I=3E
WVYF{\LJ EeEIJS‘FI FI}JF“ DNS W jt%_k %]}Q :Fkl'q%&—lih B I[—LJ‘T‘]F ;b(ﬂéﬂgm E[I%EIPJEH?JF[U

[

FYIB* ERE DNS [j=EF

L fE DNS S

§

I

O AR Rk [T » SR R 2 2
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4.10.2 £FH(Schedule)

Vigor B i 4o 2 (2 @R T I AP IR I L (NTP)EI%ﬁF'&J’WL*IS\JTEJFVJ‘}
HEEE 1 ?tﬁj &ﬁf’sﬂﬁiﬁﬁ AERARES - g ~INFt[PFN% REci |7 FVAREE R > g
e R e B RIG T 5TD)-A » BT A PR
B o

e T R ?ﬂﬁiﬂ'ﬁ*ﬁ » ik RS e 1 R A VB (System
Mamtenance» Time and Date)/] ] #?EHJ‘ %JLEII‘}'I Hz‘ﬂ'(/rﬁ t(Inquire Time)f# &3V
#H fi(%ﬁ AR E) TS‘F”EJJEF'E - E'LTJ p&i;[ Eﬁf‘;‘w HUEIE Ei]‘%*ﬁmﬁijf'wj;:
;[%EVE*J EE P F T f i—Eﬂj‘ & T ?ﬁfﬁﬁ%“@”[_ %ﬁ* NTP i as (

(AFRY Fe T3l B o 12 B VR 1 > S e e a&ﬁi«ﬁ* [ - ffl
FIJ °

Applications => Schedule

Schedule: | Setto Factory Default |
Index Status Index Status

1. X 9. X
2. x 10. b
3. X 11. X
4. ® 12. X
5. x 13. b
6. ® 14. ¥
1. ® 15. ¥
a. x

Status: v --- Active, x --- Inactive

B I TR

B! I

[ AL R T R 2 I R [ R o
(Set to Factory Default)

3[R (Index) Nl e e G

SR (Status) R PR LT LRI -

[E4d 2 R 16 (WEEE > SR TN /\W}?‘)ﬁ%;ﬂ_ﬂmﬁfﬂ(lntemet Access)fy kL
VPN %@‘F‘F’ +9'V}2LTF[[>>LAN -to- LAN(VPN and Remote Access >> LAN-to- LAN)%JL
[_‘

iR FTET 2R
Lo FHFELR - (IR - g [k 1 1) -
2. HPTRLRERO I R

_.El

Vigor2912 /=1 254



Applications >> Schedule

Index No. 1
. Enable Schedule Setup
Start Date (yyyy-mm-dd) 200001 w11 (v
Start Time (hh:mm} 0 %0 =
Duration Time (hh:mm) 0 w0 =
Action Force On v
Idle Timeout minute(s).(max. 255, 0 for default)
How Often
O Once

@ Weekdays
[ sun Mon Tue Wed Thu Fri [ sat

[ 0K ] [ Clear ] [ Cancel ]
s J?%ﬁpqmm :
“HE S
BE R SRR -
(Enable Schedule
Setup)
B 109 HrCRRAORIG 1 -

(yyyy-mm-dd)
BB (nhimm) | 5 R

F{RIFR (hhmm) | 45 RO -

pif= FE P U P [

(Action) §F41§_f[_!5‘“ (Force On) - §F;¢1§nﬁﬂ<ﬁﬁ?i o

S A= | (Force Down) - SIS < bt i 1 -

HEE | [%‘fﬂﬁj%’(Enable Dial-On-Demand) - TF[{L_BrEh Erat= el
S oo

W'H%ﬁﬁj%(msable Dial-On-Demand) - - J;Hgg, “Fﬁ‘
RIS | (e (g (el 2 oglie] a2
Sl ) ?ﬁ g -

P R IR ] PRI RO
(Idle Timeout) Fi (How often) — #ﬁié BRI

- 7¥(Once) - IFHAIUSH LN K -
ﬁﬁﬂ(Weekdays) TF‘ iﬁ?’ﬁ[ R 157 %Tgﬁgﬁ 5 IPFIEE
A

3. WKL e Bt
a5 75)

IE?L Eig[}ifﬂj PPPOE AERSFEH v SV 3llisi= 5 2 =19 9:00 £[] 18:00 FIF= (U RITFEH
Pl ﬁ EEERIRE ot CAEEIE A
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Office H_T ; n2
. 10 2 10 2
Hour: E 3 e 5
8
5

8 4 4
Force On 7 7
Mon - Sun 9:00 am to 6:00 pm

i PPPOE Iﬂjﬁﬁlﬁﬁf%’“-&?ﬂ el Iq G fE

I:%IL‘_E PPOE & = fil F9:00 Z|™ T 18:00 fﬂ[{é&']‘ﬁﬁ?@é{kﬁ °

I%{L_J i 18:00 £[[57- k! F9:00 }%ﬁ_ﬁpilﬁ' H RS -

i PPPOESHIRAALR o VR EA 1 - i 0 flaf 32l - U PPPOE &) I el 27
§F41LE_’FTF' (Force On)==g1 | (Force Down) 5 & LU AP ng»%\o

el A

4.10.3 RADIUS

e il w‘f‘ﬁi%“%%’%(RADIUS)i~ P 2 ’l‘fkﬁ?%“—d/iﬁ]?f%* P
JEBRE  FERAIR i RS T PR ] R (R A
SHE A (0  RL AR Ay <

Jl— i RADIUS P TR it » i) ORI Db 7T S [ [
RADIUS |ﬁ VIR s =S [ﬂﬁﬁim ere IR [ R %Flll_,rw TR [ RS A

Applications == RADIUS

RADIUS Setup
E nable
Server IP Address

Destination Port 1812

Shared Secret

Confirm Shared Secret

Ok ] [ Clear ] [ Cancel

HJ ”J F[Fw[m\ :

r;w i

?%E'J(Enable) ZEPE A F’ “E RADIUS F%{L_ °

]’ﬁj’iﬁ%ﬁ IP fb i ﬁﬂa’?j" RADIUS | AR EREY 1P 1k gk

(Server IP Address)

TR I * RADIUS | AR N ripl = T UDP g RYSE - BLFE RFC
(Destination Port) 2138 > jF'%lfm" 1812 -

H s RADIUS fffF B E 407 [ (P e i o i
(Shared Secret) EL F'Lf?éﬁ S F'%{ﬁ[[ oA 1‘%

é%ﬂ,:lf R %1&, ﬂﬂﬁ %éﬁ[

(Conflrm Shared Secret)
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o b o S EOK)T -

4.10.4 Active Directory/ LDAP

LDAP (Lightweight Directory Access Protocol)fl5& = | TCP/IP a]'ﬁi'f‘,pﬁil Bl > R
RIS ) E SRR o ISR (S ISR RN - LDAP s
LIS ﬁ"s“%Tm“[El‘f‘%\‘(lETF)F e

LDAP pJ%ﬁﬂ“ﬁLE‘ytw (5 20 F TSI AR B E ISP 20 T P R Hﬁ
;@ﬁfﬁ[i 7 LDAP F&Ju,ﬂt'gp rﬁlfaﬁa{‘ b= Pﬂéﬁrf . E,:aﬂv[ SUFEEH [HIHEIF'
BH] LDAPW»}EZEIF\/XEQ IREZZIE3E g\,geuﬁ&i*%lﬂ[‘ﬁf[lpﬁgl%&

§L7_|: it (General Setup)

¢E'H‘3§I P el LDAP Rl e et

Applications >> Active Directory LDAP

Active Directory LDAP | Setto Factory Default |

Active Directory /

General Setup LDAP Profiles

[Enable
Bind Type
Server Address
Destination Port 384
Use S5L

Fegular DM
Regular Password

[ ok ] [ cancel ]

Note: After finishing the configuration of the LDAP profiles, they will be listed in the page
of VPN and Remote Access >> PPP General Setup . If you want to use the profiles for YPN
authentication, check the boxes under PPTP LDAP Profiles in VPN and Remote Access >=
PPP General Setup first,

o
PE! |
¥r=](Enable) SR AERT PR -

¥ EIFE](Bind Type) S AR S
Simple Mode |+

Simple Mode

Ananymous
Reqular Mode

fBLIE=1 (Simple Mode) — X1 (£ [ g (= g
LR
E", #,(Anonymous) — ir_(r;@ YIRS PR P
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A

Regular =% (Regular Mode) — J\f JJE’E'I? A
Il T LY S P T AR {7 AR 5 R A -
S Regular f8i=4 » 25 F;lﬁi?‘ Regular DN I'] % Regular

i

(il 8 3 i LDAP {5 IP & i

(Server IP Address)

F R SFIRR ﬁ?‘ LDAP I AR T PVIRISR -

(Destination Port)

=] SsL SIEFHAZRH] SSL FpoIpisk -

(Use SSL)

Regular DN P Regular A= £ LSRR %xj o

Regular Lﬂiﬁ

(Regular Password)

N 555
F
IPH S Regular 80 ST LAEE] %'Ji[ﬁ? 'HEF]%

SRy Bk %‘EJ/ % %HW?E—L(OK)I—QH °

=

FELpi(Profiles)

[T ;F%Ls ' AD/LDAP %Uﬁén ) :LF:{,

Fl]o

A R TR RO LR

Applications >> Active Directory LDAP

Active Directory /LDAP

| Setto Factory Default |

[99 || | [ e oo =

Active Directory /
General Setup LDAP Profiles
Index Name Distinguished Name

Note: After finishing the configuration of the LDARP profiles, they will be listed in the page
of VPN and Remote Access => PPP General Setup. If you want to use the profiles for PN
authentication, check the boxes under PPTP LDAP Profiles in VPN and Remote Access ==
PPP General Setup first.

Vigor2912 ==
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B (- S BT

Applications >> Active Directory /LDAP>>Server Profiles

Index No. 1
Mame RD1
Common Mame Identifier uID|
Base Distinguished Name B

Additional Filter
Note: Please type in your additional filter for BaseDN search request.
For example,
1) For OpenLDAP: (gidMumber=500)
2} For AD: (msNPAllowDialin=TRUE]

Group Distinguished Name @

oK ] [ Cancel

i R

BE! ]

£ (Name) ﬁi?J TRV £

Common Name fi p&iﬁﬂﬁi LDAP l'ﬁ T AN EY T PEIIAR - Py ] £ RS ene

Identifier

FEIH PURERCAN fi * RETH R I -

(Additional Filter)

Base Distinguished iy kAR "5 5 LDAP [’ﬁjﬁﬁ%ﬁﬂ[ﬁ;g VB 5 R

Name / Group - e o B £ ¢ =

Distinguished Name FIR I T P AR R Distinguished
Name » Hf(2 i @«};@h ]JLI'AD/LDAP MEES IS
[ R R

oy Rl o T R PRI K -
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4.10.5 UPnP

UPNP 12 TR S 5§x§§a'['?ﬁ4ﬁ~ (it i bbb SEAIRE /T 21 > KL Windows [ﬁ;ﬂﬁf\lﬂﬂjéﬁﬁf
FIJ?‘:’TF:Ijj %Ifﬁ - I[_{@[j%lg_'ﬂ;‘ﬂjij =L, [EIHJ%{T ﬁg,xxﬁr%ma(iﬁpﬁ.@@i
DMZ > UPnP F 17 Windows XP =5k ™ fi' 52 [ » B 4 {1 ﬁ‘ﬁj;aﬂ R4 J:‘;ﬁFpm MSN
Messenger » “o 75 JF%Z’EL rgi%f, ~ YA I?ﬂmﬂj o

EFC SN AV PPS, Skype, eMule %7 f jhyfet UPNP - fririgt (= (AL
L UPNP 0 T 5RGE > (il 2 s BBRLE % L

Applications == UPnP

UPnP

] Enable UPRP Service Default WWAN

Enahle Connection Control Service

Enable Connection Status Service

Note: To allow MaT pass-through to a UPnP-enabled client on the LAk, enable UPnP service above and
ensure that the used connection service is also ticked.

Ok ] [ Clear ] [ Cancel
i IR
SFIE! =
EESf‘EI | UPnP &35 & T [?Eﬁd TR | IR U’q@a”‘f(Connection Control
(Enable UPNP Service) SerV'Ce)F'&i?ﬁ'J "MJ‘F'%%(CO””GC“O” Status
Service) o
T WAN FI g e B IFREEY WAN S
(Default WAN) Default WAN v
Default Yvam
WA

G R A
IS F”}“JT:[ HHER[5 f VETIESE Y UPRP T D[ - S RLPA KR R 4
HI ﬂfﬁﬁ,n {ﬁapﬁﬁ 'j:f)J o ﬁ i = TFA i
P = HE
T IOAIEE L) UPOP W D 2 B ) UPOP b
E,I T**IFPLI—“‘F;T [L;E o

BRI e A LU UPNP Oty [RIF{E i o R oo

ﬁup o

> %H%]‘f PR RBFSRE B IS B8 RS P A TPAFTSR P

UPnP ﬁj fi= [ T “%*E?ﬂg“ﬁ*ﬁfﬁ%?iﬂ ~ B UPNP [0 [T dligi
R A “7 CHASE I I > SRS R PR -
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4.10.6 IGMP

IGMP £% Internet Group Management Protocol [Ua#F > = fol kLM [ HERlsifle fo
Tﬁkﬁ‘f’”%’? FIReE 1Py 7 e

Applications == IGMP

1GMP

[JEnable IGMP Proxy WANT v
IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group, But this funchion take no effect when Bridge Mode is enabled.
[CIEnable 1IGMP Snooping

Enable IGMP Snooping, multicast traffic is only forwarded to ports that have members of that
group.
Disable IGMP snooping, multicast traffic is treated in the same manner as broadcast traffic,

P

1&[

[ ok | [ cancel |
| Refresh
Warking Multicast Groups
Index | Group ID P1 | P2 P3 [ P4
I E'J%@%FWD‘ :
BIE! M|
tﬁS{ElJ IGMP fﬁj%}ﬁﬁ E ““tjiﬂfsm [F%"Jﬂbo p%]%LBJVEFIJm T WAN iﬁ?ﬁ
(Enable IGMP Proxy) P PIIE o FEEE T NAT A0 fee (27 -
WWANT »

(VWANT 3

AVWANZ B

WANZ

JPVC i
’?%E'J IGMP Snooping S P R IS SRR QR 2 ¢
(Enable IGMP PRV SRR AR 1 e E%Bﬂﬁ”q»}ﬁ g%l ZERETE
Snooping) ‘gﬂzfr“?"* R R RS E -
BB S P BT RS O -
(Refresh)
BEE D P CERRERET Y 1D S - | AR 224.0.0.0
(Group ID) = 239.255.255.254 -
P1 Z[ P4 LEREEED Al 2 P LAN i iR -

==
o o
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4.10.7 A5 i fE(Wake on LAN)

E‘a’rﬁ&nﬁ”[_ Ei%ﬁﬁﬁ I 553 Pl U T 1y e i e ,5' (P02 T AR fol P e i Pl 1
PRI » {21~ R e :i P H T JEfY MAC 4

*“7* RS YR wol ﬁjf R 207 BIOS FfIIIFT WOL - -

Application == Wake on LAN

Wake on LAN

Note: Wake on LAN integrates with Bind IP to MAC function, only binded PCs can
wake up through IP,

Wake by: MAC Address «

IP Address:

MAC Address: H i : H i
Result

F[J FIJ%’;‘ F[Fw[m\ :

HE! EAd]
e i = T G ?{MF;QEBJL IP gu%ﬁﬁ P [oree g
(Wake by) H1MAC & F”kfﬁ”ﬁf[ SR = A F‘EF” MAC

b gk P S AU R IP .+ tﬁ\pk ﬁmgﬁ [ S 4R

L 1P Ji-o

Wake by MAC Address | »

IP Address

IP fki- S A >>EL IP 2 MAC(Firewall>>Bind IP to MAC)
(IP Address) H'?i’%@ﬁﬁ 1P 5k S @ 7 E I ﬁ%ﬂ%
HIF REIV S E%IM&U%F IP o

MAC ## k- ﬁﬁi?J‘ ?ﬁém'éﬁig;l/%‘qggﬁ MAC f# ik

(MAC Add ress)

AR P S R IR RO (8 7 A
(Wake Up)
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4.10.8 FFH(SMS)/ ZR{FE-HRFHT(SMS / Mail Alert Service)
iﬁ%/ﬁﬁ#%ﬁ ERLE R OIS RS 0 S PR LR
Aﬂmr[ﬁ[ " FE ME[,H E[[Eijf’fﬁfiglﬁ e
Vigor B Vi BIETE L 10 A PR LA - i MR IR ARE . -
AT (SMS)HR 55t ey
PR ERTR RS 4T RIS R B

Application == S5M5 [ Mail Alert Service

SMS Provider Mail Server | Setto Factory Default |

Index SMS Provider Recipient Notify Profile Schedule(1-15)

1 1-Line_down | » 1 - Motify_attack

OoOO0OO0OoOoo0ooood

OK ] [ Cancel

HJ ”J F[Fw[m\ :

TETIE' A

Fd [FPE(Index) S P AT A -

P (SMS)iRPFH Ry | 07 £ i HE IR VIR S5 i iRy -

(SMS Provider) & T TREETR (SMS)TRFTHL Ty i 4 35 SMS Tl
é(n

ll"l'ﬁ > fiy l['il% o J?ﬁﬁﬂ?

(Recipient)

@ﬁ'?t‘:’l‘ﬁf U= = HLE '%Ur*é ll'fl% " ﬁﬂ'f?ﬂiﬁliﬂf%

(Notify) ERIPIRARL -
[T gﬁ@?{'?@ﬁ?motify Profile)fish ¢ 3 fF 97|
?;I’ R

PHH iyt R R IR

(Schedule) [&Fr %’!ﬁéﬁ,‘&!(l 15)( Schedule(l-lS))iEf_l%i‘\ %—_’%#E?E[“J*’Fﬁ' °

o T i G EOK R -

20 ffldR #R (Mail Server)
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& PRIEIRCEI RN IF S B SRR -

Application == SMS / Mail Alert Service

SMS Provider

Index Mail Service

Mail Server | Set to Factory Default |

Recipient Notify Profile Schedule(1-15)

1 [ 1 - Mail_Notify |+ 1 - Notify_attack +

i P IEER M

0K ] [ Cancel

Zpi

A

FH [AHEE
(Index)

2 LFLH J ;FE):E%B J%;\%ﬁ? .

§

SIS

(Mail Service)

P 4 R S0 RS ey -
[&p ,rJ%!@FI'fF’iF’ﬁ%(MaiI Service)sgilad: ¢ ESAIF{F AR -

I -

(Recipient)

ﬁj qul,ﬁ I8 F[sfr%,ﬁi’?ﬂﬁ‘ [%;F‘T ’

SR (Notify)

I R T A - 0T S
LRI
(i1 R B A (Notify Profile):fli f+ 3 T

h

P
(Schedule)

iy PR A
(&1 ERR(1-15)( Schedule(1-15) i f« 5 B -

ok D o G TEEOK)RT -

f
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4.11 VPN EBRIFFHI(VPN and Remote Access)

VPN fL Vlrtual Private Network (i #55%. ¢ EARE) FYRFERY > kL FEFM Y SR S
(g *w‘%%Wﬂﬁ°w¥Hﬁ@ i = ﬂ%%ﬁﬁTm%%wﬁéﬁ‘
ﬂ[ SFF[ aalvl—&aml',;—-‘ TR PR p I m‘r‘? VPN @ﬁ}ﬁﬁ?ﬁ/ ‘“ Sf!ffguaulvl

RS VPNE;@F.'TQ%FIF RICIgEgE!

VPN and Remote Acce

4111 iﬁ,[..ﬁ% #Lfﬂj(Remote Access Control)

ig%f[ai%{p I EF“*J el fi VPN ST - O (SR R 7 Bl I ﬁfj,uf[!iim VPN {1 -

Bl T;ﬁf BB VPN RS - 2 VPN RRIRE] - %ﬁ;gfﬁ[[ DMZ BRI
tﬁ NAT%

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup

Enable PPTP YPN Service
Enable IPSec YPM Service
Enahle L2TP YPH Service

Note: To allow WPM pass-through to a separate YPM server on the LAN, disable any services above that
use the same protocol and ensure that NAT Open Ports or Port Redirection is also configured.

[ 8124 ] [ Clear ] [ Cancel
o A B i EEOK) T -
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4.11.2 PPP ﬁl‘zt?}“%:‘(PPP General Setup)
SRR VB PPP TR VPN RS 1 EI PPTP ~ L2TP ~ L2TP over IPSec 57 ¢

VPN and Remote Access == PPP General Setup

PPP General Setup

PPP/MP Protocol LDAP Server Profiles for PPP Authentication
Disl-In PPP PAP/CHAP/MS-CHAP/MS-CHAPv2 v | | EFTE-LDAE Profile o
Authentication Mote: Please select 'PAP Only' in 'Dial-In PPP
Cial-In PPR ; authentication', if you want to use AD/LDAP for

Optional MPPE v/ PPP Authentication!!

Encryption{MPPE)
Mutual sAuthentication (PaP) O ves @ Mo

Username

Password

IP Address Assignment for Dial-In Users
(When DHCP Disable set)

#ssigned IP start LAM 1 [192.168.1.200
LaM 2 |152.165.2.200

v

fir IR

PE! M

#° PPP R PAP - SERIEIETBEEE I aR ) PAP o5 e Blerirtit * fj ™

(Dial-In PPP #H

Authentication) PAP/CHAP/MS-CHAP/MS- CHAPv2 SRR A B
E'I#‘F}fﬁaﬂ:ﬁ "] CHAP {73 TR W%‘ L [Ea
Rl Y R ﬁi’arﬁclﬁ' PAP 3t Bl |
He

7 PPP YIK(MPPE) | PZEi Y% MPPE Yl hLpNRE I & met r',}f”‘ E @EIJ

(Dial-In PPP Encryption | 1= LA PV - Y1 e KN"‘ e

(MPPE)) MPPE “[RfFi I BA VR ¢ 22 MPPE JDHJ‘CNL“
2o i HITMPPE MU “ F”E‘r*l VR
Optional MPPE b

Require MPPE(40/128 bit)
Maximum MPPE(125 hitj

MPPE (40/128bit) - 52 {5 FFi [ i I 9t s 7
MPPE [kl ET S oR{ b J=9 Sttt 0 H
(B ] 128-bit I/ i i Sl B | 40-bit T IpEE [ i
IR E) L 2 128-bit Ik 0 3!;}&{»;]'5’* FIEIR=] 4 blt p
R AR et S IR S

MPPE (128bit) - HH_E,;@F[H sl [%g,ﬁagfgm H] MPPE f& fifi
(128 bits) Js TR

SHHFIERE (PAP) HIFlReRa o= = ol R A P2y 'l%‘gﬁk}i;ﬁ%‘%[' (|
Mutual Authenticati EJH # [;LE_'PX s [ EI’TV{%[EI liij [ﬂ: C [4&[[[—- ,[u Fljﬂ:j‘ ik
APy, e s e - L W‘gﬁ?ﬁ‘*"% % ik ﬁrl
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EHH RIS o

& 1P i iy 4 PPP SRS IP (et (I F 14 PO 2

(Assigned IP Start)

T Lo lﬂv{'lﬁé%it%fﬂ%lﬁ“ﬁ
192.168.1.0/255.255. 255 [T E R 192.168.1.200 fiT
P b i [E (a0 %LIUF = IP P 1H192.168.1.200
al {92 168.1.201 /'Ji[%\g(]‘ﬁt ISDN M‘F‘.J?“ 0 T H R

2]
PPP &, l J LDAP ~ Sk R Y LDAP S LRI I - S5 (SRR Y
Ty A = PPP FRa 19 LDXP %—Lﬁ’fl i -

(LDAP Server Profiles | PPTP LDAP %‘W;(PPTP LDAP Profile)s{iadi i I
for PPP Authentication) | -f- ;g;fm%y&ﬁg»fﬁ &R -

SRy Bl i %E@j‘ﬂ%‘(‘—(OK)h@w °

=

4.11.3 IPSec IPSec §L¢%%;(|psec General Setup)
ri IPSec 2].7[}%‘4_ I E ]E':’[EJEI '—‘fj?\ 3

>

5T WIEE © IKE 25 Jﬁgrpp (e &) i S0~ Fit - Diffie-Hellman S EeiAIE: g - 1
WA IKE 242~ il P & %ﬁﬁ?@?ﬁ“’ 1 (x.509) 1V BFETRRT  fRpA
En@rﬁjgrﬁum?‘ AR ARR R b~ ) ’;a,r-r THEES A L R
(R e e ] |KE&“§§25J¢ = 5pE

o

> PR ©IPSec = Ty b 5 RS WFH(AH) YKL ESP - (i A IKE 80158
bz ﬂﬁr%j g N
 IPSec {[18) -~ FEVIH A — WIS - [MOSMUR (T AHIESP PREI [T MR

gy 1P AT Jf%‘ﬂ&ﬂi PR PR VR S Bdf & 41 L2TP over IPSec - zﬂl«ﬁﬁ*
L "’J[' AH/ESP jgﬁhg, »“A [E' E ;{aﬁu IP ﬁépggﬁ\ ’JL[ %HIF’FL?F[ IP ey o
FEEEF UFE(AH) JR§H VPN é‘”—:“ﬁﬁw 1P Jaf o0 SIS e b
=t %E%E’[E j;ﬂjlﬁ:, ‘“Wﬁ%'ﬁg%ﬁ“” ﬁll_}{_ﬁ' {3 S T gqsrﬂj}[j%* ,iﬁzp e 0
[FH:;QE j]E[ﬁl‘l: ) @FF}%L{SFT” IJEWLB:[ it o
FHEND 2 PUERESPHEALE IR ERE L - SRR (AR 2 Bl
A -
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VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN].

IKE Authentication Method
Certificate for Dial-in
Pre-Shared Key

Pre-Shared Key

IPsec Security Method
Mediurm {AH)

High (ESP) M DES

Confirm Pre-Shared Key

Data will be authentic, but will not be encrypted.

Data will be encrypted and authentic.

Mone »

3DES AES

[ Ok ] [ Cancel ]
I E'J?@%‘F‘EM“ :
2B | P
IKE =t }i P [ wmf’” TS PRLL FPIE P S AR
(IKE Authentication -to- LAN) J =~ 1PSec TE'%% I VPN jiast o fiefl L2TP
Method) over IPSec #[I IPSec Jj3fi °

SRR (Certification for Dial-in) — 3# &~ 574 PSS -
FHALH B ] & H(Pre-Shared Key) - [1F] L {2744 1] &

I/F'J o

%ﬁ %TF[% & 45T IKE By
:Fli H B & #5(Confirm Pre-Shared Key)- ’}ﬁgfif_ﬂ’?
ﬁﬁaﬁj‘ E:N E'Jééﬁ °

IPSec %" = [HE+H =
(IPsec Security Method)

FI (AH) - o YR BUBRTE » ([ R - I
FI%E%E_ fJf_E’J'{Jx i o
FJH\\E‘ (ESP) - A e vRLRG B b ﬁ%g[m DES -

3DES 7 AES {2V /71 -

o T > G EEOK) T -

f
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4.11.4 IPSec fﬁd%ﬁﬁ'ﬂ%(lpsec Peer Identity)

IR E LAN-to-LAN SSGESRLE L ™ (0] ?ﬁlﬁ_wﬁ\ o Rl B B R (R R '&Eﬁ%
T TR rﬂﬁhﬁr‘m%ﬁ‘lﬂ FRIE S0P ] - B AR 3278 1PSec Haliih
i +

VPN and Remote Access == IPsec Peer ldentity

X509 Peer ID Accounts: | Setto Factory Default |
Index Name Status Index Name Status
1. 77 X 7. 77 X
2. 777 ¥ 18. 777 X
3. 77 X 19. 77 X
4. 777 ¥ 20. 777 X
5. 77 X 21. 77 X
6. 777 ¥ 22, 777 X
Ti, 777 X 23. 77 X
777 X 24, 777 X
9. 277 ¥ 25. 777 X
10. 77 X 26. 77 X
1. 777 X 27. 777 X
12, 77 X 77 X
13. 777 X 29. 777 X
14. 77 X 30. 77 X
15. 777 X 3. 777 X
16. 77 X 32, 77 X
i PR

“FIE! i

[l tEI L ',’Féﬁ'ﬁf.%@j = = jﬁf‘??& °

(Set to Factory Default)

[0 B O 3 A

(Index)

% mEﬁ LAN-to-LAN G4 | 1 52 fﬁ[ BB E K

(Name) PR PR ORI P R

3’; 25 [ (BRI (AR R ™ Al » & i zwﬂjﬁgurjf SRR R
W%%E@ifﬂw’ﬂ%ﬂL\QdﬁﬁﬁﬁFﬁ%i IR WHWﬂ@f
F,[ﬁ%iﬁwg TRy -
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VPN and Remote Access >»> IPsec Peer ldentity

Profile Index : 4
Profile Hame 7

Enable this account
) Accept Any Peer ID

& Accept Subject Alternative Name
Type Domain MName w

Domain Name

O Accept Subject Name
Country (C)

State (ST)

Location (L)
Orginization (O)
Orginization Unit (OU)

Commoaon Name (CMN)

Email (E)
OK ] [ Clear ] [ Cancel
i JF%;\L:’%EFIEJ@Di
“FIE! A
I%%‘—_”l‘ﬁ? 123 ﬁ%ﬁﬁ"ﬁj" PR EAROR £ -
(Profile Name)
i ST RS A -
(Enable this account)
B [RE 1D PP O TR ] R -
(Accept Any Peer ID)
B2 @R 78 PRI HCER C U O T A RIS A B
(Accept Subject F I IRL AP B g1k ﬂ]fffﬁf‘ﬁkfiga 2R Z%”mﬁ B I
Alternative Name) PH%&L LA F’ﬁ Ifil - %E& Eﬁﬂf 53?3:@135 TR
Yo
v UG R 1T mwif %
(Accept Subject Name) | B ‘ljf [ B P *Il Pyl ~ A \%9 Wb~ HEE | £
K Fi“T” ={feEaEag

Ry Bt F%'?‘EJ/ % %Hm EE(OK) @ -
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4.11.5 smits

'.d%‘;“ ffi=]%¥ (Remote Dial-in User)

i “1”5%1_ et {’rﬁ&%’f*‘ &R ‘IET%‘:@J“* I SR T RS
r:FH R SRR vb N gL - e fi l;%hur FE Iy |E)H SHELID (PPTP - IPSec
Tunnel I'J % L2TP #1 L2TP over IPSec)=325y ﬁlfFEIT\H/ ZHEH

SRR 32 7% SV BT L BT BS9ERSENT G RADIUS PRI -
F‘ RIS RADIUS 33 - ™ IR [RUREAAT -

VPN and Remote Access >> Remote Dial-in User ».‘_'
Remote Access User Accounts: | Setto Factory Default |
Index User Active Status Index User Active Status
1 G O 17, 777 |
2 777 O 18. 777 I
3. 77 O 19. 277 I
4. 777 O 20. 777 O
5. 777 il 21 277 I
6. 77 O 22, 277 I
1. 77 [ 23. 277 I
8. G O 24. 777 |
9 777 il 25. 277 I
10. 77 O 26. 277 I
1n. 777 ¥ 27. 277 |
12 777 O 28, 777 W
13 777 il 29. 277 I
14. 77 O 30. 277 I
15. 777 O 31. 777 |
16. 777 O 32, 777 I
[ ok ] [ cancel |
i EIJP%*’T\L—’%EF[EJ'{/DW\ .
HE! EAi
IO gy PR 2 I -
(Set to Factory Default)
KIFHIE TR T I e S W g SN
(Index)
B @% LAN-to-LAN ?*”rﬁ”if[ R R R RO
(User) i [RER? N AFREARLE Y - A R
EIJSI“EHJ B E[?s[rgl F;F@{ng o
(Active)
JiRRE AR L R P VI RV XTI
(Status) F'EUH == 3{@5 AUt
.F_p

5}:3“ (e ek [ | st
f/[‘%fﬁﬁ@‘ﬂif “ IF” - [ESSR Gy
[F%JLEH;J Y3 -

L HEE D R
?w;wuﬁw FREt i L 4 e
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VPN and Remote Access >> Remote Dial-in User

Index No. 3

[] Enable this account

User account and Authentication

Username e
Password(Max 19 char)

Idle Timeout 300 second(s) [ Enable Mabile One-Time Passwords{moTR)
i PIN Code
Allowed Dial-In Type
Secret
PPTR
IPsec Tunnel IKE Authentication Method
L2TP with IPsec Policy | Mone v Pre-Shared Key

[ Specify Remoate Node
Remote Client IP

or Peer ID

Multicast via WPN

MNethios Maming Packet &) pass O Block

C'pass @elock
(for some IGMP,IP-Camera,DHCP Relay. et

[] Digital Signature(x.509)

IPsec Security Method
MediumiaH)

High{ESP) DES

Local ID {optional)

3DES v AES

Subnet
LAR T w
[ Assign Static IP Address
0.0.00
[ ok ] [ Clear | [ cancel |
P F'JI%JL P
“FIE! EN

2 | R R
(User account and
Authentication)

ﬁf?s‘lﬂ'[‘fW(Enable this accoun) - >3 =441 | F;srn =
-

f (Idle Timeout) - Y5 $E
%EEEJEﬁEE? ;I&EIIELS;{ rf“E ‘*JF[|%1E“_1§,\,:E[§;EF]EJF [HE £ EOO

iﬁl“ £ (User Name)- E[ SGE A PPTP B LL L2TP ¢ /7
% IPSec 'l ‘[JEHJ“ bR R RY o

ﬂi?(Password) E {2528 PPTP FYRL L2TP f[/TFA», IPSec

ORI > WL i e i

gﬁﬁmﬁbﬁbﬁ" iR £5% (MOTP)( Enable Mobile

ne-Time Passwords (mMOTP)) - ZLE A= [fF]H]
MOTP Ijspje& /= et -
PIN &(PIN Code)- fiij &%ﬂ%ﬁgﬁ “IE ([0 1234) -
ifR(Secret) — ffi" zﬁ%;:ﬁli[ I mOTP & 2 9 32 gy
?ﬁpﬁ(fﬂv[l e759bb6f0e94c7ab4fe6 ) -

*L IEIFI jl:b{r E~| J rrtr,_’r%lu

“ 7 T
(Allowed Dial-In Type)

PPTP-5 A i i — TSR iy PPTP VPN
PEIRN Ay F[F%Julgjg‘;sgmf 5 PEBIRLAL P Y faE
S 1) R i -

IPSec sgjEi(IPsec Tunnel)-~ uiﬁm‘.ﬁ"“ ff =
Az 5L IPSec VPN i -

=!8 IPSec 'RUH[FY L2TP(L2TP with IPsec Policy)- £ il
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W~ (AR, ﬁJ L2TP VPN izske [0 1) E:E?“
ffl = BB L2TP ﬁ‘/i | IPSec fiy L2TP - % ﬂﬁ ERbt 4
F EE”TV
® I(None)- [P=ZZEik = 7 @y /ilEH] IPSec Rl
VPN _{g’_a&\ F'\ 7’ if’J“‘ | IPSec FLE[HEJ L2TP» ('I')
Tk L2TP SEU g
o HFE ﬁg(Nlce to Have) -7[ I%J o TR AR
Flisk = e ) s I#E?frﬁ?ﬁ LR ] IPSec RLS -
}z\ HH* VPN Igt_jg,ﬁgwug FEIS 2 U L2TP 3
FEL o
® A (Must) - [FEXETR R L2TP HImsdy 1] PF_:}PF[
TETEIE Y 1PSec RLE -
s aRi(Specify Remote Node)- [ I') 1 st fiit
I 7] ?[{;&]%K@:ﬁ] ID (i IKE = firfgi=t F,EI)FIJ IPr'j
floo ) [E] SE IR AR [ gt AR - 6
Tl 312 Rl BRI 2 P
Netbios Fbl] £t (Netbios Naming Packet)-
® Rf(Pass) - FF IR ’FE B 1]
1 VPN SO
®  #f(Block) AFJI S A i VPN PRI
f"r&ﬁf » [P=UF "F[ r ﬁ-ffél['—“ﬂﬁﬁ
FZE1 VPN #1052 E13538 (Multicast via VPN) -5 FH= e
FiE VPN HIELE 7 2ERS R -
° IEH@‘J(Pass) IR L EREE W
° ﬁ I(Block) — JPERSIRE M - BB Ig Ll i o B

EI'EU;IL{ ﬁﬁ&él p%[ﬁﬁiﬁt[} 0

S i
(Subnet)

VPN IR -
},[ TRIE IP i Assign Static IP Address)— %“'p‘i?‘ [ii!
T P r‘f‘ {l[—‘o

IKE ?é.’a“& Eal

(IKE Authentication
Method)

Hi [ #’ i FYIP b R > o T [ESH P RS IPsec IEJ
‘ﬁ“"‘ gec FLEI]JFIJ L2TP FE| 2 B 9 PRl E0E
?M IPsec Zp_pﬁﬁj*] TR ApE P A (SR R
B (X.509) »
FHAH F il £ & (Pre-Shared Key)- E\JELF““%&F&’?T Lot
Tyt 1-63 Y AR AL LS o -
el ﬁ‘ﬁ’l (X.509)( Digital Signature (X.509) —>J3% [F=4; 1)
?;m“#jjﬂbs B VLRI ET FL[ (" VPN #I
i 3U>>1PSec F.J%!Fﬂﬁ&(VPN and Remote Access
>>IPsec Peer ldentity)jl l%@ o

IPSec ¥ = [HE =4
(IPsec Security Method)

S} IPSec A L2TP & IPSec U » 4 B 4RI
—L %,]LHH\&‘F[&iﬁ 1\&%{[‘5}; i /\lhﬁj%_—tj* .
fl17% -Authentication Header (AH)Z A ERRLE Blpi - ()
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F R PR L N -
E,’J}I& -Encapsulating Security Payload (ESP)Z = ¥Rk
i e %E”ﬁ“‘%?ﬂ HisZ sy ﬁ CHE

45 1D E'h‘ﬁ e @49l IEII‘%'
LAN-to-LA FlJf‘“F%‘L, PRl TMT‘E'E':FIH“FEF'J
IKE = gifizt - -

RAY [—J'F;’Sfmi iz %E@_‘ B (OK)Fiv °

4.11.6 LAN to LAN F%”-\L_

ST briob e I S e 1%@;_ I'LAN-to-LAN 376k » & F%J“” ;rj LS
Gﬁﬁ;ﬁ&i@”')ﬂﬁ‘?@r 1&1@: W 1D~ SEEE(VPN £ PPTP, IPSec unel I L2TP
FORLEL o))" AR 2 3 #M g

it L 32 W S IERLRIII i) ) 42 2 [ VPN SRR S [T iR

TH f%fr&

VPN and Remote Access >> LAN to LAN -1_'

LAN-to-LAN Profiles: | Setto Factory Default |

View:[ @an | CTrunk

Inde: Name Active Status Index Name Active Status
1 o O == 7. i Fl -
2. 777 O 18, 277 O -
3 777 O 19. 277 d -
4. o F -— 20. T | -
5. 777 O 21. 277 d -
6. o F -— 22, T | -
i 777 O 23. 277 d -
8. o F -— 24, T | -
9. 277 i 25. 777 O =
10. 277 O 26. 777 O -
11, o O -— 27, i Fl -
12. 277 O 28. 777 O -
13. o O -— 29. i Fl -
14 777 O 30. 277 O -
15. o O -— 31. i Fl -
16. 777 O 32. 277 O -

[ ok ] [ cancel |

[H s This Dial-out profile has already joined for WPN Backup Mechanism]
[Huwmwe: This Dial-out profile does not join for VPN TRUNEK]

The following shows profiles joined into VPN Load Balance and VPN Backup mechanism.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles:
View: O Al

Name Activate Members Status
test Cathy Offline
Jacky Offline

[ oK ] ’ Cancel
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F[ HJI%‘L F‘FJDL

“BIE! |

i 0 R R FE I 2 L

(Set to Factory Default)

%9 [0 TR [ OB i LRI

(Index)

¢ T LAN-to-LAN IR €771 » 222 {3 TS Al IR

(Name) g

i EXN 1S ST S AV e [ X IR

(Active) SIS

A& Online — %5 1= LAN to LAN F%%’?ﬁé’yﬁ VET S [ 1 e

(Status) Offline — 7 1 LAN to LAN A i 32 = Alffh
'—‘[" El:[Sl‘]El}j

yp'ﬁi’;’ﬁ Eﬁ%%’ﬁi‘ ’ ﬁ% :

1 ﬁﬁf{swfflﬁl L VRSP 8 TS ORI S LANO-LAN
;fg;;t B 5 | P g Z/DFN:}EHML* P AR SR R P Rl
p[pu;uﬁF [0 F 9 LR 5 el i ’Fﬁ‘ﬁfdﬁ*g*

FFSHHEI = ?&IF’?}{%“]J/E’JF‘}E‘W'[E{FQT%%*?&?F'EJ °
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VPN and Remote Access >> LAN to LAN

Profile Index : 10
1. Common Settings

Server IP/Host Mame for WPH.
{zuch as draytek.com or 123.45.67.89)

Profile Marme 77 Call Direction @ poth © Dial-out © Dial-in
[ Enahble this profile L always on
Idle Tirmeout 300 second(s)
VPN Dial-Out Through [ Enable PING to keep alive
WART First hd
PING to the IP
Netbios Maming Packet @ pass  OBlock
Multicast via VPN Opass @plock
(for some IGMP,IP-Carmera,DHCP Relay. . etc.)
2. Dial-Out Settings
Type of Server I am calling Username 297
© peP Password({Max 15 char)
O Ipsec T.unnel _ PPP asuthentication
O L2TP with IPsec Policy PAP/CHAP/MS-CHAP/MS-CHAPY v
W1 Compression @ on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(=.509)
Peer ID
Local ID
alternative Subject Mame First
O subject Mame First

IPsec Security Method
Mediurm{AH)
High{ESP)

(dvarced]

Index{1-15% in Schedule Setup:

] Il Il

B RAFP

BE! A

H IR
(Common Settings)

" o

VPN SRSGEE A - 2 0
o PR AR -

LR €78 (Profile Name) St55f1= LAN-to-LAN I »
%ﬁu_IW%Lﬁi
g“ IF“‘F?*—M(EnabIe this profile)-1# [P@fﬁ;’?

==

1=
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WWANT First W
I WANT First

WWART Oinly

FWANT anly: Only establish WP if WANZ down
WWANZ First

WWANZ Oinly

WANZ anly: Only establish WP if WANT down
TWWANS First

WWANS Only

® WANI1 B/ WAN2 B/ WAN3 B+ (WAN1 First/
WAN?2 First/ WANS First)- St » % i ﬁﬂ}iﬁ
WANL I £% VPN A IR E S
WANL/WAN2/WANS siasef B o B =
WAN /i ey i
[=LE ] WANL/RLE | WAN2/RLE | WANS (WAN1L Only
/WAN2 Only/WAN 3 Only) - S - ST (g
WANL/WAN2/WAN3 ji £ VPN SIS - S o
[SLE | WANl:ﬁFJJ%WANZ(WANl only: Only establish
VPN if WAN2 down) — ,g[, WAN2 78§ - 1= VPN
P AEE  WANL RS L > k5] WANL £
WAN2 Eifjﬁﬁjj%‘ﬁ?l °
5L WANZ:ﬁFJj% WANZ1(WAN2 Only: Only
establish VPN if WAN1 down) F“[ WAN1 %é’ﬁéiﬁﬁ =
VPN ﬂﬁﬁﬁpl WAN2 HRdgid 7 o4 - J WAN2
£ WAN1 Elle'fPJ%gﬁ [ e

Netbios FL]“‘] ek

® Sl (Pass) - HHIFEIEREVRIFE T ) 2 A R
Y VPN SpjiE fﬁiﬁﬁj °

®  Hf#i(Block)— Eﬁ{%ﬂj Hrr ot iU VPN SSEHAEGE ¢
S e T N S el s ST

AZF 1 VPN $ho= %}j}‘gﬁi%i(Multicast via VPN) -5 A=

T3l VPN SIRRGE 5 LR R -
® RpE(Pass) —RipE R LIRS T B pE e

E’ o
®  HiEi(Block) — FERIEREAN o RIE L By
H ?"fﬁ%ﬁ ZERREE -

B [ (Call Direction) -& 351 LAN-to-LAN 5li58L - i

I TR [ -

® fi(Both)- HF U

® iFEtY(Dial-Out) - éﬁﬁ—:ﬁ%

® i (Dial-In) - }%ﬁffﬁ

eI Always On) — 2528 F) IR ER ET 1S e e (1

VPN jisee -

P 5F% (1lle Timeout) - EZE i 1% 300 7 » &' Ll
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Y0 B R O R

f]gf“] PING |’} éﬁiﬁ’j&(Enable PING to keep alive) -[F=
SR IR PR TR IPSec VPN ﬁqﬁ;ﬁw‘ o LJPI fi~

IPSec VPN ﬁf_JAE_HIMT’fh"H o 1El Jx—ﬂW p[ﬂ;:ﬁ
pjifé %“ 7.J598 lPiijFlp“ﬁ PING ﬁqj ﬁ{ﬁ—qﬂ'—qu IP ﬁyo
}‘F‘ﬂ‘—IP i - i VPN SRS B S IP -

«_

i
(Dial-Out Settings)

EWﬁLLWUIﬁ HR #3KEE] (Type of Server | am calling) -
PPTP- 15 (A B — RN PPTP VPN 541
P IS:’M%EF%@%@EJ%[[EJ, 5T PR R L P e
o 1 AT -

IPSec ifjigl(1Psec Tunnel)-:% (il 43 = — (sl
B9 1PSec VPN SifsL -

21%] IPSec RUHIEY L2TP(L2TP with IPsec Policy)- % il

il o A ﬁ,mu L2TP VPN st [& Il}pf“
EE FJFI'JEJ L2TP ﬁ‘/i | IPSec i L2TP » %“ IT}‘F‘“ &

® I (None)-[FE ik = 7 ¢ lH | IPSec F\LE[H VPN i

7&4%1” I T IPSec FJLE[YJEJ L2TP- [i'l') &5 = L2TP

AT

HFZH (Nice to Have) -{[H{ ,j%,fjﬁlg_q %E Il

FI [} SETE | F[JI?EJI/_R , [F%iefiﬁj r‘gﬁlj |PSE‘C FLEI“ F{\

I VPN ﬁwﬁxﬁ“’?‘/tw 5k 2 Y L2TP st »

® &¥F(Must)- miﬂfg[ T L2TP S P fiest <L
iEH Ay IPSec R

U= ¥ &7 (User Name)- E, SGEE PPTP B LL L2TP ¢ /7

FA IPSec Fif ‘[Jﬁﬁ 7 BhoRLf R

WAk (Password) ff {[E5E 5 PPTP Y LL L2TP ¢ /7 £ IPSec

ELE‘]JEﬁ 7B RL T R [ -

PPP %%(PPP Authentication)- Fi S5 e PPTPE‘?EL_LZTP

5 IPSec ;%LE[]JEJJ: I BhRLTEER Y o

IEAP/ HAPIMS-CHAP/MS-CHAP2 L 7 i i:2:f] -

VJ ’E’*E{k(v\] compression)- F{ {ISGEE PPTP A9 RL L2TP 5/

T4 il IPSec 'RLf]] Eﬁj T BhRLT R Y 0 V) a&ﬂqﬁp =

TCP/IP AR PEESE LV 2 ﬂﬁ et e JFF[S‘I ;Eler U

PP -

IKE E&&%='(IKE Authentication Method) - =
M| 1Psec JRRES2E| IPSec RUHEY L2TP -
® FHALI H|&HF(Pre-Shared Key)- 2J3E F=H, 1, ff H

fdJFJti"?J%' IKE SRLH 5] fﬁ%ﬁf“ﬁ? SRS
i ©
® GrttaTh (X.50)(Digital Signature (X 509)) 2t
If—fﬁj{;ﬂj‘??ﬂ [FL—*J'H TR R R _LT&IEUE!'E'%{[[ | FL
(+ VPN ﬁ[LfIﬁ,J [ ‘-’fv>>|PSec '['."%I!FFA%;HI%L

$t4) ID(Peer ID) - 17 ¥ 35 1 1 (0 VPN 2
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B IU>>1Psec B [..J e (VPN and Remote Access
IPsec Peer Identity)):Z {5554V ID -
#4#$ ID(Local ID) —?‘g (2 4% ID(?*,“[’** f!%' %3]
B~ Alternative Subject Name First l‘/f\_— ’F%.' 3]
&~ Subject Name First) » F [ 55 ™ %L g IFH[*‘*
FIRLEACRE -
® AR (Local Certificate) — I 7 = {E M| 1245
— FERGE o SRV YR F“%J»?tﬁ??@?ﬁ
(Certificate Management>>Local Certificate)f| 15
= p AR ISR e -
IPSec 4" = [HF =V (IPsec Security Method) -35f IPSec 3]
SEATL2TP & IPSec BT A4 HL Sl 2t -
® [l (AH) A TRRIK R o (4 B o
PR AL S -
® ﬁ{;’ﬂs’c (ESP-Encapsulating Security Payload) #- %Y
ﬂ;{ﬁﬁ’?ﬂéupgﬁw&%% ; ﬁ%bg N O T E Y ﬁf 1-Fl

® DES & E&s5(DES without Authentication) - f=]
DES iz o [ PR (ki o

® DES E&FE (DES with Authentication)- ffi*'| DES
Jp%j?qgﬁ » STRERE MDSE\/SHA 1 @asts -

® 3DES 3 & (3DES without Authentication) - ffi*']
= E1 DES MR o (PR P (ke “f‘g’,

® 3DES & (3DES with Authentication) -ffli*'|
DES J[I ijFﬁETf » SR E ] MD5 ﬁ\/ SHA-1 %y;{‘gr,

®  AES T R&RFE(AES without Authenticatio) - ffi'] AES
PR TR R -

® AES "EJ&“%(AES with Authentication) -ffli* | AES i
"Fiﬁ;ﬁ » SERH) MD5 ﬁ& SHA-1 gt d -

&/ (Advanced)- fﬁ,tﬁf HFEAIKE & it WE*]

S 1%1WH%E*&W?£’W§T?W*3
IKE [£R 1 81=%(IKE phase 1 mode) — 345 Main =05

I Aggressive =t - =& Aggressive %’5 » Main )FEL—-“‘%EI
HRIA 2 > PELTE S 2 SRR E R LAY B [ sk
550 T3 0 Aggressive FBiF Sap WA b Bt (IR S A LI A ]
El%]}ﬂt Main f8i=¢
® IKE [EFE 1 #F(IKE phase 1 proposal) - &%} VPN
EREpY- IR e S EORRRERT TR
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o W IVHIEEFVEL #/Hﬁﬁ‘“ AURH I o S
Aggressweﬁl FREE %ﬂ Ui A
Main =450 J}uﬁrgjjﬁph rff\—;ﬁ {3
R St A R Ea

® |IKE [EF 2 BRA(IKE phase 2 proposal) - &% VPN
SEIRLD b~ TSR b SRR A R T
Ao IR L S A R -
Aggressive I 1B TR ISAUAS AL B
Malnﬁi FUREUE A EJMU;”FA,%# R
REE b?(ﬁ%iﬁ”i@ﬁﬂﬁ o

® IKE FE’F& 1 SHE ?ﬁ J(IKE phase 1 key lifetime)-
] I/Frr, @3 B AR R SR SRR

£ 28800 ﬂ L) 9001? %6400 YRR

TR < E
® IKEMWE 2 fﬁﬁsji’vﬁﬂj J(IKE phase 2 key lifetime)-
BrEld = Vﬁ,’f’ R [ EI:TL"EJ;&*EJJEF s SR
£% 3600 7 » 2] T 900*:? 6400 7. Tl Eisty
O R -
® Perfect Forward Secret (PFS)- IKE Phase 1 ﬁé%ﬁp
F-% 210 {1 phase 2 7 2 G FTHIFGI IR -
RSP ] A
‘4*.)[%’5 ID(Local ID) — 7 Aggressive fB=C([ 1 II%JEL
#ii VPN l%é‘n )3 E;T TS ID R P S ID R
[HTHP'J‘A 47 IR -
7 [BER(L-15) AP (Index(L-15)) i) i) D721
HIPFEH - Sf AVEEEY %riﬂ k=gl >>H§E(Appllcatlons
>> Schedule)sfiF I f[1E ﬁr%{j{gl ) T F“ﬁ?
[ [
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3. DialIn Settings
Allowed Dial-In Type
PPTP
IPsec Tunnel
L2TP with IPsec Policy | Mone v

O specify Remote VPN Gateway
Peer VPN Server IP

or Peer ID

4. Gre over IPsec Settings

O Enable IPsec Dial-Out function GRE aver IPsec

[J Logical Traffic My GRE IP

5. TCP/IP Network Settings

My WAN IP 0.0.0.0
Remote Gateway IP 0.0.00
Remote Network IP 0.0.0.0
Remote Network Mask 255255 2550
Local Network IP 192.168.1.1
Local Network Mask 2552552550

-3
-3
-~

Username

Password

@ on O off

V] Compression

IKE Authentication Method
Pre-Shared Key

[ Digital Signature(x.509)

Local ID
@ Alternative Subject Name First
O Subject Name First

IPsec Security Method
Medium({AH)

High(ESP) DES | 3DES V| AES

FPeer GRE IP

RIP Direction Disable A
From first subnet to remote network, youhave to do

Route

Change default route to this VPN tunrel
single WAN supports this )

only

[ Ok ] [ Clear ] [ Cancel
i PR
BE! i
e F%*Q‘__ “iFFEVERL * HFE|(Allowed Dial-In Type)-I') T [ﬁﬂ?ﬁf{'ﬁéﬁi

(Dial-In Settings) TR Lo

ﬁ%o

® PPTP-“F
VPN i » i

%55 PPTP

A 1 B
L W

®  IPSec j3pi(IPsec Tunnel)-7c 7kt *F.}g;i L 'Jt’[%ﬁiﬁﬁﬁf}
BREA#T IPSec VPN St -
L 5'”‘J IPSec ’F,'LEIUEKJ L2TP(L2TP with IPsec Policy)-~c
I " P IR LR L2TP VPN i
FINERY N Fl [
L2TP > % l*ﬁ*“ IR
B T (None) - [P=Z2Ei5k = 7 @y ilEH ] IPSec Rl
VPN SR | f”“"‘
F 2 L2TP ign;kﬂ %
B F3EE (Nice to Have)- OLIFA RGPS

EE Eﬂ%} L2TP ﬁ\/i | IPSec fi~

IPSec 51 IS L2TP ' I o
fﬂf
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FlURL I EJ[FHI/W » P T AU | IPSec
B e A FIEET VPN Ia*_q»%&ﬁ’?‘yt'w B ES)
L2TP 3gis6k -

MFE(Must) - [FEETE R L2TP IE&»F«H[EF

TATR I B [ 1PSec TR -

jfj“ ] VPN i Jﬁ(Specify Remote VPN Gateway) - (&

= | e Ry ?F' flt'.}f* FH]EIAVEE P SIS 1D (4

E'—f“ &I%’JHI“‘?“ID D) « 191 855 VPN s

[2; r‘gﬁyﬁ_& W?F[ ‘F[é{ﬁijﬂii %JL o

YN 1S T\ I A (2 l—f;,fn\[__p R @Z%F’J;[»’ﬁfﬂ ﬁl

¢r%"“ EHERER | puEE A 2 T o

ﬁl“ H €7 (User Name)- E[ SGEE PPTP FSRL L2TP ¢ /7

F IPSec '} ‘[JEJJ‘ b L R RY o

WH(Password) E [ OEE PPTP FY AL L2TP 7 1 1PSec

FURIIE > 4 Bk ™ I -

VJ ’E%T%(VJ Compression)- E {IS5EHE PPTP @5 LL L2TP 5/

T 1 1Psec r“LEI[JEij kLY ‘%F' u o VI ESHHTI [T

TCP/IP AR PSSV 2| -

IKE E&FEH=Y(IKE Authentication Method) - & ?Fﬁu’%:s}

FEIATTRIRY IP 3 IKE BT 2 7 [7 IPSec pfiAT

IPSec /FUIV L2TP F o o3 - 7@?@?@35@%@ s

[ 1P b 4" IPSec SR =] - [ 9IRA T F%@Vl 1

(X.509) -

® SEHALH P& (Pre-Shared Key)- 2/ [F=H 45 ffﬁ'
ﬁrF DEE IKE LA B gﬁﬁ&ﬁ;ﬂ g

]

o it Z}?ﬁl (X.509)( Digital Signature (X.509)) »J3& =
%’;F;?Sf“ e i 4 RS ETH 5248 VPN sat i iy
?V}ifﬁﬂ»l PSec ‘FF.J%J%(VPN and Remote Access
>>IPsec Peer Identity)f| 151 &35 U Al -

W %485 1D(Local ID)—fr &g - FEX
B
n = E;, &7 (B (Alternative Subject Name
IEII‘St) - ﬁ%?EUFI ]_L‘ JFE;‘ [];E(jf TSRS F’TEE‘[>>—4:
BSREETH1E) -
m = *P%‘, 78 B (Subject Name First) —  “oAg]
o EPE (YRR F&J»‘!{:ﬁ%ﬁ%@ertiﬁcate
Management>>LocaI Certificate)[[1H5%) ©
IPSec ¥’ = [F43& =Y (IPsec Security Method)- H; Er [& ?‘F’HL’%E
U Eﬂj » 35 IPSec I A1 L2TP fA IPSec R 45 > %
ﬁ?@’u‘glr%??& o

® [ (Medium)- F TRRRPLERT » (I B
= fE[ lg’[fﬁ’fg%‘ﬁ ﬂ 5 f:_e}[-l{'ﬁ]: °

() F,-“&(ngh) A *»;]:«[}HJ@ e -ia == %E” Jh st
S

\~ P
Ell:‘"
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GRE over IPsec I% ETE'J IPsec #i11=]5< GRE over IPSec (Enable IPsec

& ial-Out function GRE over IPsec)- &5 £ IPsec il |
(GRE over IPsec Al i 20 PR PR T i GRE over IPSec Ff &
Settings) f’iﬁ,'iﬁﬁﬁﬁi‘ﬁffﬂ © SHPVERAP AR 5
iﬂl )

fl{Jifl“ﬁl(Loglcal Traffic) - [PFif SHH F I RFC2890 » 3%
s GRE I 1% L35 VPN it B e (0 i 5 SE
FUREE | ]El?}}@ﬁ i I E%E IPSec J[l%[ FL IR E=AR Y
{ﬁ 2k 2, |1_17 TrR| IH.{?ET ° L'_‘L‘:'AJH I;] e rR 7 VPN 3 ,\EJ[,‘E_
T~ oI O = B, SRR
B TR R T EI@W'J )
- SRR b Y

#$f9 GRE IP(My GRE IP) - fiij * % 18 4 £k 1P
i) RIS R

¥ GRE IP (Peer GRE IP)- fij * %) = By[lukifIP &
s NI A =

20

TCP/IP S | 259 WAN IP(My WAN IP)- £ i | 7 (32 % PPTP 9L
(TCP/IP Network | L2TP {1/ T £ 1PSec Uy €35 S vy 0.0.0.0 sﬁn

Settings) Vigor ¥zl [af IPCP {55 ]KE"E&EF ik }E{gj' e[ﬂmJF“';'f‘El 1385y 7
SR Y 1P B i %Iﬂ*‘ﬁﬁ AP A ge e g
E”iﬁ%tz VPN client (dial-out) % -

el LiTbil IP(Remote Gateway IP)-7# B [ 17 [232 15 PPTP
ﬁ‘} L2TP A/j IPSec FLE']JEHJ‘ ¥ o :p%@kr 0.0.0.0 -
%4+ Vigor ,[,pla[t IPCP {55 BE“F&’ETF ;-{:‘J’gj;i E acﬁjgu
IP it 3k %rﬂ“"ﬁﬁ? FEH D IP G g P b ]
H 4 #5555 VPN Server (dial-in) fﬁjﬁﬁ o

Wif .mﬁj'l% IP/@, s 15T (Remote Network IP/ Remote

Network Mas) - %9?+§1~ ][E'F?;*E:‘Elf‘, T ) RZe [ﬁ[ﬂ AfEs > 91
ﬁwm#.}ﬂﬁqﬁ IP b JEIme#-n R e ED = lmﬁﬁjﬁ% °

a:‘J‘ |P£ec I'l B [I%}J&:gj IKE"FQH&‘E%L ll;[JE IF”FIJ# 1
fl'njh_/ J/7J °

AR 1P i ifﬁw@x,i’iﬁ‘%(mcal Network IP /

Local Network Mask) — &= TCP/ IP 14 45 A

IP b SRt > e Rl [ rfcler%Ju

R! %(More)-#rifj— I[“Wﬁﬁﬁ“ L Eu%lﬁﬁ*“ﬁﬁ'&ﬂ]saﬁl

pﬂj ?‘,j;[ﬁi‘?’ﬁ‘, IP b fH & ,Jﬂ\ﬁrr‘n@_gi,:g[—L = [[ﬂ“{ﬁﬁ’f‘

Bl o 3p] F"i [ 55 2w VPN HEE N E B A T;.*iﬁf
%’ﬂﬁ[ Iﬁ%ﬁ%i | ZAVEEE -
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ﬁ LAN-to-L AN Profile - Windows Internet Explorer Elli”zl

2] i /192 1681 1 =)

Profile Index :1

Remote Network

Metwark IP

Metmask

255 255 255 255 /32 w

[ ok ] [ clse |

RIP “B[H(RIP Direction)- M52 Fifr & RIP (S ey
&) B 8T r}@“] RIP [ 4=
G (PR (D TXIRX Z H ST~ TX S RX I R fd

B

MY~ [~ ApPE SRR - o Rl (=(From first
subnet to remote network, you have to do) -J[ 1\ wmifs
A PSR - P RYE G NAT e
F1(Route) -
RERISHEEEE NP VPN 3EjiFi(Change default route to this

VPN tunnel) - 232 =4 A8 F 1 7= VPN 3 ﬂﬁgﬁhﬁllq%” g

2. FoH B E o G FEEOK)ET -
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4.11.7 VPN TRUNK %
VPN TRUNK c|J Elﬁifﬁ Sy VPN |ij£ GRE over IPSec I'| & @tﬂﬁﬁﬁ‘égﬁ o

VPN TRUNK ﬁjﬁt — VPN ﬁﬁj?ﬁﬁﬁ’ﬂ

VPN TRUNK /T ] ivﬁ#ﬁ‘ﬁu I ARISTEERTE VPN SR RS i PRl - ag Py I
[ REANEE T = A i B A (S 'Wﬁ‘*'F VRS -

> VPN TRUNK-VPN pﬂgjﬁf;@&ﬁufr SHIVPN (BB R (ST R
55 VPN 33 IJ[JFF?] e

VPN TRUNK-VPN [fﬁjﬁfg&ﬁup*ﬁl?ﬁﬁ | WAN #81=8 (f— | 2 1) -

LT AU R JqJ IPSec ~ PPTP ~ L2TP ~ L2TP overIPSec(]#Eﬁ*}*{IEﬁ'tﬁffkp E) o
A F%i—_ LA ’J’EJ%L' ﬁ[ H%ﬂ‘—

== VPN ﬁJ’iF?%E' LAN §i— ﬁ%ﬁ EAfE A [FL[

S F A q/jﬁ?% (55 ﬁ%)’f 4 kRS> > SysLog/?]KffF%’f—»T (System Maintenance >>
SysLog / Mail Alert) -

>  Syslog dq&'v;zﬂﬁﬁ 55 %iﬁ% FRAEES>SysLog /;é[f[’fk% =1 (System Maintenance >>
SysLog / Mail Alert) -

> Fi£py ERD(Environment Recovery Detection Iﬁ*ﬁ&l'fﬁﬁ-ﬁﬂ)ﬁ&ﬂp FIIH] Telnet 4] 0]
R

T FEAREIORT VPN SR VPN TRUNK-VPN il S -

YV V VY V VY

JLVPN TRUNK -VPN |iEJj*—‘;ﬁ‘-w Ugsl“df*é [/F'J %ﬁ—r ALY TR “r AN-to-LAN r%"}“{ﬁ
(4 g[cp 5&%&”}“6' % [JF }H,ML (T RS 1*3“?@;‘ 2 .
VPN and Remote Access >> ‘uI'PN TRUNK Managemem -‘j
Backup Profile List | Setto Factory Default |
Note: [Active:MO] The LAN-to-LAN Profile is disabled or under Dial-In(Call Direction) at present.
No. 3tatus Name Hemberl (Active) Type MewmherZzZ (Active ) Type

C

General Setup

Status (#)Enable CDisable
Profile Mame

Mermberl Please select a LAN-to-LAN Dial-Out profile. w
Member2 Pleaze select a LAN-to-LAN Dial-Out profile. w
Active Mode @ Backup
[ Add | [ Update | [Delete]
— T = .
i SR
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HIE! M|
@J%F%@ﬁ?%ﬁ [l (&2 el ¥ =il (Set to Factory Default) - 7+ [P

(Backup Profile List)

1T == IS I PR Al

FRBE(NO) — RS il A5k -

S (Status) - “v” F FS}F J&ﬁﬁul’ﬁ?slrﬂj;"x"%;‘ﬁ;;?
TR RL R

78i(Name) - &1 ff ?‘Eﬁgﬁﬂ%%ﬁiﬁ@ﬁ? f e

E&"E'( 1(Memberd) -Efi=i- a8 £ 17 7 208 BT 152 50 s

fi JE’@L['F%L@& .

i?F'J(Actlve) “RL” A }Iﬁ : F i SN 12 F&iﬁj
AN to LAN F%Lﬁ EVR R g;ﬁﬂﬂ [ERHR R

RHRI(Type)- KT 2 AU B 5401 IPSec - PPTP »
L2TP ~ L2TP over IPSec (NICE) ~ L2TP over
IPSec(MUST) == -

R EY 2(Member2) -2 [ 155 £§ 2 ™ 5 20 BTl 20 e
O A -

aSli(Advanced) — [P (E v i T = R L

;Fé Eglj‘ 7)’[/ l‘;:.FI °
(= VPN Backup Advance Settings - Windows Internet Explorer (@3]
@] it /102168 1.1 (=]
VPN Backup Advance Settings
Profile Name: Backupl
ERD Mode: ® Normal

O Resume (Member 1 first)
Detail Information:
Environment Recovers Detection(ERD) Status: Normal Mode

< >

B A PURE YR A g Ay -

BEREE
(General Setup)

AR (Status) — E {5 TTF'J(EnabIe)}ET‘EI*J PSRy st
filf > YN 2 (B E | (Disable) » 32 EAVESRLE T I H Y
VPN TRUNK fﬁj%ﬁ?fﬁﬂ?@ﬁmﬁ?‘ﬁ@% =1 l"EE' °
%‘%ﬁ’h,ﬁ.’}(Profile Name)- ﬁ?‘ VPN TRUNK SE7E 4
J[ﬁ?iﬁ\ il H LAN-to-LAN é S
T’é& CTE Ry EY LAY EL 2 SRR T E[TU“G:F T
5vEIPY LAN-to-LAN F%iﬁ
7 EY 1R EY 2(Member 1/Member2) — i
LAN-to-LAN #H AT (0 VPN =255 e ] IV >>
LAN-to-LAN(VPN and Remote Access >>
LAN-to-LAN) fliEets) » [ AT 1= G isoZ 850+ VPN
TRUNK-VPN fify jilF T @%ﬁfﬂ%iﬁ PHIEERE S pOp?|
r
f EﬂE(No) LAN-to-LAN ?ﬁ“'[%Lﬁ pJE[uJ[VF
° £ (Name) - LAN-to-LAN }ﬁtl'?iﬁ;p R e

® HIBUFEE](Connection Type) - LAN-to-LAN %ﬁélﬂp

o
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TS -
e VPN |[’§F/%§‘ IP(@Z}%HEE},E,)(VPN ServerlP
(Prlvate Network)) - AN-to-LAN #, }*‘”‘Ll'l%iﬁﬁﬁj

VPN fiiffyd5 1P -
°EW{'E2F§1¥V(Active Mode) - B SRR
#riF(Add) - ) s PR p???%ﬂdrﬁ'ﬁ'%?ﬂ

HH rﬁE’?ﬂJVPN TRUNK - VPN |iEJF—:§‘-w T Eiag:
PRt > [ LAN-to-LAN [ i[5 514 jiRx ENE
Rr#r(Update)- # ™ IFE ROPE CP RS ] %1_
it €78 ~ RYEL ﬁ&i’?‘/ﬁﬁ 2 URBRI

P{Il% (Delete) - ™~ P2 P][i% 2 109 VPN TRUNK 22

M BEET ﬁirj;apm&g (LAN-to-LAN FZ7E:A4 )ﬁ? ;ﬂu
Wit 7 LAN-to-LAN %Lfiflfllclsﬂ?‘ﬂ JE e EE‘

tlii‘grh VPN TRUNK - VPN {f] %%ﬁfﬂQ%’ﬁ’;EmEﬁﬁ%

VPN TRUNK - VPN i #wﬁtu@ - VPN ﬂ e gl U .Q%“Eliﬁfyﬁﬂ’ *
VPN TRUNK - VPN |TFJ?‘?§¥ Ju%wg 55 £ 102 91" 7% LAN-to-LAN g[flﬁlmi,%{
AICRLAE F'J ~£'?f;ﬂwﬂé FhLgmsL VPNTRUNK VPN R i 2 et
FIRE T v

L ﬁ'%i VPN TRUNK-VPN ﬁﬁjj%z%ﬁ‘ﬂ%ﬁ—‘ﬁi’?

1 F[i’ i VPN Z2 35 5 3U>> LAN-to-LAN » Tt ]fPJE*yF'I 1==RY By 2 I EE
[V LAN-to-LAN it (= [WESEL 2l > I F 1 [ RLSUEY LAN-to-LAN 5
Ao [ 3 = VPN TRUNK - VPN FFER5 -

2. g * VPN =5 r.ﬁ; FV>>VPN TRUNK F{%(VPN and Remote Access>>VPN
TRUNK Management) -

3. ffF'J(Enable);fsgﬁi%Ju i VPN TRUNK ~ VPN %/ {1751 i ol
R £ (G0 071023) 5 F I EY LBl e - 5 LAN to LAN %M@ E"?”

Fg 2 (%Fﬂ [958 48— 52 LAN- to LAN di » b 3 #T1(Ad) -

4. %% LAN-to-LAN E%ﬂ:ﬁi* : i[f_d[;f:gabl LAY EY 10 SO [T 2 R £ 2
PRI LAN-to-LAN Z7EAf 1 =2 2 j ‘ cﬁn Fﬂa :;t uﬁ@éﬂi o LI L= VPN
TRUNK - VPN ﬁzwﬁu Sehof o {gu LAN-to-LAN %Uﬁgﬁ}fﬁ“ LR s

PRS- g
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LAN-to-LAN Profiles:
View: @& All ) Trunk

Index Name Active Status
1. To-A Place v offline
2. To-B Site W offline
3. To-C Place Y offline
4. To-D Site W offline

ypfﬁr%{g GRE over IPSec F%*@Pd’f?

1. “= LANto LAN [I E[I%Jt IPsec F%Jg“é; °

2. YNEEH Iﬂﬁﬂﬁ”@fyl £ VPN |'7 1A i (0 14 192.168.50. 200) 12y GRE IP 4
ﬂ‘ﬁ? *192.168.50.200 - r;tfﬁj GRE IP ﬁ;ﬁ'*ﬁ?“ Bk IJFF fib 5119 168 50.100 > =¥+

it

| High{ESP) DES |~ 3DES | AES |

4. Gre over IPsec Settings

[ Enable IPsae Dial-jpuesfmes == S

[ Logical Traffic My GRE IP [192.168.50.200 | Peer GRE IP |192.168.50.100 |

5. TCPAP Network Settings

My VAN TP 0000 | |RIP Direction

Remote Gateway IP 192 16511 From first subnet to remate netwaork, you have
to do

Remnote Netwaork IR 192.168.1.0 |

Remote Metwork Mask |255.255.255.D |

Local Metwaork IP |192.168.25.1 | Change default route to this WPN tunnel {
Only single WaN supports this )

Local Metwork Mask 2552552550

Moare

3. ?‘ﬁn&‘ ¥ Fjdﬁ‘F‘] F({EF, VPN H|: ?lﬁ) » 1 XYEY GRE IP ﬂ“;%r'*ﬂ[lq“
192.168.50.100 > %5} GRE IP 5 ([ 1] [[Jﬁli? *192.168.50.200 -

| [HIghiESH) DES  3DES - AES

L Gro oyor IDeo - Sattings

Enable IPsec Diafout

[1 Logical Traffic y GRE IP [192.168.50.100 Peer GRE IP [192.168.50.200
5. TCPAP Network Settings

My WWaN 1P 0000 | |RIP Direction
ReEmote Gateway IR 192,168 25.1 From first subnet to remote netwaork, you have

— to do

Remate Metwork IP |192.168.25.D |

Remote Netwark Mask |255.255.255.E| |

Local Metwark IP [192.168.1.1 | Change default route to this VPN tunnel {

Only single \WakM supports this )
ocal Network Mask |255.255.255_|:|
More
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ﬁFJj%EIfJ%FETEJ E- I

R BV B o (TR - RO R SRR R -
VPN Backup Advance Settings
Profile Name: testl
ERD Mode: @Nurma|

' Resume (Member 1 first)
Detail Information:

Enwirormment Recowers Detection(ERL) Status:

Normal Mode

[ ok | [ Clse |
it IR
iE ! F
il £ R AR € -
(Profile Name)
ERD fEizt ERD [~ %P‘gii?&[f[l 1 {{3f[(Environment Recovers
(ERD Mode) Detection) -

[Fl (Normal)— BT E BT VPN TRUNKU’F %bﬁgyr

4" e FIFAEL VPN -

1ﬁ,r%lg?‘-fV[pl(Resume)— ﬁ VPN ﬁqﬁp[@%ﬁ%&iﬁ?j RS ELL
ﬁf{?“? ﬁﬁ [,gg ‘—~L_l—f VPN ;I%IE:J@\O

A 1ETEY(Detail

Information)

1 BRI SRRy <

4.11.8 HEEE (Connection Management)

I = 0 VPN SRR o S S
HH o [RHT l [ IEIH

poig|

e

.

[l VPN Izt -
LTS RBRDial £ P R -

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds @ |10«
General Mode: v
Backup Mode: w
VPN Connection Status
Current Page: 1 Page Mo,
T T Rx Rx .
VPN Twpe Remote IP Virtual Network Pkts Rate(Bps) Pkts Rate(Bps) UpTime
wwrnneny 1 Data is encryphed,
wwnnwewy o« Data isn't encrypted.
IR
3 =3
“HE! M|

289
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‘:B.-q

#8195~ ' (Dial-out Tool) | $L 44858 (General Mode) - B457 7 LAN-to-LAN ]%JLEJ
(IR 2 VPN T 1P 040 514405

i VPN I;g;q&q <2 VPN [IF’#EJJ <.

Refresh Seconds :

{ Alfa ) 192,168.0,25 =] il
{ Alfa ) 192.168.0.26 BT
} 1l
Barkup MOoE: I Bentley ) 192.168.0.27 —l
Load Balance mMode: || Audi} 192.168.0.28 Dial |

BNMW )} 152.168.0.29
Buick } 192.168.0,30
Cadillac } 192.168.0.31
Chrysler ) 192.168.0.32
Citroen ) 192,168.0.33
Dalhatsu } 192,166.0.34
Ferrari j 192.168.0.35
Fiat ) 192.1868.0.36 =

Page Nn.l

ﬁFJfﬁ}ﬁ t(Backup Mode) - 74 k& {7+ % VPN TRUNK
'J?JLT‘&& Ei({ A FIBET | 22 VPN f I 1P A5 - 5

PR Y VPN RS 2 VPN ,fpjﬁ,p 2
General Made: |(Alfa)192.163.0.26 =] ol |
(VpnBackup }192.168.2.103 -] Dl

Load Balance Mode:

VpnBackup ) 192 168. 2 203

HPK(Dial) - H 2 S RS -

1Ll FﬂﬂgﬁRefresh Seconds)-w_ R PR STRERVIE]R
FhEe o E) 5 10 ~ 30 FpRETE FEERE

Eli—’??‘g’lpl(Refresh) EH*F—’[ E%%E TSN -

E1E(Certificate Management)

§P+{Mﬂ§ﬁf%i~ ﬁr}ua ID > =D |’ IR R s R o I I L SRR
B EI LT R AR ,}gjf[ EE o B F,J(I‘;ffgﬁaﬁgljay/«% ){Flimﬂhﬁu o
B X508 it

{7 ASUpo ™ I8 SRR MV E ) CA (TGS g PVIRGET » IR 1 P2 2
(5 1oRY CA [l Bs 2V - s I e l”jftff— IF IJEJ CA [fllRaN VISP

P T 2 RO - S R Y AR - [ R -
ﬁg;&f_f. ,EIEHEL UEH]‘:FIEﬂ lﬁﬁij' H HV(:EJJ_*FEIHX;—EJE Sf‘ﬁF

ificate
A Certificate
e Backup
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4.12.1 1518 (Local Certificate)

Certificate Management => Local Certificate

X509 Local Certificate Configuration

Name Subject Status

Local s== s==

GEMERATE | [ IMPORT | [ REFRESH

X509 Local Certificate

Modify

RS
IE! X
&% (Generate) e il F'ﬁ]fﬂﬁ ES ﬁ%ﬁfrﬁ(Generate Certificate Request)
A o
iy Eﬁﬁﬁg’?‘f?‘& C SREF - VR 4 (Generate)fF £
™ (Import) Rl e RS PR (SRR
RIFEIE (Refresh) IRl R Pyl o
M (View) H=g R A e
M= (Delete) F g PR 2 EORRGE e T Ay
% % (GENERATE)

B IR 2 i%ﬁ%ﬁﬁ]‘*@enerate Certificate Signing Request)j}! *FJ:[’ . ﬁﬂa’?j" e |
/u\%[g}'? > [\'J(/[lﬁ'u,' ?[(QJTF;} 35%) = JFE*F%'I‘[JN ﬁ*ﬁﬁf{'ﬂlj"’ﬁ'?ﬁ?m?’tﬁjﬁ , 'H‘laﬁ

B HpvR & (GENERATE)HE: -

291
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Certificate Management => Local Certificate

Generate Certificate Signing Request

Subject Alternative Name

Type IP Address hd

P

Subject Name

Country (C) I:l

State (ST}

Location (L)

Organization (O}

Organization Unit (OU)

Common MName {CN)

Email (E)

Key Type
Key Size

‘ = ﬁ?i}ﬁlﬁﬁ’ﬂj £/ (Common Name)+ EII% EHEE IS Y WAN IP r'iﬁiﬂﬁ?ﬂ%e[ﬁiﬁo
& 2 (GENERATE)F SV % » % & PUeYs f{ g i b

Certificate Management => Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
Local JC=TW/ST=HS/L=Houko/O=DT/OU=...  Requesting
GENERATE | [ IMPORT | [ REFRESH |

X509 Local Certificate Request

————— BEGIN CERTIFICATE REQUEST-————- *~
MIIBoTCCAQoCAQRWYTELMAKGRITEBNMCVEcxCzAJBgNVEBAGTAKRTMQ4wDAYDVQRH
EWVIb3VrbzELMAKGRIUECRMCRFQXDY AMBgNVEAsTRURUIENPMRgwFgYDVQQDEWS3
d3csZHIheXRlay5ik20wgZ ewDQY¥ TR oZ IhveHAQEBBQADgYOAMIGIRoGBAMMibnB2Z
unY¥+2Jt+CFrtINe+ 7 yvEM1 2 DNQoeDm¥nvT,/ rOgF+ekwg 3nkLgulddb £ ViwxnUa¥ 2
TEFUXHWFOOQP+20Jad4pTkBJI/UYUciDinBuGlzHRajgm52 lgdrpmlAQnI 1 C30EmXH
1nSBWDOJ4TyPMEPvEEMRuCLED/ kEeFEn¥ e nnAgMEBARGERDANEgkghkiGOwWOBAQUE
ALOBgBekifYPACOUdgZQUokb2dXgRSr9YcB8LAiaGisce/ YWzl CEVDPzgg+Tvy
YHtiB4BYIEnLHMe6hpeccDbHvgnE,/ smbIghh3Ue0Uv0Pgya3SsIbMFc0uolE,/ UmZ k4
SqENcF:qk“' 5“Y3>pYC'6P'fvzn;ngWX;siSM:p:SvyIA==

<

k& * (IMPORT)
BEH IR R T R
ﬂwf:ff—fﬁ HIVIH TR
SRR ©

=y

o % CA (IR AL (S R R - I
T ;;F' LIB[RIE] G PKCS12 1551 | 5 i

=

%q
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Certificate Management >> Local Certificate

Import X309 Local Certificate

Select a local certificate file.

Choose File | Ma file chosen

[ Import ] [ Cancel

Click Import to upload the local certificate.

RFRE
O PRI TR

i)

s g RS ljjijﬂ\p##[ \

RS R IIFE%&@ éhﬁt BE™ CA TRl o Eﬂﬁlﬁg[
A

R H;";Jgﬁkaﬁh AL T

I’FI’?BaJ‘EEL}:f‘A?EAﬁL*W;@ﬁU SEsl ﬁ%&[ﬁ"'* B o
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4122 5' R [’FI 1 CA ¥R5&(Trusted CA Certificate)

U I’FI’}J V CAYRE I = AR I’FI‘JJ:_[/ CA B o

Certificate Management >> Trusted CA Certificate

%509 Trusted CA Certificate Configuration
Name Subject Status Modify
Trusted CA-1
Trusted CA-2
Trusted CA-3

[ IMPORT | [ REFRESH |

I OS2 Y CAIRGE - e IMPORT)ZHITI (Ol -
[E:IFI %ﬁ?g{ (Browse )}i ”i‘@ &3 ]EIJTI/_J ﬁ‘ }%%}%1 %‘l (Import)ﬁ s IS;;%E/[E%j
] %UH%T /U'ilfﬁﬁill‘ FliF— R (Import)Z-HI i (il 2 S @y puifi g -

Certificate Management >> Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted CA certificate file.

| | Browse]

Click Import to upload the certification.
’ Import ] ’ Cancel ]

Ufertam) & (W20 1510 CAYREE > b (View) Hr e 131 J!T IR VRAE Y -
N B P CA TR » 2 FIRGE 1 PYIRR (Delete) 2 » o7 ﬁ'ﬁ;ﬂﬂ iR A

P o
|
el 19216811 bt
A
Certificate Detail Information
Certificate Name: Trusted CA-1
Issuer: ‘ ‘
Subject: ‘ ‘
Subject Alternative Name: ‘ ‘
WValid From:
Valid To: b
Cln=e o
< _ _ 3
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4123 f?%ﬁﬁ {77 (Certificate Backup)

“S‘H@EWM&%F%&?B BT CAMRER N - (R SR AR )
Frle s o YN [ E[E,I%‘k ik IJ-HEF %ﬂi Jp{-ﬁ'{ﬂﬁ.(Encrypt password)E—Fgr.H;f“ﬁE,
(Conflrm password) ™~ ﬁ%ﬂ[ﬁij E F’?E:ﬂ u 7m °

Certificate Management >> Certificate Backup

Certificate Backup / Restoration
Backup

Encrypt password:

Confirm password:

Click to download certificates to your local PC as a file.

Restoration
Select a backup file to restore.

Decrypt password:

Click to upload the file.
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4.13 IR ERITIBIBERTE (2.4GHz/5GHZ)
+ AR OB S E n I -
41313484

TR T SRS Jj HhE) R NORY R AR PG R

JT”L

SRA FpE - |ﬁ% E[ JFIJ K |FE‘[J“\&1H_ ?&\ﬂi‘rﬁafﬁ#,@l%ﬁ\%?}%i » Vigor G
yV

R < uwnﬂ& I B - 0T ﬁﬁzwi%%ﬁ$ﬂ
s %:ﬁ«uﬁw@ﬁi’rp~ﬁw&@wk Ip' B e S s
B PDA ﬁ&i*‘r:cwﬂﬁg AET A B gﬁ% T Ié" = *%F' AT L
TM%;@%?'UI‘ i - m@qﬁ,ﬁ;ﬂi i MM & s IEU“ i1 i 7 v
BRI T S 1) ORISR TRLD ) RSGRE  - AR
Vlgor £ ;Mf‘ghggf”fl £ 2 fgE 802.11n draft 2 5p]F 47+ TEVEL IE &ﬁ&i@«“ﬁﬁ‘“‘ fifers B
WTE% Il j«”Sf‘H» > Vigor B plIgS 4 padil o S 2 e T |E}H$} H4-F] = 300 Mbps* >
[ﬂihjﬁ&fu 'l ngqd"ﬁﬂ EREEIRVSH 1 FF’, LR (i
3—-‘§L E};Hﬂ Uy ]}};‘“E’I[gﬁ{%l %‘7'7& J'vﬁﬁmgcl ['%[*ﬂ[%ﬁﬁl—WiF oS o '{/[[;Fﬁﬁf VB! ;*\ﬁ?l

AT AR -

r—_f‘ A R

I(AP)FIJEJE [ > Fl ;\&}% FIJ_"‘Z“ i}gkﬁl F ﬁ.—FlWi c\\?gkﬁl F ﬁ?_(STA) F"’F‘%JFUF'JF I?
Ellﬂ"é > ?ﬂ 77 ﬁlﬁi[ﬂ ﬁLﬁF@‘B}?{ﬁwgﬁ_@ ﬁl‘_lﬁ_%‘ = N ,,fa: f\“ﬁﬁwﬁ’@‘?ﬁr’?ﬁl SEY £l P r[

SSID ~ LR THE B A Jfl

Internet

SSID: Draytek
Channel: 6
Mode: WEP only

192.168.1.2 192.168.1.1
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41 SSID

Vigor E'ﬁﬁ‘lé"séfﬁﬂ“lai': @ﬁn@ssm et 5 i SSID H 1) LA [l £7E e b
ﬁj\ "‘[-J IEIL_?‘JFI \ Jﬁjy g [EI ;:[ o

= MR

:J[E;j@?E.JJ[1~%-Vigor ,[,El[gﬁfl AES i %dly [—HII—LAFII JFRH] ﬁﬁ S L - 7
TR ?{ﬁj? NI a:j‘EwH %%[&%ﬁ‘ﬁ% o

B = (HRIEET L FRHEEEF = (EEERE %ﬁ%@ﬂj%fﬁfj‘ﬁiﬁﬂ
o S 2 e

ERSSEEIEA A (Wired Equivalent Privacy, WEP)L~ ?ﬁ@;’ﬁﬁl‘ﬁﬂi * [fi™'] 64-bit ‘9}3
128-bit = St E""—TM?@E%%E' J[Ifﬂ[ﬁigﬁv]%&fﬁf ”E'J'ﬁ &%U*H [F’*q&ﬁfIFI A
Pt PR > AR P - S S (e ulﬂﬁ*“”’”ié()

Wi-Fi {77 ZV I (Wi-Fi Protected Access, WPA)RL™ 3 i (RSRAYL = £ [J [
5 A T WPA-personal F575 £l WPA Pre-Share Key (WPA/P K)l | % WPA- nterprlse
FEEL WPA/802.1x ©

7 WPA-Personal BSIF] 1+ 74" 1= Iy A1 & Sy it IOfE OV WPA 427
Temporal Key Integrity Protocol (TKIP) “[Iie v [fi WPA2 JI[[RLFR™ | AES » WPA-Enterprise
j B S Jp LF}I‘JT%:‘HD .ﬁlﬁﬂ,pﬂb °

E"*”WEP SREGEHALE BRI » 710G WPA [R5 2 5 1) - [
Eﬁﬂ%ﬂ\ ?Mﬁﬁ[ﬁ”?& E&E TF”L HEP- FEd “B”B g J*[FEJ?,'IKF[ INERATE
”L@F i SEASAHE LY SRR LR ) IR - Vigor SASER FIRRL A S
IR WEP #1 WPA 42 2765 2 s -
JJITﬁ r%‘éﬁﬁﬁhiﬁwfﬁ,n - T‘Wbﬁaﬁi‘%‘,[ﬁ? i S0 F R R > 5 B]%LLI’[:: SEL
]E.hjr,ﬁ)",qﬁfji‘—f‘,l Elﬁﬁgf_ﬂﬁ&i_[ﬁiﬁua El [5 ?fﬂ]"\—i% Gy ll—f}?ﬂ ii = t‘vﬁj“tjpﬁ_{w{v[ fhin\El
EMLIE GNP eIl STl “aﬁéﬁ%ﬂt— (2 A Al o R S = UﬂrﬁE A
B T B N R R E'g%?lfkﬁu‘&i?ﬂ’ [&Fi* 1 )BT MAC rjiﬁmlgﬁ@g B
F AR L - RS IE o
B - AR FERIRAE . AR 1= AR R ST -
I B E Se IR |§I J:‘jJH,,FJE

Wireless
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4.13.2 ﬁij:r%%:‘(General Setup)
H‘%lif%tﬁw %Eu;ﬁfﬂ wa (& l)F%i SSID AL FEHBEA T - %g:m

General Setting ( IEEE 802.11)
Enable Wireless LAN

Mode : Mixed(11b+11g+11n} +
Channel: Channel 6, 2437MHz  »
Enable Hide SSID SSID [solate Member  Isalate VPN
1 [ DrayTek O 0
2 0O
3 O
4 0O
Note:

Enabling the Isolate Member configuration will forbid the wireless clients associated to
the same SSID from connecting to each other.

The isolate VPN configuration will isolate the wireless traffic from VPN connections and
thus, wireless clients will not be able to access the VPN network under this setting.

Rate Control

Enable Upload Download
SSID 1 O kbps kbps
gSID 2 | kbps kbps
SSID 3 L kbps kbps
SSID 4 O kbps kbps

Note:
Configurable upload and download rates are from 100 to 50,000(kbps).

Associated Schedule Profiles:

Note:
Only schedule profiles that have the action "Force Down” are applied to the WLAN, all
other actions are ignored.Valid settings are profile indexes 1 to 15.

OK ] [ Cancel

PR

THE! i
’?%E'J E\Ji‘féﬁﬂjiﬁ?ﬁﬁﬁiﬁ'ﬂﬁi o

(Enable Wireless LAN)

ES A [ S -

(Mode)

il ISP TG - IR

(Channel) va%‘%gl T BT (S I PO -

ks SSID SB[ - S 51 SSID i > o HIFRE Y SSID

(Hide SSID) VAR T AR o T A Vigor STAREE AR uE
Rl e

SSID F%ﬁu SSID fifit% DrayTek » @ EAFLIEEH - [’Hﬁﬁ’ﬂz‘”

il
P o R LI U SRR 2 yﬂ%’%ﬁ%’ssm A TRLE R
o W kL AR TR
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PERRE VPN — 2528 [Pt UG 2 AR ) VPN PO S8 [ 15 o
(1solate) s =i 33’3}3]3*]

J5‘7§'|(Member)— PIE P RIGR  A[F] SSID Azt [
(R IF=2 o o VS R o

k| S S R -

(Rate Control) @ (Upload) — U 0H [ IRL iy (it (B0 Y

BV sk giﬁﬁ%l;ﬁj Eh 0 000 kbps -

“~ g (Download)—2EFH [ ﬁ‘;i?ﬁ k fﬁiﬁ&ﬁﬁ% [y El

EPRLL s > SRS 30,000 kbps ©

PEEHY[(1-15) o L R R R O TR B (= o ) e
F'JE J?Eﬂ%‘“ﬂ‘_(Appllcatlons >> Schedule)‘g’lﬁl o F115 i

PEEIEE 4 W A B gi%@ik FIAY > S A oRL

Zpeam I 1R HIGE

Ko R > RO -
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4133%'= ]‘H:I%JL(Securlty)

FEIRR Y HEFSSID 1,2,3 4%4_7 IRl o 2 1A %4_7-@ B %Hmiﬁgiﬁ,
ST AT |FURAR
@Wﬁﬁﬁﬁfﬁﬂﬂﬂﬁﬂﬁ¥ﬁ’&“'@vﬁWWEﬁﬂu7w“$oﬁﬁﬁ@%ﬁ$°
BRFTR T A

I LI %ﬁfﬁ&n&aﬁf e H—“%gl%gu PSK Hffs -

At i E(Security Settings) i - FriiUAfH} ! ;[_JF?LI&UI NN = e IR FﬁgjﬁgWEp

AIWPA & -
S5I01 S5ID 2 SSID 3 S50 4
Maode: | WEP/802.1x Only v
WPA
Encryption Mode: TKIP for WPA/AES for WPAZ

Pre-Shared Key(PSK): [ |

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs01a2..." or "0x655abcd....".

WEP
Encryption Mode: 64-Bit
Key 1: | ............. |
Key 2 | ............. |
Key 3. | ............. |
Key 4 | ............. |
Mote:

Please configure the RADIUS Server if 802.1x is used.

Far 64 bit WEP key configurations, please insert 5 ASCII characters or 10 Hexadecimal
digits leading by "0x". Examples are "AB312" or "0x4142333132".

For 128 bit WEP key configurations, please insert 13 ASCII characters or 26 Hexadecimal
digits leading by "0x".

[ QK ] [ Cancel
i H R
ZFE! P
L o R RS ISR -
(Mode)
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Mixed (WP AP AZ)PSK v

Digable
WEP
| WEP/B02.1x Only
WRASDZ2 1% Only
WRAZA02 1% Only
4 Mixed WRPARNPADE0Z 1x only
WRAPSK
WWRAZP SR

Mixed WM PARWPALPSE

i*ﬁl' (2 E’E"f‘“ 802.1x fB1=4 > [&HE [ i lﬁ%*— RADIUS
qggﬁgu[

f@ B (Dlsable) ﬁjﬂ TSl -

WEP - 17 WEP 1|11 = 4 <51 | WEP & Sy * o

TR

WEP/802.1x Only - (&~ WEP H[F18I ] % tH FI RADIUS

(T8 (£ 802.1X f4 &R LY Lﬂr%

WPA/802 1x Only - [Eif -2 WPA F|* l’F]ﬁ ‘| % tH E1 RADIUS

|ﬂ %%E( 7 802.1X 1 B[R 3 el iy -

WPA2/802 1x Only - (&~ WPA2 H [F1EGI | R i E

RADIUS ffi/fi () 802.1X m@gm%ﬁ ity o

Mixed (WPA+WPA2/802 1x only) - [[JED*] B WPAZ

WPA2 H']:] r FI%HET RADIUS [F' E]Fﬁ%é(r[ 802.1X 1# QE*J

rjujj EN% L-{Mﬁ

WPA/PSK -5 WPA |1 » i PSK {1 ™ 17 & 55 -

WPA2/PSK -~ WPA2 H[F7» %& PSK Hlﬁ? Rk -% & o o

Mixed (WPA+ WPA2)/PSK- |i Eﬁ}% v WPAZE WPA2 7|

“ﬁfd%KWﬁ“W%Q%

WPA WPA i F 1 S 2 s I SaEs puFviEs » 77 £ B
= ffa; * PSK » HyRLFH 1 802.1x E?%’U AP
FHALHH [ 2 (PSK) - ﬁ?‘" 8~63 [l ASCIl F74 » fgefl
012345678 (F9£L 64 [ 161:@‘5?*—} » I'} O BT - 971
0x321253abcde...§ ) e

WEP

64-Bit - 5564 7 1 WEP £ #ff il * 5 fid ASCII 472 »
ekl 12345 (FS KL 10 ffif 16 300 gy » ') Ox iR - 7
0x4142434445) -

128-Bit - &%} 128 1 7 i WEP & 4 - i * 13 fld ASCII
F7 o [kl ABCDEFGHIKLM (F%EL 16 i 16 3% gy »
I} Ox B[l » J]1 0x4142434445) -

B4-Bit  w
G4-Bit

R [T A *?'fﬁ P AERA [ WEP i b 2 A o] 5
Pt fIIfY 2 o - mﬁﬂ[ﬁ‘““f%’@—ﬁmﬁﬁ
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B LR IFU“ BT ASCI ¥ T ESRL 16 £
WJ ﬁj‘ﬁij gﬁLL TE‘[EIF' SR el

o R B S EOK)T -

4.13.4 iﬁlﬁﬁqﬁ”ﬁfﬂmccess Control)

IR U AR IV 3 xﬁ_ﬁﬂﬁﬂglp[p R SO AR IR P R 1 MAC
ri S PRI o PV R = =
riﬁwﬁﬂﬁbug'il o SRR | I ) S8R MAC S s
Sy TVSIARGIEE o SRS T fU R AR E MAC R BV
F[&){E&E“Jf A MAC fb 3 TR T [ A T R e
Erg FfEJF%J&U A )T Eij qJ 2 SSID = MAC g
Access Control
Enable Mac Address Filter [ ssip1 [ ssip 2
[ ssio 2 [0 ssip 4

MAC Address Filter
Index Attribute MAC Address Apply SSID

Client's MAC Address :
Apply S5ID0 : [0 s51I01 [0 SsID 2 IZl SSID 3 IZ| SSID 4
Attribute : [ s: Isolate the station from LAN

[ Add | [ Delete | [ Edit | [ cancel |
[ ok ] [ clearan |
i IR
FiE! 3|
’?%‘E#J MAC & AR %EJL (=~ SSID1Z[4f1]] ﬁ B AL LAN U MAC 'ﬂbﬁ}
(Enable Mac Address gr;i% A U A (T MAC & SR ) F‘
Filter) 73 IR [T AR A 1 o P R I
1" SSID 1 7v SSID 2 HJe L - I}H?i SSr 1= SSID
2 NBEUE o
MAC # HHE V& B153 U FRIEE 2 5 MAC 7 3o
(MAC Address Filter)
?{t’lfﬁ{ﬁ@ MAC f# i1 %“ gﬁﬁ? ARk [fﬁ.}ﬁlﬁ MAC b 1o
(Client’s MAC Address)
?EIJ SSID ﬁ’l ElJt‘[E[fj MAC =D & > 2053E SSID E[fJﬂJ;FEEJ[JF }E{»;J,/ [t
(Apply SSID) MAC 6 SHFIF 2 St il -
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’#1‘[% (Attribute) s -ZE R [Elﬁlizjmﬁ' FELH IJF“ I ABGHIAL ©
¥ (Add) e MAC b 5 1 - o

Pz (Delete) J[iﬁé/iﬁfp[lﬁi 1 MAC P 5o

a‘*ﬁé_f&i (Edit) ﬁ.ﬁ%zaﬁ‘fﬁlﬁﬂf_#tw MAC f ko

FV3f] (Cancel) L&\ IE;I%&L}Z_LTT-J[J]%J& o

7t (OK) 2 gl l%@@?&kﬂﬁjﬂf%ﬂ [e

= Sﬁf‘?%ﬂ‘? (Clear All) t fa l'%ﬁiﬁ”ﬁ&'\@’ﬁjﬂiﬁﬁf [e

SRy it J']%'?‘L Vi %%1 BE(OK) R -
4.13.5 WPS

WPS (Wi-Fi Protected Setup) - iy pbff ("=hAd » FETA sy %‘Eﬁéj’ R
WPA%LIWPAZ;I/*’J[VL%W =, E‘yfjj;h%r;ﬁﬁlf%ﬁ;@ o

| Bl P AR I 48 WPS S - |

iﬂ “WFﬁ%‘—J TEEVigorHE AN I R ﬂiﬂwmjlﬁ[éxﬁbﬁﬁ Pz [ H T EK%U
SRR > R (SRR SRR o ([P BRI A

t‘lfﬁiH Ipo P WPSfﬁﬁiﬁﬁﬁﬁl’”ﬂ/w I~ [ AR -

SRS S T S WPS T A SR £ A T o — LR

Start PBCH#%* » — {[dLLF[*'|PIN Code 2415 o

® Vigor2912%E /UIFV Jffj’ R T “’f‘pi%g'm’?m@ WPS
- NESRLHAE IR Y Start PBC £~ SR P R [ (i
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BRI R SRR » I AT B O Start PBC #42 -

° i/[l%' BRI | PIN S » (204 ISR A8 A Y PIN S » SRESH 00
AR Vigor S5 -

[R5 WPS &7 WPA-PSK FS WPA2-PSK A4 11t [ » IR (299 F ) 7 2 A8k IR > >
z rfkﬁ%"“ﬂ‘—(Wweless LAN>>Security):& & jF=fgi=t » far %ﬁrzé?ﬂilﬂi fi JE”E,

Microzoft Internet Explorer

'l"_\ WES {87E WPA/WPAZ-PSK S FH1E -

ﬁtﬁmﬂét(o}()g IR IRE] ;g@,;,f;ﬁ%%»i 1EEE(Wireless LAN>>Security) f
=1 EE WPA- PSKF‘;WPAZ -PSK 10 > F & WP;EI]}—I °

™[I A IEEE >>WPS (Wireless LAN>>WPS),TFfJ§ TR e
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Wireless LAN == WPS (Wi-Fi Protected Setup)

M Enable wps

Wi-Fi Protected Setup Information

WPS Status

Configured

SSID

DrayTek

Authentication Mode

Mixed(WPA+WPAZ)/PSK

Device Configure

Configure via Push Button

Configure via Client PinCode

Note: WPS can help your wireless client automatically connect to the Access point.

© WPS is Disabled.
© WPS is Enabled.

» Waiting for WPS requests from wireless clients.

(Authentication Mode)

i PR
BE! e

strFIJ WPS ZIE = ﬂkﬁ;{r@ﬁ WPS F%J\L— o

(Enable WPS)

WPS & S WPS AR 2R L - R 2 )
(WPS Status) e ST H*f*u”%{g& BIETHEL

SSIb BT g Y SSIDL €78 - WPS {7 SSIDL i) -
R R S LA ORI o i R E ) WPAZIPSK A

WPA/PSK ¥ 2 WPS -

Al Push HFEPFEE
(Configure via Push

%}5@’&?’1 PBC(Start PBC)JJSFFI | Push-Button iy WPS &<
Ea&mwﬁﬁfA«2w$W@“@HwﬁLﬁ¢w

Button) ﬁ?ﬁ* : WPS ﬁl‘Eﬁﬂj » WLAN %ﬂ’ﬁlﬁﬁﬂf ' 2 71%
% E&E[lgg pIpIT A — R E [ ([S0 T 2 ST JF%JL
WPS) -

FhIE | ETE PinCode Y | T * ISl LRR 1 A8 | IR L PIN i - ri}%j"?*l

I%J& E’IN(StartPIN)E&fL i WPS ﬁ[fEE s WLAN %55}

(Configure via Client
PinCode)

AP 2 53k U plﬁkgﬁ[pug{ Jﬂﬁ‘ﬁ 3BT ([
r:k J%L WPS) -

th; 2
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4.13.6 WDS

WDS - 25T 6 » B (R (AL PO - S 9 7
] .

o IR WA O

Y T = A

e ALk T l-ﬁ,mﬂ Y B[

O

Al AT s B e ’ﬁ%flj FE1 WDS A=t s — £ ﬁ&%‘(Brldge)— bl 13 (Repeater) >
= [%I =1 V\)HS ;[ﬁ]e}m PN

___ LAN3

LAN1

WS- 1RE&A5L ™ e

—

Host with Host with

Host with
bridge Interface 1 repeater Interface bridge Interface 2
<-.. i
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AR N L il
bl— & AP "‘%[T‘E&i WDS;LE:_"I IH‘{L{@_{*EJ%—J‘WF’
%f[ﬂ/ o U IR ﬁ%WDSWWDSﬁEH%ELEJ =
Pf‘ﬁmwww@% ’fﬁﬁf"rlﬁ?’ﬁ””ﬁkf”i

ri_'\

A -

i3 WDS sl
EpAE AR Lo 'fndiﬁz”izp}ﬁ}% fEI 20 AT 3 Fijgﬁkﬁllﬂ

£ AP Iﬁﬂ“ RES ! ﬁ;{ﬁ} WDS JIadiF |
OSSR 8

T[E‘}%HEIZ

WDS Link

Host with

Host with
bridge Interface 2

bridge Interface 1

T BB A (Wireless LAN)FI iy WDS s 1T

F[J FIJI:%’;‘ SF[FJMFR :

307

WDS Link

-

Host with
bridge Interface 3

"E“é
_'_r‘l
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BIE! |
izt S WDS A [Ii‘i“ﬁﬁii, T P WDS 2 4‘@
(Mode) %(B”dge)’ff;ﬂ“i_%” M Fff, 5y FEHEEVE] (IR
(Repeater)ft=* [ILELGEFH " (i £ 57 A MR 7] -
Disable +
Fepeater
P = = PRI RS > ] - WEP AR M2 o
(Security) ﬁuﬂH”%PFW%ﬂWfﬁﬁmEﬁwiH%ﬂﬂf%ﬂ
}Fsﬁ/f\: ¥ o %E[ £ [[ SEH - FE o
WEP 2 P B [ = R (Security Settings) I [Fif] I[ﬁjﬁi
[0 8 o I 200 T 2 PR P R (8
0 ST ] -
’El,%i" & iy I 0x” ) 8 ~ 63 [l ASCII 474 i RL 64 1V 16 3£

(Pre-shared Key)

[t -

]

DI [ ARARER R L %& Bk LY MAC

(Bridge) i A F EIT I’Eﬁf._, h'ﬁ‘]? -+ [—la:jﬁﬁj MAC '—Hl'“ £ 7 [E]
“Wﬁ%l[W@ﬂ%wﬁwﬁ%vw%LwQ?@ﬁm
[0 MAC - SR b i 20 | 0

I UK S S R LR Y > i P © SRS MAC

(Repeater) Abd PR RIS VT [ MAC A [ﬁjﬁg’m ;

I AR R MAC fib g1 %“fﬂﬁﬁ?“ FRY i 20 FI'
B[(Enable) %34 -

AL TR

(Access Point Function)

F 7 (Enable) R f R HLH 2 SSUL 1 105 © ]
(Disable)Viffj ==

ANE

(Status)

IR SRR
R 3

oy AT B o S ELOK) R -

i
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4.13.7 %BEIF%%‘—‘(Advanced Setting)
A IR ERTRE L S R TR |2 aggregation MSDU

ZE SRR [E r“:%ﬂ‘— o

HT Physical Mode

Operation Mode

Channel Bandwidth

Guard Interval

Aggregation MSDUA-MSDU)
Long Preamble

Packet-OVERDRIVE™™ T¥ Burst

& Mixed Mode O Green Field
O 20 @ 20/40

O long @ auto

< Disable & Enable

& Disable O Enable

& Disable & Enable

i PSR
R |
= e 1EL £ 181% (Mixed Mode) - #1138 '] 802.11a/b/g A1

(Operation Mode)

802.11n ffﬁw%#ﬁ‘m A ERREYR - (ERLE 802.11g FY

802.11b £ S5LH | FiHIE - r=r bl IJFH  FET ﬁ,u R GEnEy

A1 F’%ﬂ*ﬁ °

Green Field - £57” ?Vrﬁ‘q’riﬁ F[J&ﬂk@ Jis %L  IP=TFIfBL
FUo PV E R YOR[ T 11n F ﬁfluﬁ“lﬁ?rjo TE > P

&"E IR il MRS AT R | 802.11a/blg OBE % + 7

R

(Channel Bandwidth)

20- FEER{IT ] 20Mhz B ELEY F,'—“?”' AR [T R Jlﬁlﬁﬁfj
EFRIS -

20/40 — FEFNES U] 20Mhz HY 40Mhz [BEEEL Y R e |
R lﬁ“{ﬁﬁmz}ﬂﬁ% o P TR T IR Iﬁlg}?pmﬁm

2l

(Guard Interval)

e = o s N oM

Elﬁﬁ(auto)ﬂ EU%F ﬁ'ﬁ‘plaﬁh;{ﬁ]’[ﬁ AR [ ETRYRE
TN el ﬁ%ﬁg T AR ) RLEER O o
ey o

Aggregation MSDU

Aggregation MSDU p EE}: de* CRUSEEARS B et B
Fﬁ!,*ﬁlp' [F1p MAC gﬁ&’?‘ﬁﬁ’ np%@ﬁjt ’:EY“ (Enable) -

3t P
(Long Preamble)

IFL“H*EI“ oS 802.11 Ff & I BRIV R > ST
AHGIFEE | 56 bit [FJWE%# =] f@ﬁcwﬁ“@p I TELI') 128 bit
il JﬁEﬂ» ({0 B AR T - Lf—““’_}éw' 11b =G
S P AR E PP o PR A
F,ﬂiﬂg ﬁfﬂ[ﬂjﬁﬂ 2 E Y o
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Packet-OVERDRIVE

5]?;[5' U T R Iﬁﬁﬁi"ﬂ VISR G ] 40%) ) G5
I TX Burst) o pUE[ T ,w%%w‘r TR TS I E?
2y ,gﬁjﬂ [N T”‘A@& [EH] s HfERLg e fa |- ﬁlﬁ'u’ ]
I A
i*%n Vigor N61 =T RSWHiE i L J2IFFizlfe PRI I il
AT [ FIJF F ! F{[i‘f”‘ Packet-OVERDRIVE i J%;I
%l(ﬂzﬁjﬁfk Q%‘N Vigor N61 = 560 fyllfi[ » 2J3E T Option 1892
fl1f TXBURST).

B R

Vigor2912 ==

o i

Yigor NG1 802.11n Wireless USE Adapter Utility X
Confizwation | Stets | Dphom
(teneral Hetting Advance Zetting
Aot lavnch when Windows gtart up [] Disble Badio
[ Remember mini statns position Fragmentation Threshold : 2346
[Jnto hide mind status RT& Threshold : 2347
] Set mini status always on top Frequency 802.11b/gh - 24GH »
[JEnable IP Setting and Prowcy Setting in Profils Adhac Chennel: 1 v
[ Gxoup Roaming Adhoe Fower Save Mode: Disble
Tx Burst : Dimble
WLAN type to connect
(@) Infrastructure and ad-hoc network
O Infrastructure network only
(O isd-hoe network only
[] Antomatically connect to non-preferred networks
_OK __Cam:el
A (OK) (G -
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4.13.8 WMM ?E“%i(WMM Configuration)

WMM £ Wi-Fi Multimedia U FY » 55 15-802.1d Rk frpFe o SV R B SR (R Tt
SRR ST - B Jmsgﬁfﬂ[%ﬁﬁu ’ LF{“I%EZTFJ?’ 7’J filkL - AC_BE, AC_BK,

AC Vland AC_VO -

[ EY 1t (APSD, automatic power-save delivery)kl Wi-Fi 5 #2193 (=  F fil
“j%i:“ﬁ"ﬂf‘“ BRI > g s %ﬁfﬂﬂ IS GE *c'fr ¥ IFL“*J
“if’?tf* LY 2 VoIP F‘“*P}J}*—’F‘fi: AL Al |FERTEY

WM Configuration
WMM Capable
APSD Capable

VNN Parameters of Access Point

| Setto Factory Default |
& Enable O Disable
(O Enable ® Disable

Aifsn CWMin CWMax Txop ACM AckPolicy
AC_BE 3 4 i} 0 il il
AC_BK 7 4 10 0 [ [
AC_VI 1 3 4 94 ¥ ¥
AC_VO 1 2 3 47 B B
VUM Parameters of Station
Aifsn CWMin CWMax Txop ACM
AC_BE 3 4 10 ] ]
AC_BK 7 4 10 0 O
AC_VI 2 3 4 94 il
AC_VO 2 2 3 47 O
ir IR
5 =3
HIE! M|

WMM rfrge
(WMM Capable)

AR [ R ] WMM 25 ﬁ%}%?ﬁfﬂ |(Enable)&: -

APSD erF’j:
(APSD Capable)

SEF%@ £ | (Disable) -

Aifsn

[ ??Lfﬂl“ | FETR B 2R [ B ] %ﬁ l’@ﬁjﬂjf
i 1 7] 15 [ o[wegle;{fjma WMM [ﬁvz:gﬁm o
Eﬂ*]F ] (time delay) - tﬁ#?ﬁ kL m%é%nj J %rTAC A=
AC_VO ?iﬁ | EVEETE bﬁ”?:4 SPFF Y RLAp R TR
% AC_BE ™ AC_BK it Ugifi -

CWMin/CWMax

CWMin #.1. contention Window-Min [ij CWMax %=
contention Window-Max - %? (Rl AR 1 E] 15 VR -
=H CWMax — fifi= FH\JH"P‘; "CWMln’iﬁj |ﬁ§lm£{?{ﬂ

(1R WMM 5 VTR g e il AC_VIFA! AC_VO A
J;J N4l FIJT ful 247 F[ | gﬁ AC BE %p AC BK [t JF[J;—;%{@\E,U\
EH\H&
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Txop

o (0]« ST O T
AC_VI E*”3AC VO » %@iﬁi U%m;@ Eiﬁvﬁﬁﬁjpuﬁﬁ
ﬁ?l A TF[¥”§‘WEIEQE"E 0 %[ 65535 [t -

ACM

% Admission Control Mandatory fUs i » ') fo[l” AL |
r IIEI IE{ Fl :,Eﬁ —LZ;‘F[:F:[J
1= Ei: Vigor2912 HLHHRIERY WMM S F1=E I [
SRy % WiFi WMM s o

AckPolicy

o 2R GRS B9 08 R 2 Bl
]E?ﬁ?WMM ﬁ:p]ﬂaﬁ }{ﬂj’rﬁ [[fg[mﬁfgzjw i’ PEHM:T“U— &
qrfu WMM $f &y

“ SIS B g%?f'ﬁplg«g[ﬂ“{pﬁ)WMM iﬁj‘cuﬁﬂj T P"T
[V ROt > o PSRRI (FLRLTY St % -

o R o i O -

Vigor2912 ==
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4.13.9 f%éﬁ?\ﬁé%lf’ﬁf‘,(AP Discovery)

AP 1 ST HFOSELT % LTS B ( O2 SE  SLRFOR Y -
0P R O FRPBELAL A 0 191 i) 1 SR WS Sk 102 g
RO TG 5 ) > (I~ £ A I e R

¢Eﬁﬂ$ﬁ%£ﬁmﬁﬂ%WW%ﬁ%ﬂﬁWﬁ&’Tﬁwﬂ?%W%WW%ﬁWﬁ

gL by i)

Access Point List

BSSID

PR ﬁ%ﬁ]ﬁ@can)}%’%%ﬁﬁﬁ?ﬂﬁlj@ﬁ@ﬁj‘j&ﬁlf&f‘] o

Channel S5ID

See Statistics.

Scan

Note: During the scanning process (~5 seconds), no station is allowed to connect

with the router.
Add to WDS Settings :

AP's MAC address

i IR

(® Bridge O Repeater

it

|

ki
(Scan)

A S T A AL | o BB

%_FiJFmiJ’FEH' 0

et
(Statistics)

B L R OV -

Wireless LAN == Site Survey Statistics

Recommended channels for usage:12345678910111213

AP number v.s. Channel

172 3[4 |56 [7 |8 9[10/11 1213 |14

Channel

Cancel

Py
(Add to)

YN EAE RIS EI= 2 WDS %ﬁgpfjﬁ?ﬁﬁ'\ﬁifﬁﬂ ; rﬁﬁ?}¢ LS
illfy ™ 3 AP Y MAC 18 fil-» RSP i MAC o
Y@ op WDS BRIl -
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4.13.10 SR8 |k l,r.ﬁ[J%e(Statlon List)
I SRLEN[ ,Tﬁuang 4 [ ,Jﬁljg_ b2 GBIy Jﬁ: =, R %l%ﬁ;{kﬁ:ﬁﬁ:@ﬁ 1 E*Fd FILJEJZi

wo B RS E R g Jz&n@ﬂﬁ‘ﬂ L p g ?—L P WLAN |k lfm&tjﬁy%@

AT

TF[[(Add to Access Control) - lﬁir;zg“jtf[ r )

Station List
Status MAC Address Associated with
Status Codes :
C: Connected, No encryption.
E: Connected, WEP.
P: Connected, WPA.
A: Connected, WPAZ,
B: Blocked by Access Control.
N: Connecting.
F: Fail to pass WPA/PSK authentication.
Note: After a station connects to the router successfully, it may be turned
off without notice. In that case, it will still be on the list until the
connection expires.
Add to Access Control :
Client's MAC address
Add
IR
4 =
HIE! Eiig]
REIE FER BT I MAC A1
(Refresh)
gy =g s U MAC tF*IE_néqier[J(Access Control) -
(Add)

Vigor2912 ==
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4.13.11 ﬁ?\a‘&E'Jt’lﬂ‘ﬁ‘U(Station Control)

lﬂ[ﬂjﬂtrr Pl g Vigor B TRV IR - SRR E PRI
A TR R Vlgor,[,piaL Elrﬂmﬁ‘ﬂiﬁ‘gﬁrjﬁft b o

HHE R Wi-Fi %ﬁaﬁé“ il»:uﬁﬁl ﬁ‘ﬁf‘ B ERFTRE 0 PR L 31~ '
B A A o 2 1@$:§FE[ fi'l J%ﬂ VLT R [ﬁ{liﬁijff SN
*I:\"’i/DLF“‘* N ‘ Pie— PRI E v T [T @ R R lﬁ%&ﬁ,cl
-

| BT SRR TR ) T 300 ¢

Wireless LAN (2.4 GHz) == Station Control

SSID 1 SSID 2 SSID 3 SSID 4
SSID DrayTek
Enable |
Connection Time 1 hour | |60 min
Reconnection Time 1 day | (1440 min

Display All Station Control List
WEB Portal Setup

Note: Cnce the feature is enabled, the Internet accessability will be restricted by the wireless station
MAC address with the specific connection time.

[8]8 ] [ Cancel
i PR
“HE! FH
SSID B R T = Vigor "%EH%%EP?{EIE'JEIU SSID -

?TE'J(Enable)

szézwww?s,fE'Jﬁ::sw'Jt IV -

SRS g

(Connection Time /
Reconnection Time)

117 4 7 TSR 500 TS PRSI oL
w SHﬁlEIJ:,_Ef”v\F__'%(User deflned)E L AR R fe] o

1 day || 1440 rmin

i User defined
= 30 min
1 hour
2 hours
4 hours
- E
2 days
3 days
4 days
5 days
6 days
7 days

%*—‘ rm¢. FI E ['}j‘ﬁfﬂ‘(ﬁ?ﬁ
(Dlsplay All Statlon
Control List)

T L % Vigor B F A ASE T BE e o

R

=
=
&
i
[
&
-l

MIIEINSN E/[Eﬂj‘ H ]'Scly‘%‘i o
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(WEB Portal Setup)

FAy it ]:%{ bz %}%_’\;F*E_L(OK)I‘ET'% °

4.14 USB fEF(USB Application)

IE- = EI&E[I EJ USB T;"JVF‘E;'{F[ Bl £ [ ﬁF/ h IJ~ FEi olﬁlH V|g0r’m£[|é‘ Eﬁ@;ﬁ:‘ﬁ‘f’ﬁ
er“JHp ")z T If [ P g FHJ“ IV EET T USB @i iR pu*w[w[o TR
Ry USB F [Fel i » (3l )7 7] i TR B EREY 1P b T USB fféﬂj
>>USB ffi | #=E (USB Appllcat|0n>>USB User Management)ElE I R
il > i HE lf‘.’ﬁ“jtp P T FTP(USB G i) fy kLT HHHER TR55

]I[]‘E_t Vigor FgpERf USB R T [ esfiff USB BeES - Vigor Fpliay L 2P g
B - USB ™ [>>BrsdS~ #8215 H1(USB Application>>Modem Support List)[ 1"V i
MR ) r,rgm i USB Bl s B A Frosllie st » %wﬂ WAN>>HAEEAEE st
(WAN>>Internet Access)= WAN>>§l‘¢%4—(WAN>>General Setup) -

4.14.1 USB ﬁlqﬁ. FE(USB General Settings)

F WFTP ﬁ,ﬁ{u@ﬁll ung%J B R EU Vlgor,uﬁ‘lé F‘ qf?"“ﬁﬁ*‘ £,
FATL6 < FAT32 i USB i - [ﬂlhi{g;g USB £ HE;?; i mJ R
FL FAT16 L. FAT32 - «]i-skf._, ]Ei[ HFAT32 Setgimp ili % ¢ (FATl 7 4/%:2 ;é ) e

USB Application >= USB General Settings

USB General Settings

General Settings

Simultaneous FTP Connections {Maximum &)

Default Charset | English A4

Samba Service Settings(Network Neighborhood)
OEnable @ Disable
Access Mode

LAN Only LAN And WAN
NetBios Name Service

Workgroup Mame | |

Host Name | |

Note: 1. If Charset is set to "English", only English long file name is supported.
2. Multi-session ftp download will be banned by Router FTP server. If your ftp client have multi-
connection mechanism, such as FileZilla, you may limit client connections setting to 1 to get better
performance.
3. A workgroup name must not be the same as the host name. The workgroup name and the host
name can have as many as 15 characters and a host name can have as many as 23 characters , but
both cannot contain any of the following: . ; : "< =*+ =/ 7
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[ F%J“ SR

A "
1rFt [fil* FTP 3i(Simultaneous FTP Connections) -
(General Settings) HIep & FTP HRRGEARE! > BRI 7o 7 v fE USB
b EE'@E;VE% i 2 6 i FTP Sy -
i§4 "B (Default Charset) - [ 17 » Vigor P& lEg ¥ 424
E—FJ?PJ & »:FJ%J BT .

English b

Chnese(SimpIej
Chinese(Traditional)

German
IV 3] LAN(LAN Only) — SFEAHEE 0218 T f i =2
(Access Mode) Fl1As i samba IR AY -

LAN = WAN (LAN And WAN)- LAN = WAN f‘}[ﬁl H
ﬂ? X \»_c R m&E[[EUéFU samba & l qBE}E

NetBios Ff E[’injj FFEF USB fvstiepy NetBlos 55 (& 'EITF“ T e
(NetBios Name Service) ‘E/ﬁﬂ‘w* BS B o TR EAT HJE‘F“ # cfﬁﬁ'

T [ fﬁgﬁ f/fl ) 15 [l 2 S FAEE 2R
J23lﬁ4 Tl BETTR Y »*“’*‘uﬂ"ﬁ""<>*+:\|oo

T [EEEE €78 (Workgroup Name)— ‘p‘]?‘ T EREIAY
F o

= #8 ¢4 (Host Name) - g@%p e SRS A £
SRy = If? [SmanE %“ELFFE (OK)I%?Q%JL[;@ o

4.14.2 USB fﬁlE'J?ﬁ}ng(USB User Management)

j:_EJ %EJ{’?‘—J‘ FTP/Samba fﬁ[ E'J \_g\ﬁ[‘{%{ﬁ‘ ’ [# [H ﬁl%[ T USB lfgﬁté* #Emfﬁl F| s
7 g %—1-45?][%}‘%&7&[ Eil F[LJI'EIFI IR ?ﬁ? o [igg-ﬁ‘grll—‘&i[ ST-AF [ggujt# I/FJ %j i’ﬁ
* USB [Tﬂ%ﬁm I:I [H “ [QF Q—LF[ °

USE Application == USB User Management

USB User Management | Setto Factory Default |

Index Username Home Folder Index Username Home Folder

=

o I [ e e e
N N
=S

=
=51

i B R
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USB Application == USB User Management

Profile Index: 1

FTP

Uzername
Password
Confirm Password

Home Folder

Access Rule

OEnable @ Disable

{Maximurm 11 Characters)

=

File Oread Owrite Coelete
Directary Oust Ocreate Oremove
Note: The folder name can only contain the following characters: A-2 a-z0-9f % '-_@ ~ "' {3/
and space.
Ok ] [ Clear ] [ Cancel ]
it PR
BIE! |
FTP FreI(Enable) - IS JfAL - FTP it WA
%ﬁ“ PR U= pHpy e/ 5 FTP ([AlRE -
[@7](Disable) — £ =2t “Jlﬁtfrﬁs ;
B % &7 fi " FTP/Samba fﬁﬁ' AP G FTP AR
(Username) (USB [ fix) » =i fji” I H T H [ NI ER I E

e fix J/IQL H J 7 H FTP H[x Iﬁf« ] Lﬁﬁ?ﬁ%’

U EJ[JFIJﬁ * USB e o

R AR FRE T “Admin” Wtﬁﬁ £
\i_ﬁl—i\ﬁj Q&E[[é‘ EJIEIFIﬂHI:L[ , l:[]EHj %E,U‘J[jj

FTP @Jﬁﬂﬁlﬁﬁﬂ]‘ R

A BT L 2 FTP Passive i - ﬁ%& FTP ==

R |t -

(Password)

iy FTP/Samba fiii™ Jﬁfﬁ%’ﬁﬁ f FTP i ’iw (use
T TR) > I B S T A B FTP 2 BT ﬁ}aJ &
pJﬂF» l[p ¥ ' USB mrﬂcﬁ"’ o

i

(Confirm Password)

. hﬁ *;Wgﬁh )

TR
(Home Folder)

PR O -
(R BT o B SR > BT FEE(OK) -

SV 7 USB [ R A o o

9 i ;. %ﬁ B SE T USB R Ak ATE | Y
filt sl B Al

B i USB R AT FOERRITIIS - RO
iy ™ ER e EPE Hﬁﬂ PCEIR R

fj [ %ﬁ.} VRIS é‘mfﬁf ’fﬁi_}‘lﬁ’”??ﬁ

Vigor2912 ==
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T VI I HOE R CAMEARRIEL - £ ™ A R

(Access Rule) USB [t fix i fj ™ [ < @ e oSt -

R (File) — 22 7o FRIBCHOIEE | (FIZV - BER ~ PII0%) -
E188(Directory) — 2J5% o SFHHRAUCEIE I GEHT - B ~ 1)
=)

?i Iéiﬁ"'\’ﬁfg’%__'(OK)j/ %o [T RS FIES Y USB S E'ljﬁ“ USB &t F\, A SR =]
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4.14.3 % BET(File Explorer)
TR TR — el LT R = R P B ! - R USB (& iR Gl = Vigor FRFTR)
IR

USB Application >> File Explorer

File Explorer
+4 + _.3 Current Path: f

| Marne Size Delete Renanme

4 Upload File

Select a file:

Upload

Note: The folder can not be deleted when it is not empty.
P F'JF%JL SR

“BIE! A
FH IR RIPPRCR TS T -

RI¥Fr(Refresh)

.Lu 15, Ilfj #[_._A F#EI%}ZO
* _F(Back) # Hﬁ 7= E

. e L T
=2 51 (Create) I PTG e

E IFJ;JIE? 2 %T—T F Iﬁrjﬁflif}é F[':Jf\j‘rill—o

(Current Path)

fE =z P EGE MR = USB @t > et [ fol A
(Upload) FRTATE S FTP R o5 4 -
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4.14.4 USB A2 (USB Device Status)

A1 AN Vigor BE [T IV FTP pS AL Samba fiilJA8 AU P IFOPEE 4l gl
FIERE 39728 USB R i » %ﬁ N F[l%’rUSB Rf\»ﬁ%ﬁ_ﬂ&(msconnect USB Disk) » Sk
B2 = '—fﬁm

USB Application == USB Device Status

Disk Modem Printer | Refresh |
USB Mass Storage Device Status

Connection Status: No Disk Connected
Disk Capacity: 0 MB
Free Capacity: 0 MB  Refresh

USBE Disk Users Connected

Index Service IP Address(Port) Username

Note: If the write protect switch of USBE disk is turned on, the USE disk is in READ-ONLY mode. No data
can be written to it.

fir PR

HE! i

HRRSTE Ip B ARTE S £ 7 USB fair R IH;;,LF“ i
(Connection Status) 13—% = [P #&A%"(“No Disk Connected”) -

@}J"%"?‘I'E‘ ,\%[—] USB ]’n]l—f E;EFILJ;]’\F'[ FL E.[ °

(Disk Capacity)

R B USB G B R3] - 1 RO
(Free Capacity) (Refresh) 1" 2Vt s Pyl RIEYEH «

g Iﬁﬁﬂf (Index) S i | USB [ g s Jt‘[;;r@%o

IP b (IP Address) TR fﬁl Bl USB f%@ﬁ%ﬁﬁé‘ﬁl%]ﬂﬁ@ IP gk

R €78 (Username) | B i 7] USB s (RARSHOR |17 U7 I 774 -

HFIEsH USB T Vigor S5 pRIE] » SRy 1 T MDA 3 S P -

USB Application >> USB Device Status

Disk Modem Printer | Befresh |
USB Mass Storage Device Status
Connection Status: Disk Connected Disconnect USA Disk

Wite Protect Status: Mo
Disk Capacity: 2009 MB
Free Capacity: 925 MB  Refresh

USB Disk Users Connected
Index Service IP Address{Port) Username

Note: If the write protect switch of USE disk is turned on, the USE disk is in READ-ONLY mode. Mo
data can be written to it.
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4.14.5 BrEES #235 H1(Modem Support List)
A EHEH Vigor PR IR 4R USB Bl e BIBES frf'%%%‘}’?* °

USB Application »> Modem Support List

The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain
environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek.com or consult your dealer for further information.

PPP mode DHCFP mode
Brand Model LTE Status
Aiko Afko B30 Y
Alcatel Alcatel L100Y & K
Alcatel Alcatel w100 & ki
BandRich Bandluxe C170 ki
BandRich Bandluxe C270 Y
BandRich Bandluxe C321 ki
BandRich Bandluxe C330 Y
BandRich Bandluxe C502 Y
Huawei Huawei E169u Y
Huawei Huawei E220 Y
Huawei Huawei E303D ki
Huawei Huawei E3131 Y
Huawei Huawei E3372 v} ki
Huawei Huawei E392 & ki
Huawei Huawei E398 & ki
Huawei Huawei K3772 1
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4.15 RifiitE (System Maintenance)

nﬁl%iﬁbpl ] gﬁﬁj TR VRL{FH | ﬁﬁjglﬁg‘:fzfipj TR ”%ﬁﬁ@ﬁﬁ R~ i A
i~ AR IR R R EfFEI ?s[r—rﬂﬁk'ﬁwﬁ‘a“‘ [ b5 e

-« qﬁlt@;; ﬂ\_%’u—' F;l%—LﬁJ 0

System Maintenance

4.15.1 FHHE(System Status)

ﬁgﬁ‘ﬁﬂ{%ﬁﬁﬁliﬁdﬁfﬁ,n%t , u[JfA[]Elgigx, SHEEATWAN /syt o [l g]—[n s 1T
VR RS F&iﬁ?}?ﬂﬁ i J;I:‘EIFTJ_E‘}.% .

System Status

Model Name : Vigor2912n
Firmware Version 13754
Build Date/Time : Nov 17 2014 15:36:33
LAN
MAC Address IP Address Subnet Mask DHCP Server DNS
LAML 00-1D-A4-34-3F-34 192,168,1.1 Z55,255.Z55.0 ON 3.8.8.8
LAMZ 00-10-A4-84-8F-34 192,168.2,1 ZEL5.255.Z55.0 CM 2.8.8.8
IP Routed Subnet 00-1D-44-54-8F-34 192.168.0.1 ZE5.2E5.Z55.0 OMN 3.8.8.8
Wireless LAN
MAC Address Frequency Domain Firmware Yersion SSID
00-10-AA-34-83F-34 Europe 2.7.1.5 DrayTek
WAN
Link Status MAC Address Connection 1P Address  Default Gateway
WANL Disconnected 00-10-A4-84-8F-35 === == ===
WANZ Disconnected 00-10-AA-84-8F-36 - = -
WAN3 Disconnected 00-10-A4-84-8F-37 === === ===
IPv6
Address Scope  Internet Access Mode
LAN FESO::210: AAFF:FES4: 8F34/64 Link ---
User Mode is OFF now.
£ EITELE [ S .
i IR TR
g =3
HIE! HuH
T & I15 1 1
BB L8 B R
(Model Name)
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P 1

(Firmware Version)

_“‘E[—T Hx E[ ey E[’:J@J?g%{-’gj; °

B TR
(Build Date/Time)

R R S o F O R

B IR
(LAN)

MAC f# ‘[ﬂ‘(MAC Address) :%g:f Eﬁiﬁa—,[ﬁ%‘[ E[F” MAC ',_‘I'
o
IP S 3(IP Address)-5= W IBafHEE /7 P 1P Ao

5 SfRE PR BT (Subnet Mask)-551 BrIssiriis /i i1 s
Rt g o
DHCP /33 (DHCP Server)-%i- Bl /7 11y DHCP
(AR B8 E R PO
DNS-EH- = foI DNS fi [P fib I

i SIS
(WAN)

MAC i HH{MAC Address)-2f- 7 @Eﬁg&j[ﬁﬁ'ﬁﬁu MAC
o
#iAfis (Frequency Domain) “ﬁj@‘a A T LRLE YV (13 i B
%ZF—) ﬁ\E&[(ll[ HH ﬂfaﬁ) 1@@’#%’1}—4@% I/FJHJEAE
djmww¢*i7wmw

7% (Firmware Versio) -%= i ffPJ WLAN miniPCi v
oAl (R R A BEFVEL
SSID-Z= BE pligs o SSID

WAN

IR (Link Status)-2i- F i 1 By ors -
MAC fHHMAC Address)-&i WAN / E'F” MAC b ko
3B Connection)-E- F IFisHASY I AR o

IP & HHIP Address)-Bi= WAN /7 [F1f9 IP 6 g

HREIE (Default Gateway)-5i B WIEH E0 IP o i

1Pv6

i H(Address) - B BhIaAHRERY IPV6 o fF-

#afE (Scope) - 2= IPV6 oF il > 911 1IPv6 Link Local |1
AR P IPV6 S - TP IPVE SRR -
nﬁl‘?xﬁﬁ,mﬁ_ﬂ&ﬁ U (Internet Access Mode) — Ffﬁ B R
AERE I AR o

Vigor2912 ==
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4.15.2 TR-069

e 4 TR0BO A6 » SV ~ i

LA -

L ACS (7141 VigorACS) 4 TR-069

System Maintenance >> TR-069 Setting

ACS and CPE Settings

ACS Server On Internet
ACS Server
URL hitpofvigoracs.dravtek.comidCSSernverservicesifCSSerlet
llsernamea alpha
Password = messsse
[Testwith Infarm | Event Code
FERIODIC
Last Inform Response Time :Thu Aug 7 10:27:16 2014
CPE Cliemt
@ Enahle O Disable
JRL hitper1 11,251 216 333069 mwmiC R M. hitml
Port 069
llsernamea wigar
Password = messsse
Periodic Inform Settings
O Disable
& Enahle
Interval Time q00 secondi(s)
STUN Settings
& Disable
) Enable
Server Address
Server Port 3478
Minimum Keep alive Period g0 second(s)
Maximum Keep Alive Period 1 second(s)
[ i L
HE! Eitd

I ACS TS

PG ACS (TR

(ACS Server On)
ACS fﬁjﬁ?,ﬁﬁ URL/fﬁlF' *{,fﬁil?’ﬁﬁ(uRL/Username/Password)— Py
(ACS Server) PR ISR AR ACS IERE %%«:’% ACS

IEIF' ﬂqwﬁﬁ EIFIJE¥§4 o

3EH§~:¥§?‘(Test With Inform) — #FH={EE= 3 Fl s FELN

EJJ FF RS ,ﬁl_uﬁl{‘*l 45 CPE = VigorACS Sl
(il I e B o

:]l]ff? r‘ﬁF(Event Code) - ffi™[ ™ FF= “(*?ﬂﬁ fu =R

[ ELf

.&@i[lﬁu[p”’%ﬁ #(Last Inform Response Time) — ﬂgh
VlgorACS |ﬂ 1IR3 U2 e 1 CPE Pspj IRkl ;ﬁ “Ip
TR ] o
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CPE E'Jt’lfﬁ*}

b LT BRI POV (A

(CPE Client) RLAE A (Al 2 P o
% |//82 | (Enable/Disable) — [ 1% » 75 [i' 2 €7 5 4 HiBE
o ELHEHGE IR > (i fiEfTE 9@ CPE UIfivE >
LSRR | R LIRE -

EHRPRE I TR (Enable) » i I A5 ALEFRI ) - 3

(Periodic Inform BEH il S ATR RA SPE B > fORLE J(Disable)ﬁj%ﬁfj

Settings) ﬂﬁ'&%ﬁﬂ °

STUN I%”Q‘—_
(STUN Settings)

LA (Disable) (13 (225 (Enable) - i
O AR

flf# IP(Server IP) — i * STUN frlIgaRfv IP i
(AR B HiBE(Server Port) — iy * STUN flif HfivIpis -

ﬁﬂﬂ‘%ﬁiﬁﬁﬁkﬁ%ﬁéﬂ(wnimum Keep Alive Period) — |1\ ?5(
“]2" STUN - CPE =il bt = fllfy i - ') fRAER]
SUBARFCITER - T O (R PO R >
e 6074 -

ﬁ*ﬁ%ﬁiﬁﬁﬁkﬁ%ﬁéﬂ(Maximum Keep Alive Period) — J[H
M| STUN » CPE 7 @é@tﬁﬁ‘% l'ﬁﬁ?/%é' » I RIRER
ERBEHCIOER - e e TR R 8
-1 3t J R

KWL B+ 3 FEOKIFE e R

¥

Vigor2912 ==
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4.15.3 A FCE FYFfR(Administrator Password)
¢E u:TL —L;@?ﬂj%’ﬁo

System Maintenance >> Administrator Password Setup

Administrator Password
Old Password

Mew Password (Max. 23 characters allowed)
Confirm Password (Max. 23 characters allowed)
Note:Password can contain only a-z A-20-9,;:  "<>*+=|7@# ™~ 1()

Administrator Local User

[ Local User
Local User List

Specific User
User Name:

Passwaord: Confirmn Passwaord:

Enable ‘Admin' Login From YWan

Administrator LDAP Setting

[] Enable LDAP/AD login for Admin users

Enable ‘admin' Login From YWan
LDAP Server Profiles

LDAP Profile Setup

Note: Please select 'Admin’ from group select box on login UI,

I E'J?@%‘FW/D* :
HE! EM
ﬁ'@?{;ﬁﬁﬁ g*ﬁF(OId Password) - %ﬁ? BUES - L ,’}&gﬂ AR
(Administrator admin o
Password) ;aﬁ-ﬁﬁ% (New Password) - ﬁ%&¢1&ﬁ"ﬁﬁ‘ %9&%,15% o
ﬁg’?ﬂifﬁﬁ% (Confirm Password) -} Jﬁ'ﬁi‘ﬁ?’* %L%,ﬁ%[;?fgf% o
FHBSNE | AT O R e
(Administrator Local e *[[idiﬂ» il aJ@SmF@‘%‘ VI 1 E e “AE*%?{
User) RS A p;@ﬁjt(;;]ﬁg[%ﬁgg, o
7_[:1*‘1@“ ¥ (Local User) — >J5% IF‘%E’EW' T ?ﬁ%i o
4 ¥R & i (Local User List )— 74 5 2= ¢%|§[F'
Hfi L PEEH -
et E[?ﬁ?(User Name) — J%Jra:ﬁfﬁ A AR %T‘i
l,J F IFUH E[;ﬁ
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FifE(Password) — fiay * A Faffl " H{VERE -

FFE 2 iR (Confirm Password) — F|- i * ! PEEJ °
;g_ﬁ.g(Add) _ ﬁ]}‘x ]E[FI ?1 0}*’1}??»?? Vo 3 L&%ﬂiﬂ%
gm%@ﬂ B PR OSSR R B A

£}i!iﬁl(Edlt)— A O R U I T TR = £
(SRS ERIEYT f“ ﬁ‘l&i‘imﬁfi"t‘ﬂﬂ ST
FWﬂmmw—W%Tﬁm@ﬁmw@Wﬁﬁm’ﬁwﬁﬁ
P SR PRI
fm F?*—"Eliﬁl“ﬁ{iﬁiﬁ WAN H‘-?‘ (Enable Admin Login
rom Wan) — ?El?@i’?“' IS lﬁg’!m [;]]P_:]ﬁ\[* (= 1t
4y ﬁ?ﬁﬂ? I %ZHI?ﬁfﬂf ﬁf}“‘, [ [“admin/admin”[i=# & 2V
Vigor #l7 %Ju;rpl

'F'fil:ﬁ LDAP &
(Administrator LDAP
Setting)

?5(5' |92 = % 255 LDAP/AD i * (Enable LDAP/AD

ogin for Admin users) —} f’[F“”JH fﬂ'JE@ﬁ‘ A R

fﬂfl r JﬁzH LDAP ffflfy i+ 57 * Vigor BT E!
| e

f‘“ F’T?;' fAlr 2] # ZExE WAN *‘]ﬁf 2 (Enable Admin Login
rom Wan) — vgl%@ifﬂ , ik IJFEH&\ == i

B ?ﬁgﬂ "' wﬂhﬁ[ﬁ e A “admln/admln”j;\a'*fw ElY

Vigor "% F”ELF S o1 e

LDAP |[’§F/ﬁ'§ A (LDAP Server Profiles) — Fre i’ *|

[ LDAP %ﬂtg f i{gﬁ‘ 7 LDAP l%ﬂ‘—?]‘ﬁf(LDAP Profile

Setup);g“_qéﬁﬂ?r ﬁug[pl o

LDAP SEAH(LDAP Profile Setup) — ¢ F - {1y

LDAP i

ﬁ@@«ﬁ@@mﬁﬁ»pﬂ@@ﬁﬁMﬂ,ﬁ@w%m%ﬁwﬁﬂﬁﬁwﬁf? -

i

Vigor2912 ==
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4.15.4 fﬁlE'J?ﬁ}ﬂ;‘ﬁE(User Password)
F PR R -

System Maintenance == User Password

[JEnable User Mode for simple web configuration
User Password | Setto Factory Default |

Password

Confirm Password

Note: 1.Password can containonly a-z A-Z0-9,;: . "<="+=|?7@="!()
2.Password can't be only *.Example:"™" or "*' or "***! s illegal, but '123*' or "*45' is OK.

s Gl

“HIE! e

5“’:' fE[F' :é:ﬁ‘g;-‘ 1—1—4‘&%‘ 2 Il%fﬁ A N N |:l [ IHjQ“u__ﬁll? IJ %ﬁ?‘lﬂ ﬂxl-ﬁ_EJ fEIE'J
ELH‘@EJ%‘—\E :é"ﬁ Ji FE HE = ETEJ;%"“L °
(Enable User Mode for Tjﬁi,,q[ﬁ I]EJ B Fi%ﬂ[ﬁ“my%%?f fﬁ?‘ RS FEZ’EJ
simple web MU S T R

configuration)

i e 4 By FRE

(Password)

TR P ST i -

(Confirm Password)

P FEROK) G » 1 RO L I RS ) IR A B
o1 e

PP R0 Ay
1. F'ﬁj’?? FARAERES> [ [ i (System Maintenance>>User Password) °

2. SIETFE[EE | HEFES ﬁﬁﬁiﬁﬁ‘g’l%:ﬂ(Enable User Mode for simple web

conflguratlon)l 'EIE’?‘“ (U H B AR o T RS FE *ﬁ?ﬁ;ﬁrﬂ[[ﬁ}%‘* ErOHAR
S EE(OK) -

System Maintenance >> User Password

[FlEnable User Mode for simple web configuration
User Password

Password LITrY]
Confirm Password ssene
Mote:Password can contain only 3-z A-Z0-9, ;. "< > +=\[|2@ &~ 1 ()
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3. hEE PR IR i > N FEE(OK) -

System Maintenance >> User Password

Active Configuration

Passwaord , i

4. FEH(Logout)yH e BEH] Vigor B AR M #H /1 e

fith = &

5. BN A O (IR T PR ) PRSI
(Login)

Dr GYTe k Vl'gor29 12 Series

Username | |

Password |uuu |

Login

Copyright © 2013 DrayTek Corp. All Rights Reserved
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6. R BB IR RS Y

DrayTek

Vigor2912 Series &
System Stas
Maodel Name Vigor2912n
Firmware Version 13754
Wizards Build Date Time cMar 18 2014 15:01:43

Online Status

WAN LAN

LAN MAC Address IP Address  Subnet Mask  DHCP Server DNS
NAT LAaNL 00-1D-8A-84-91-7C  192.168.1.1 255.255.255.0 ON 8.88.8
Applicati LANZ 00-1D-44-84-91-7C  192.168.2.1 255.255.255.0 ON 3.6888

e IP Routed Subnet 00-10-AA-84-91-7C  192.168.0.1 255.255.255.0 ON 8.8.8.8
Wireless LAN
System Maintenance Witeless LAN
B MaC Address Frequency Domain Firmware Version SSID

00-10-44-84-91-7C Europe 2.7.15 DrayTek
WAN
Link Status  MAC Address Connection 1P Address Default Gateway

WAN1 Connected
WANZ Disconnected
WAN3 Disconnected

00-1D-A4-84-91-70
00-1D-A4-84-91-7E
00-1D-A4-84-91-7F

Static IP

172.16.3.130 172.16.3.1

P
Address Scope  Internet Access Mode
LAN FESD::le:M.FF:FES4:QITCé4 Link =

All Rights Reserved.

e el N L
[ A Ry S O R e -
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e %

H

L ﬁ[%ﬂ Vs L [[ﬁg
gvm[ﬁglgr'“ﬁii“ I
URL I} W fEifi -

FIY

cr

System Maintenance == Login

Legin Page Greeting
[ Enable

Login Page Title

Welcome Message and Bulletin (Max 511 characters)

<hl><b><font coloxr

LS

’1345

EJE-IF%%‘:‘(Login Page Greeting)

F@‘E'IEU” HA

AR R
- E—Eli

?E@%ﬁ%’ ISR
F (/IEJQT‘}Y[:EIH

ISR llﬁ &g

Page Greeting

Router Login (21 char max.)

Preview| Setto Factory Default |

=red>Welcome Message</font></b>»</hl><p>This welcoms
message i= displayed in the Login page of the router. Replace this text
with vour own message. </p><ol><1i>The welcome message can be written
in HTML =20 lists such a=s this one can be created «/1li><1i>0ther markup

tags such as p,

Examples of Welcome

font or

imy can ke uwsed</lix</ol>

Message and Bulletin:

<hl=<b=<font color=red=Welcome Message</font=</b=</hl=

<p=Message</p>

OK

[

] [ Cancel

Available settings are explained as follows:

/R

A

?%E'J(Enable)

o

s H—%Hf?srﬂ _\Ff* 1 E[EI?’% re

R

(Login Page Title)

REad

F? Tﬁ!?‘ﬁf (%519 Welcome to DrayTek)fg[[;E[ YA

i

L BHEE S
(Welcome Message and
Bulletin)

P‘E? KT/JJ‘F[S'TP F[J J :~H—J}{ﬁ]’%&q‘1§
IF“ﬂ R {ﬂ tT]:IF"E['Eﬂ\ UK

VUSRI URL s -

L

HET

(Preview)

Ee N (= 1P - R gl%itﬁguépr“ 3 ﬁJﬁijfﬁggﬁq
Fre

[l (&2 ”f—'&a;l%qj

(Set to Factory Default)

N SR R R -

Vigor2912 ==
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R KR T

f" Yigor Login Fage - Windows Internet Explozer

£l

192.168.1.1 Gt
”~

Welcome Message

This welcome message is displaved in the Login page of the router. Replace this text with vour own message.

1.

2

Just for Carrie

Username | |

Password | |

Group — v

The welcome message can be written th HTML so lists such as this one can be created
Other markup tags such as p, font or img can be used
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4.15.6 %‘4—‘[?? {77 (Configuration Backup)

A ] Vigor2SLO A L i 3 1) Vigor2o12- iy M e

fp i <

\_ﬁFJIJJ
(A SRR ) [Py n%g?géo

= _”vilil

i

=

SR E LN A o

System Maintenance »> Configuration Backup

Configuration Backup / Restoration

f

Tk R [I}%%ﬂ‘—ﬁﬁ (77 (System Maintenance >> Configuration Backup) » &

Restoration
Select a configuration file.

Choose File | Mo file chosen

Click Restore to upload the file.

Backup

Backup ] [ Cancel

Click Backup to download current running configurations as a file.

Note: Configuration restoration from other models supported, but verification after restoration is
recommended as it's not guaranteed that every setting will map across perfectly.

Support Model List

Model Firrmware Yersion Mote

Yigorz910 3.2.5.3

Due to design differences on Firewall and CSM between
Yigor2910 and Yigor2912, related settings for CSM and
IM/P2P of ¥igor2910 will not be converted and applied to
Yigor2912. The configuration of WANZ in Vigor2910 will not be
converted and applied to WANZ in Yigor2912 if the physical
mode in Yigor2910 is not Ethernet.

2. HIBackup)FEE - WA H T (SaveyH T~ I i) | s

'_TL:O
e
EXT#H
ETERITEEER?

) £ configefe
AU ERRdE SR - 300 KE
FHE: 19216311

X

BEM 2R B b R 3 0 BEE R HAD * (BE
@ REEBEEHIEN - NRINMEERERE * &
8% - BitEHEREEE?

[(mew | [ &R
BRI T
BhETial
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4.

b V& FrfEf (Save As)amfﬁf,ﬂfll ] ?Elr%?‘ﬁl, % config.cfg » [&4F 1) [ﬁ?“j fi |8
f £ o

BERG: | (@ 8E J o@em
y D) #amrie
. ) HEvE
FRiRE | N AR
—
7
BT
HETER
.

‘-“.-)-o-.-
BBLRER  p o0

AT | ofg T ~| B

e (Save) & %JL}H%? il & config.cf 1™ = i -

#ﬁfﬁ&y‘VWmmws~gy$ﬁﬁ&’ﬁﬁ*wmwnwﬁrwi:Lmuxjéﬁ“y“"“%I“H

F R BRI (R IO kL E I o

| W SRR 3 10 B 7 e i I T B AR - |

B

1.

i
T ARAERE T [I}%%“Lﬂﬁ (7 (System Maintenance >> Configuration Backup) - [&
AR B BLYT i o

System Maintenance »> Configuration Backup

Configuration Backup / Restoration
Restoration

Select a configuration file.

Choose File | Mo file chosen

Click Restore to upload the file.

(Restoe J

Backup
Click Backup to download current running configurations as a file.

[ Backup | [ cancel |

Note: Configuration restoration from other models supported, but verification after restoration is
recommended as it's not guaranteed that every setting will map across perfectly.

Support Model List
radel Firmware Yersion Mote

Due to design differences on Firewall and CSM between
Yigor2910 and Yigor2912, related settings for CSM and

. IM/P2P of Yigor2910 will not be converted and applied to
¥igar2910 3.2.5.3 Yigor2912, The configuration of WaN2 in vigor2910 will not be
converted and applied to WANZ in Yigor2912 if the physical
mode in Yigor2910 is not Ethernet.

%' (Choose File)fF &2 & T F%H‘daii RN T
HrBURU(Restore) &2 o S R ) 4 -
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4.15.7 Syslog/Zh{F B FL(Syslog/Mail Alert)
SysLog 7 Unix 25| thL iSO #Iio— AT L0 P ol B I P (S o (8T
o SysLog FEECRREVEE L A | RIS A *J o [Plﬁi}g st ”'ii%g*qﬁﬁiwﬁﬁ?ﬁ?ﬁf
[~ 3Bt ru F% ’TF[J*%M—: ) [Pﬂ'/][ Vigor E'f?ﬁ'l BHY% - ﬁj lﬂ)f;i; SysLog FELT F' NE(fE3
ijfki[‘ EIJ I:IJ ‘I]:l E\FQ‘L’T%‘:EJ E'[

[i ”J =L

IETIE' P

SysLog &L Fre I (Enable) - 2RI gk AR =2
(SysLog Access Setup) | I8 2 -

Syslog {@# = (Syslog Save to0) — JE [PAER" @ melid=
Syslog fflffdsfl1 -

USB RERE(USB Disk) - 232 A= (s fel#8% USB [
fwplr e

EE I €78 (Router Name) — B [P35 1 30 5 FRREREE>>
fﬁf:’f;l(System Maintenance>>Management)EJE-[HIF% P E

i
:‘E'[J_EELE,Q %"—: ,ﬁta\é%>>'ﬁ*‘rﬁj%»4_u& [[m ,/7;5 A
l"ﬁJEJF;%ﬁI n‘ilF(Server IP Address)- #‘,L“ IEST R

[E] j;F‘r '{;EIIE[J'PH IV IP &b fFo

F @@iﬂtﬁ%(Destmatlon Port)- jf"[ = f[ FRel A ELEGR
SRR

Z[% Syslog(Mail Syslog) — Z[i{F i [fael#= Syslog - -

—"
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5| syslog FEl(Enable syslog message)- > F=f 11 FFA
/JEJJ*%Fue AR }j VPN~ ffli 2 [ 7 2V ~ 355 WAN
BEFIES/DSL Ere Y el

Syslog I -
B gl 55255 | (Enable)! | RIS -
(AlertLog Setup) B33 Sl SR B (AlertLog Port) — ﬁ%ﬁ] AT 5’@?[@ £,
514 -
EF R e 23R (Enable)! | [RREAZ (5 TR -
(Mail Alert Setup) fE’J;,_?E[I;,, =R % (Send a test e-mail)-Fhi~ — |[4F§T$ﬂp Bl==a ]l

FEIRS » 6 L R P
NES Y (s U

SMTP fﬁjﬁﬁ%ﬁ'/iﬁ"%‘(SMTP Server/SMTP Port) ?F,{L_ SMTP
(AR 1P O GHIRIPES [ [@E2 1 Vigor B8R pusfit
}L[’;r['F; N ELJ(F #T o

It * (Mail To)-1r % L[S‘l D (FAEHVERF g §§BE@:¥3$‘
.lcl%éaﬂQ-LF [JHRA F IE*J[Hﬂ i L[ylﬁ I3 FIJJ‘H’QL_IE[ [;[ﬁ,ﬁﬁﬁl}
LT SRR O ) -

[pl[“lr’ﬂf(Return Path)—ﬂ;“[iglj S F{?“F'F”ﬁﬂli b ik I
Rl ¢[ ]rpﬁﬁﬂﬁ lﬁ’?‘/aﬁi %EE‘VEJ”"T* [FIAEFEL -

gl SSL(Use SSL) - 232 AE(l 7 55 465 (4T SMTP
TR R SO (B HTTPS [ a0 -
E&=5(Authentication)- FIHEI“ IR R, S R,
Il lg FEIRRRIVIIRS o

o (E[H &7 (User Name)-ﬁr‘ﬁj" E@%’:’[’?ﬁﬁm@ H

° 7%1}?(Password)—§'?‘ e ’?ﬁfpfjﬁgiﬁﬁ o

[_!51‘ IS8+ 7 FL(EnabIeEmallAIert)— JEE PR R
el h*wwaIﬁ IR L 2
}‘F o

1 FE"L(O K) @ F’?EJ PRt o

IJ —

PR B+ S P SRS
1. ﬁi (fil I 1P 51| l%%gﬁ@%@gﬁg 1P 551 o

2. i%fﬂﬁ;“ﬁ FlTUtility ™ pOssplias = & > el i ﬁ%tﬁ IFE= £ S8 U Router
Tools>>Syslog -

f@ Router Tools ¥2.5.1 WD About Router Tools
B, Firmware Upgrade Utility

i5 Uninstsll Router Tools ¥3.5.1
@] Visit DrayTek Web Site

337 Vigor2912 ==



3. I Syslog #iF1 S RRHRI S AR I éc"l’%?‘ﬁq@ﬁ;'ﬁé’.?f?‘(Net\Nork
Information)fl 1 » 32457 el B2 | FOAERE & LA - RIHSUR S bl sk e 1

F Y -

DrayTek Syslog Utilit

S ‘ | 3 ek 2R

SRR EnEE

| TEEE | Telet ST | AEREA | BiE | WHER | Ekis|

A | | EwmeE [ A1000351 U
DEET HIC EER |ntheros ARE1Z1/ARE113{ARE114 PCIE Ethernet Controller - Packst Schedub |
| | MCESR s

MAC T4t E0-CE-4E-DA-45-79 Py &= —

TP {ihk 192.165.1.1  255.755.25... O0-10-BA-AC-...
FHREES 255,255.255.0

DNS {EIAREE 8888

DHECP {518k 8% 192.168.1.1

FisEl:iog] Thu Mo 21 00:16:18
2013

b pal ] Fri Mo 22 00:16:18
2013 EEEY

[ e | [ mw |
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4.15.8 EH]‘F A IET#(Time and Date)
o EE AR EF Y R AR ] o

System Maintenance >> Time and Date

Time Information

RIEs

Current System Time 2013 Dec 19 Thu7 : 2. 28
Time Setup
O Use Browser Time
® Use Internet Time
Time Server pool.ntp.arg
Priority Auto A
Time Zone (GMT) Greerwich hWean Time : Dublin b
Enable Daylight Saving O
Automatically Update Interval 30 min v
Ok ] [ Cancel

BHI
/FiE

A

Vs e
(Current System Time)

%}E‘E‘V@Eﬂjfﬁ(lnquwe Time)iF &V E! Eijf

fUEI% 75 PC FURR

(Use Browser Time)

L (PR R R PR OB T <

I S R
e

(Use Internet Time)

S O RS R B
SIUGEE

5 P T 2 Jy ™ BT AR R P s

(Time Server)

B fi “T”E@J(Auto)ﬁ‘}f; IPV6 (B (IPv6 First’Eﬁ Fil %{'l
(Priority) 12 1PV6 PUaflal €78 (2 ) (B R

Auto W

IPvE First

P B

(Time Zone)

R PR | uﬁﬁ@g o

’?TEI*JE ‘%éﬁ?@ﬁﬁfﬁ
(Enable Daylight
Saving)

S P AL U AR > T R o SR R
':E“L?J E'J&ﬁ'[fj °

FIgAR TG
(Automatically Update
Interval)

s LRI | B NTP FPRESRI# 7 -
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;gﬁﬁ??&%wj/ £ ﬁ%ﬁvﬁ%hﬁ(OK) ek lﬁfjgsj?v& .
4.15.9 SNMP
FEIRE F%L SNMP = SNMP3 75 [J?FEIFTJ%L .

PR o AR TN (AES 22 DES)ZR Rt (MD5 2 SHA) ~ 78715 - SNMPv3 [ SNMP
HHR = PR -

Applications => SNIP

SNMP Setup

é‘..:EnabIe SMNMP Agent
Get Community public
Set Community private
Manager Host IP(IPv4)
Manager Host IP{IPva)
Trap Community public
Motification Host IP{IPv4)
Motification Host IP{IPveE)
Trap Timeout 10

[JEnable SNMPWV2 Agent
USM User
Auth Algorithm
Auth Password
Privacy Algorithm

Privacy Password

[ Ok ] [ Cancel
i H R
“BE! EAi|
BEE] SNMP [IRZY | SOl -
(Enable SNMP Agent)
I Erics %‘P‘? ﬁ’g U T ST i TR 7 S'FTF% FE T,
(Get Community) IDUbIIC °
O SR €L LR SR £ private -

(Set Community)
TERH2 1P (Pvt) | - 112 I M1 0T SMP A

(Manager Host IP REHHIPVA) T ER &2 B

(1Pv4))

T BP0 [ 1 RS S
(Manager Host IP A H(IPVB) < 2

(IPV6))

S Alyics iy 7 Sy PR - SR P public -

(Trap Community)
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P2 5 IP(1PV4)
(Notification Host IP
(1Pv4))

R A 1P A IH(IPVAYE s AT RATYR -

fﬂil”_lj— £ 1P (IPV6)
(Notification Host IP
(1Pv6))

L A9 IP A (IPVB)EE ST VAR -

FIEESE
(Trap Timeout)

SIS 107 -

BEI SNMPV3. fozgy

(Enable SNMPV3
Agent)

USM fﬁ,a]:g USM ['—Q%TEIEI HELE E[’:J:j,'}ﬁi:‘ o
(USM User) ﬁ]?j itk H AT
R L= EFENIE- fﬁﬁ“l‘ﬁ%ﬁf SR o
2
(Auth Algorithm) Mo Auth [+
D&
SHA
s i RO -
(Auth Password)
(ST ARES ST P (EAEE T -
f
(Privacy Algorithm) Mo Priv [+
DES
AES
B Jiy ™ B Sk -

(Privacy Password)

“Iﬁ%i#a’?’y'/m %‘ ’li"g

(OK) i |1 «
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4.15.10 ﬁ?il(Management)

HBENEEEIEG - SR - PRSI T
S SIP FEL F{lﬁ‘f S -

8t IPv4

System Maintenance >> Management

IPvd Management Setup IPvE Management Setup

Router Name

(1 Default: Disahle Autn-Logout Management Port Setup
® uUser Define Ports
Internet Access Control O Default Ports

[ allow management fram the Internet Telnet Port (Default: 23)

FTP Server
HTTP Port (Default: 20

HTTP Server
HTTPS Server HTTPS Part (Default: 443)

Telnet Server FTP Port {Default: 21}

TROG6S Server TROAY Port 059 {Default: 8069}

S5H Server
Disable PING from the Internet SSH Port (Default: 22)
Access List from the Internet External Device Control
List P Subnet Mask Mo respond to External Device
1] || v
2| || v
3| || v
it B
Fif S
B £ g R £

(Router Name)

R EIE R | SRR P AR L i R e e
(Default: Disable ?ﬁﬂ_}[
Auto-Logout)

Ei;{’ff{ﬁ‘ FLOE o IR RS POk e B
DT

= &

Logout
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ERES
(Internet Access
Control)

7
F

I R R AP - i e
FO 1 35 L2 Pl R 1 - 205 e

o

.?f «pnfﬁ‘?'-ﬁ E’f:ﬂ(Allow management from the Internet) - >J
=L

ﬂ
ZETET

SerhF lﬂﬁﬁﬂlpfﬁ,nﬁl PING(Disable PING from the
Internet)-,JE"lFfbiFJJ i[ﬂm?"‘ P F AR Y PING ff
o HBEIEY = rL IR > lﬁ b u:p%@i?‘gﬁ fY e

VB
(Access List from the
Internet)

fai) [\}}Ei_ﬁjﬂmﬁg\l 2 R B RSRLT

vﬁfjl;l[_ 2 (&= TR 4% pl:[ —Lﬁb (i 1P/~ 1ﬁm§ﬁp4 2 =T
g1

{EE«FH IP(LlSt IP)— }‘F[:\L_ Iﬁ uiﬁ 3 :’ EI&IE[[%EIIE’[QJ IP ‘I"dj‘[l[—a
~ A E B (Subnet Mask) - [J@&«uj{; R R

REVEET o
FrER R If 218 LBAFF R (User Define Ports)- 203 i) [l

(Management Port
Setup)

B H IR LT Telnet ~ HTTP 71 FTP (i3 ] r/n .

FJ%@gr‘tﬁi(Default Ports)- 22 F2fi T fHli - T,E?ﬁbﬂé A=
Tefnet HIHTTP |ﬂ AR B

9L
(External Device
Control)

TR j%;iﬁgf(No respond to External Device) - ZJE=
T RIS P R T )9t R
FUsps5 I%ﬁ'&p[%gﬁu%{;r Fr e

/\T:F %‘—Lﬁh N %}% F%‘&(OK) [FA H— “f[ JF%‘—L o
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¥t IPv6

System Maintenance >> Management

IPv4 Management Setup IPv6 Management Setup

Management Access Control
allow management from the Internet

O Telmet server { Part ; 23)
Ol HTTP Server { Port ; 80)
Ol HTTPS Server ( Port @ 443)
[ ssH server { Port @ 22)

[J Enable PING from the Internet

Access List

List  IPv& Address / Prefix Length

1. /128
2, /128
3. S 128

Note : Telnet / Http server port is the same as [Pw4,

I JF s
FIE ! P
’F’ffﬁlﬁ?VEﬁjﬂ =am q.—nfﬁf[i,?‘ﬁn F{il(Allow management from the
(Management Access Internet) - >J3Z+ *WFE ' mf’nﬁﬁ‘fi?ﬁ ‘“ﬁﬁ
Control) PRGSO SRR E%' °
HEH Y F l’ﬁﬁ! ,-{.[ﬁ[i?ﬁnpd PING (Enable PING from
he Internet)- 23 EEIF:’FJTEFI SO RV AN s
RERRT AR SR = 33%' P PSS EI%E*] Fﬁﬁfﬁ” °
Vg H &) j_\_fnﬁ*‘*:ﬂ?ﬁ,\ “f’ffﬁ{ f&kp&f\_ﬂﬁ“ﬁﬁ‘ -
(Access List) VPR A IP R
IPv6 i tHFJrJﬁgl'%ﬁ%a@ (IPv6 Address /Prefix Length) -
fF’ _Iﬁ R %‘E'[ﬁﬁﬂup i g o

LR B O R L -
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41511 Ei¥ IJ 5 E 188 (Reboot System)

ﬁ, L ?;l%‘?ﬁ“;‘m B rﬁ?g’l%iﬁ%ﬁSystem Maintenance)H|3E§L‘1g|FlI £l
HR boot System) 'EJ‘?YJ;[W FIT

System Maintenance >> Reboot System

_|g\

Reboot System

Do you want to reboot your router ?

& Using current configuration
© Using factory default configuration

Rehoot Mow

Auto Reboot Time Schedule

Index(1-15) in Schedule Setup:

Mote: Action and Idle Timeout settings will be ignored.

[ OK ] [ Cancel ]

?Fg'J]‘r 1BR(1- 15)##5@1%’4—’(Index (1-15) in Schedule Setup) - (& [‘Jﬁl?j‘ PURT PR
FRE S R IR FE | f u#ﬁg?ﬂ I PR | >>EEE(Applications >> Schedule)

FIF1H 1 .jl%io

YL LR TR ™ T E T J?j@? f:l??’? SRR AR ﬁ%??\ii%_i’@ﬁ]ﬁ'ﬁ'ﬁ”F"(Using current
configuration) ’Zﬁ&jﬁi&j J[J;[FY(Reboot Now) 5 DN for 1 78 p N RS e TR BT
il %E‘Jggmeljlg‘llﬁﬁﬁ%‘;ﬂE%sting factory default configuration) » R4 EJH;]{
(Reboot Now) » *# 138 ﬁ]’%’*ﬂb 5 %J;;‘;'[ %’?%‘éﬁ—?ﬁa o

B i 78 LK R TSR R 4 2 ST Reboot
Now).J EFPITEIEE FE » g (= i = IJﬁé[H—fﬂ ) DR A e g 2 Y

PUsHEL -
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4.15.12 @J?%}ﬂ = (Firmware Upgrade)

F kN E[%@?ﬂ&ﬁ[[é FE‘ [/FIJ [Ze4 E[ﬂ;,—ri%{fﬁm& I[é«“* S @J%‘El%ﬁ "PE I:IJ £ i ] = E!

HE u,;{ﬁg IJ_Q B (7S e o | 2L 2 Elié?iﬂ‘ﬁﬁ' %iu%*ﬁji@ Windows Tﬂﬂ F

o o

Fli | bAoA ﬁﬁ!‘*/i FTP JFF“ g =% el @Jﬁﬂﬁ”ﬁt '[ Ebﬁ[ﬁfﬁﬁ www.draytek.com » FTP ifﬁﬁu

L ftp draytek.com -

?E;;Tﬁﬁié%‘ ﬁ?JFﬁH‘[ #5:(System Maintenance>> Firmware Upgrade)!} | El?%éﬂ@?%
T s e

System Maintenance >> Firmware Upgrade

Web Firmware Upgrade

Select a firmware file,
Click Upgrade to upload the file. Upgrade

TFTP Firmware Upgrade from LAN

Current Firmware Yersion: 3.7.5.4

Firmware Upgrade Procedures:

Click "OK" to start the TFTP server.

Cpen the Firmware Upgrade Utility or other 3-party TFTP client software,

Check that the firmware filename is correct.

Click "Jpgrade" on the Firmware Upgrade Utility to start the upgrade.

after the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware ?

[ T NN

R4 (Choose File) VT IRV 1 Redd A R (Upgrade) i & - ;;3{?7 FIEY
SR BRI
FEE(OK) » TR e VA R R R SIS R

System Maintenance == Firmware Upgrade

ﬁTI—‘I’F‘ server is running. Please execute a Firmware Upgrade Utility
software to upgrade router's firmware. This server will be closed by
itself when the firmware uparading finished.

Vigor2912 A= 346



4.15.13 Ff ?f?“@ﬁE(Actlvatlon)

| 4 T Vigor B RASHHEI I S (WCE) - ] ﬁﬂ’ﬁ@ﬁ%
(Service Activation Wizard) ~ 3Z&3@gie ™ {4 = Ff;"f;l»n{ﬁ‘g[[ 7% iﬁ@ﬁﬁ
(CSM>>Web Content Filter Proflle)*\/i,wH—,»ﬁ&E*F*il»ﬁf ?Yj"y%ﬁF(System
Maintenance>>Activation) -

i 555 WCF JECHIY s (ST PR P s -

Ti—rﬁt’ﬁ'fff;l»ﬁ; ?T?Q@ﬁﬁ(System Maintenance>>Activation)fj] F[ I {5 1
http://myvigor.draytek.com -

System Maintenance >> Activation Activate via interface : | auto-selected |»

Web-Filter License Activate
[Status:Mot Activated]

Authentication Message

Hote: If vou want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If vou change the service provider, the configuration of the function will be reset

QK ] [ Cancel

PSP
HE! EM
?@”‘*F”’AP' B 78 R T PREARE T R -

(Activate via Interface)
Activate via interface ; | auto-selected |+

WAN 1

WAN 2
’?%‘E"J A SR www.vigorpro.com S IREREEE Y
(Activate) ?%Ew]’ /o
L SHCHE AR PR %EIH;E,SA 7. 7 i 1
(Authentication [EBt o

Message)
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4.16 BRZEN L E (Diagnostics)

E[Wé"’%{——' ST - (Y Eﬁ }f'sr]guﬂj:h ) [E:'H %mﬁﬁﬁlﬁ\/}%ﬁ“ ﬁ[@;guiﬁlﬂ;d o I']
‘Eﬁﬁli =% IJEF"FJPII F[EI

Diagnostics

4.16.1 HiPFeE 5L 85 (Dial-out Triggering)

PSS 5 IR BT - SRS PPPOEYI 11 eV IP it 115
it -

Diagnostics »> Dial-out Triggering

Dial-out Triggered Packet Header | Refresh |
HEX Format:
00 Q0 00 00 00 00-00 00 00 00 00 00-00 00

00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
000000000000 0000-0000000000000000
00 00 00 00 00 00 00 00-00 00 0000 00 00 00 00
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00

Decoded Format:

0.0.0.0 -» 0.0.0.0
Prolen o (0)

PE! 1P

=R AT IP b4 F U IP 8 Jib~ PN AR R
(Decoded Format)

RIFTEIP W Ea s AT

(Refresh)
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4.16.2 BFfliA(Routing Table)
FEIZyZ % 5! (Diagnostics)fUEg F 17 (Routing Table)fﬁg%fyli'i‘,pI%SEIUE%‘,EI@‘uﬁﬁ ) L#ﬁk#ﬁp‘
FH ! FJJF” F’EI Y o

Diagnostics »> View Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |

ted, 5 i E RIE, * - defeult, ~ - private 15

directly connected LaN1

W
Diagnostics => View Routing Table
Current Running Routing Table IPv6 Routing Table | Refresh |
i Interface Flags Hext Hop
Lan I
Lan I
< >
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4.16.3 ARP 93V (ARP Cache Table)

HEIZy2 % ! (Diagnostics)fiy ARP {3V (ARP Cache Table)fi/ 5 [ 151
ARP(Address Resolution Protocol) 3=Vt * J'FL ; H*%@Fﬁ fi AR ‘ﬁﬁ' i IHMAC 45
FIIP b USSP

Diagnostics => View ARP Cache Table

Ethernet ARP Cache Table | Clear | Refresh |
A MAC A Tetbina Hame £ ~
CLRRIE-0OCTCEZ51 LEN1
-
£ (BT
i ]
RIFEIF1(Refresh) E&LF%%:;Q PrEi A -

4.16.4 IPv6 %, #% (IPv6 Neighbour Table)

%hjélﬁgF? 7Cr4\wﬁm&7Fﬁﬁﬁhﬂ‘ﬁ}(hﬂ/\(: erﬂﬁ?§t|PV6 Lffﬂ* VF Ej#jJEEEd ;7 F_TE §H
HF?§ F rﬂﬁgvﬂlp b el iTﬂJPIF¢EJ‘TLbC
HWEIZYZ 8T 5 >> IPv6 3, #%(Diagnostics>> IPv6 Neighbour Table)f ?srfj IR

e
E»t
’3\(“7

Diagnostics > View IPvE Neighbour Table

IPvE Neighbour Table | Refresh |
:ZP?E Address Mac Rddress Interface
|FFO2::2 0 LAN

LA

LN

LA

LAN

LA

Uss2

UsB2

LA
< ¥
£ R T
R Eitd|
RIEEIF (Refresh) £ Iyl M S A
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4.16.5 DHCP %.(DHCP Table)

=T SR ?ﬁ?’? IP "“ﬁ'L“FE‘FT& el —;f CAF SRS - i } IRE L 1P b B ShL
EAIAEINEE AN E s ol “'(Dlagnostlcs) = TP—J DHCP %(DHCP Table)f Wﬁlrfj AHEL -

Diagnostics >> View DHCP Assigned IP Addresses

DHCP IP Assignment Table DHCPv6 IP Assignment Table | Refresh |
LAW1 : 192.168.1.1/255.255.255.0, DHCP serwver: On
Index IP Address HAC Address Leased Time HOST ID

O show Comment

Diagnostics >> Vliew DHCP Assigned IP Addresses

DHCP IP Assignment Table DHCPv6 IP Assignment Table | Refresh |

DHCPwé serwver binding client:
Index IPwo Address MAC Address Leased Time

A

O show Comment

& EE VP g

BE! S
Index B ISR ',—,?léj_r,ﬂ“_

IP Address B il [ath;r“[pfﬂ\ﬂqaj \_FL{qE’IF[j IP b o
MAC Address 2= DHCP #’wa.ﬂﬁ Ju}ﬁﬁ';'[ﬂﬁ MAC & H-o
Leased Time Eig fF“”\_’ ,g J%C'H\JEH]‘FE, o

HOST ID i O 48 1D £
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RIFEIE (Refresh) | FIgE e ¢ A E -

4.16.6 NAT iﬁl}'@?}[‘iﬁi%(NAT Sessions Table)

FEIZSF & 5! (Diagnostics) {8 NAT HIBEGTFEA (NAT Sessions Table)f Fﬁrﬁljﬂ i
Fle

Diagnostics == NAT Sessions Table

MAT Active Sessions Table | Refresh |
________________________________________________________________________ A
Private IP :Port #Pseudo Port Feer IP :Port Interface
192.1658.1.11 24591 52078 Z4.9.935.189 443 WAN1
192.1658.1.11 24853 52080 Z07.46.25.2 =1n] WAN1
19z2.165.1.10 3079 52665 Z207.46.5.10 =] WAN1
~

RIGEUREAET

“BIE! |

Private IP:Port ¢)§~&4?¢§§Efj IP b RS o

#Pseudo Port BEFVER B T ET NAT A H Jﬂﬂﬁﬂg*fﬁ
Peer IP:Port fsjlﬁ BSEYE A IP b i R

Interface B WAN SEIS /7o e

RIFEIF FIF=E e T A

(Refresh)
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4.16.7 Ping [ 1352 %r(Ping Diagnosis)
HEIZSZ 8~ 5! (Diagnostics) » & Ping E1Zy52%1(Ping Diagnosis)f# ffﬁirﬁn[ﬁgl 0

Diagnostics >> Ping Diagnosis

Ping Diagnosis

@IPva O IPVA

Mote: If you want to ping a LAN PC or you don't want to specify which WAN to
ping through, please select "Unspecified”.

Ping through: | Unspecified
Ping to: |Host/IP |+ Ip Address:

e —
Result Gateway 1 | Clear |
Gateway 2
Gateway 3
Diagnostics *=> Ping Diagnosis
Ping Diagnosis
QIPV4 @IPVE
Ping IPva Address:
Result | Clear |
£ IETE TR
HE! ENE|
IPV4 /IPV6 - TR S AR JFL
Ping = U= FE HLE R Sl Ping iy AR -
(Ping to)
IP gk B IEAER Ping U= BS/IP_HAY IP o
(1P Address)
Ping IPVv6 fi - fia * SAE R Ping [ru= B/IP U IPV6 G I
(Ping IPv6 Address)
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i H P IR Ping (R %’xﬁ#ﬁ%ﬁ%ﬁﬁ &‘Eﬁ%}# °
(Run)

B ISR ) g R -

(Clear)

4.16.8 TrR|JhEl EFE (Data Flow Monitor)

715—&7[@:1 F’?‘E':‘E?JF[LJ IP H"{l[_iﬁl’»?ﬁtjili}% o figﬁj’ Nl Bﬁla%la‘p}ﬁlﬁ? [P[ s [P R F).}?]“LIIFU
1P HERLT SRR | Rk s 7 ;ﬁmﬁfn L )+ [ PR IP A
1 VP SHASGRA -, 15 | e O R A LR R A R

Bandwidth Management > Sessions Limit

Sessions Limit

Default Max Sessions: 100

Limitation List

Index Startc IP End TP

FEI=y2 T 2! (Diagnostics) - 2 &% VR[B! B4 (Data Flow Monitor) B AEHREAFE ! « &
(=2 'j g ERSeR ~ FSHER Y RL NAT s Ee(IP Address, TX rate, RX rate fY
Session)  #F[[E ¥R ©

Diagnostics »> Data Flow Monitor

[0 Enable Data Flow Monitor

Refresh Seconds: |10 % | Page: |1 % | Refresh |
Index |IP Address TX rate{Kkbps) RX rate(Khps) Sessions Action APP QoS

Current / Peak / Speed Current/ Peak / Speed Current/ Peak
VWAN1 == o/0/0 o/s0/0 0
Total o/o0/0 o/0/0 0,/ 59
Note: 1. Click "Block" to prevent specified PC from surfing Internet for & minutes.
2. The IP blocked by the router will be shown in red, and the session column will display the
remaining time that the specified IP will be blocked.

3. (Kbps}: shared bandwidth
+ : residual bandwidth used

i EFIE TR
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PE!

o
=

TR VR B
(Enable Data Flow
Monitor)

g L‘ﬂji‘]ﬁ'\y ?TE*J[[—%JH °

RUFFPEr
(Refresh Seconds)

({7 A S TSR R R AR B R PO R ] <

Fefresh Seconds:

R ISR -
(Refresh)

* R A ERRI R BT E 2T
(Index)

IP i ST R AR 1P o
(IP Address)

iS5 (Kbps)
(TX rate (kbps))

BT WA RS2 -

F U5k (kbps)
(RX rate (kbps))

i BRI Ik -

NAT R B A
(Sessions)
(e FIgR(Block) - ' ALY i 5 53 A
(Action) HE o
Page: E | Refresh |
Se55i0N5 Action
1 Block
Eﬂ%(unblOC) - ﬁ—L P Ff‘{ll_lﬂ J%:L:F—d ,:,4 = A ﬁfflﬁl
P ﬁljﬁ?ﬁﬂj‘&ﬂ}{y%q T+ NAT IET_WE'@W;?* HI }%‘R P41 H I
”WFI FHEIP oo
‘| Page: | Refresh |
S5es55i0ns Action
blocked / 299 Unblock
B/ TR /5% Hf(Current)® - [ 1] WANL/WAN2 {9 il 5 15
(Current /Peak/Speed) | i °

fé i il (Peak) A1 B8 pI IR v HR] [

R O
@
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3% (Speed) % WAN>>$L % ZE(WAN>>General Setup)
OB | I P i
P DRI R

4.16.9 JhEl @I%(Traffic Graph)

FEIZSZ 8~ £ (Diagnostics) - & El tFﬁlih(Traffic Graph)F'ﬁJjj‘?FElF%Eﬁ\l'ﬁEJ o I
WANL/WAN2/WANS F 5 £ F ~ S35 e p i Bl [l - £ £ d(Reset)
B 1R BE Y EGE A v = TEPEJE}%T T [%E?jjf%’ﬁlig?‘gﬁl F1(Refresh) £ rEfi SR
i

Diagnostics == Traffic Graph

w| | Daily  w Refresh Min{s): |1 | Refresh |

WANZ Bandwidth
WAN 3 Bandwidth
Sesszions

WaN1 total TX: 16 MB RX: 25 MB
WANZ tatal TX: 0 Bytes ,R¥: 0 Bytes
WANT total Tx: 0 Bytes ,Rx: 0 Bytes

A P AR g S R ORI - S WANL SR F o e
R TGS Y gkl -

(FSHRARE e B2 > = [l PO A PRl — LY T NAT siiasdgl -
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4.16.10 ¥R 1(Trace Route)

H 2% £ (Diagnostics) » i HEIEEE T 1(Trace Route)FﬁJE%ﬁi%gﬁ[ﬁEJ AL
BEERF = 2 R THIOEA I o (RS 2 A 1P AP S (Run)i
2 R TP

Diagnostics >> Trace Route

Trace Route

@i1pvas O1pve

Protocal: ICHP

Host / IP address: | |

Result | Clear |

L

Diagnostics >> Trace Route

Trace Route

Owpve @1pve

Trace Host / IP Address: | |

Run

Result | Clear |

SEEE RS

PE! P
IPv4/IPV6 sl L ) G IR D W

=

A B i B (AR S WAN /i
(Protocol) S BT IR R R P A S

el
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2 /1P & i

I Y 1P i

(Host/IP Address)
B AP - I Y 1PV Ao -
(Trace Host/IP Address)
i B B LS 1
(Run)
s F ISR IDR i R -
(Clear)
4.16.11 a‘qﬁf}“p’_lff’&'}’}’ﬁ Syslog(System Explorer)
4 T IR Syslog 22 = TP HE ARV -

%‘%ﬁql‘ﬁfj Syslog

IR R b‘ﬁ/@f—'/WAN/VP
Syslog ;34 }‘F“I{L_Syslog Fuz;m ;m

gw{v[}iﬁj’ﬁﬂgh FEEIEr b o

FERESIP

ORI > (] 252 )
_‘l szt o I o F IR Y Syslog

it

o
=

tlﬁﬁfﬂj fﬁgl Syslog
(Enable Web Syslog)

| JE] HJi-F‘J: J?TE{! Fﬁ Fl SyS|Og I::C[%C"JJH-.

Syslog ZHE|

0507 8 2 G 1 0 Syslog IR -

(Syslog Type)
User A
Firewall
Call
WA
WP
All
,JLLI'I o R TS A EL AR S F’]I‘E‘IH‘ gy (E S
(Export)
R B SRR | IR FLRISIOT -
(Refresh)

Vigor2912 ==
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Nl tE A T b S A B NS FL

(Clear)

CIER LB | AT

(Display Mode) Stop record when fulls e
SR ———
Always record the new event
?ﬁﬁl‘;‘%ﬁﬂj [HelgR(Stop record when fulls) — ’5[ syslog ik &l
Lljﬁﬂ] F L [l 68 o
S| imtnel 5RdE | [F (Always record the new event)- =7 | |
SRR [ -

g SRR EFEITR

(Time)

Akl BE R EIUW%%E}’?* °

(Message)

&5 USB Syslog
7+ I EFTTI; - USB [ i |iY Syslog sl & -

USB Application >> Syslog Explorer

Web Syslog USB Syslog

Note:The syslog will show while the saved syslog file size is over 1MB.
Folder: n/a File: n/a Page: n/a Log Type: n/a

Time Log Type Message

[ B R E TR

“FIE! |

Sl 8510 5 2 PO
(Time)

;salﬁﬁ;fggj e %&LE‘J;?FIF'J

(Log Type)

FEL SV ORI -
(Message)
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4.16.12 IPv6 TSPC % (IPv6 TSPC Status)
IPV6 TSPC S FI i I RN ET TSPC pUiLass PRl 11 =
U TSPC LR P BB s B R R T I

Diagnestics == IPv6 TSPC Status

WAN1 WAN2 WAN3 | Refresh |
TSPC Enabled
TSPC Connection Status
Local Endpoint w4 Address : 114.44,54,220
Local Endpoint vb Address : 2001:05c0:1400:000b: 0000:0000: 0000: 1069
Router DNS name : 88886066.broker. freenett.net
Remote Endpoint vi Address : 81.171.72.11
Remote Endpoint v6 Address : 2001:05c0: 1400: 000b: 0000: 0000 0000: 10b8
Tspc Prefix : 2001:05c0:1502:04d00:0000:0000: 0000: 0000
Tspc Prefixlen : =i}
Tunnel Broker : amsterdam. freeneto.net
Tunnel Status : Connected

FEEE R

B! i
RIFTHIF 570 IR BRI FIRSREOP L -
(Refresh)
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VMM%HﬁﬁWE“M&ﬁTE@@W%%%ﬁW?WfﬁﬁﬁﬁﬁﬁﬂﬁﬁﬁhﬁﬁﬁT
THELER | R .

External Devices

[] External Device Auto Discovery
External Devices Connected

Below shows available devices that connected externally:

For security reason:

If you have changed the administrator password on External Device, please click the Account buthon
to retype new username and password, Otherwise, the router will be unable to monitor the
External Device device properly. Click the Clear button to Clear the off-line information and account

information.

FERETSIP
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(External Device Auto | I °
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External Device Auto Discovery
External Devices Connected
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On Ling

On Line

On Ling

On Line

On Ling

Below shows available devices that connected externally:

Wigor3900, Connechon Uptime:00:00:16

IP Address:172.17.5.140

Wigor29a0, Connechion Uptime:00:00:16

IP Address:172.17.5.184

WigorIPPBX 3510, Connection Uptime:00:00: 16
IP Address:172.17.3.1

Wigor22820 Series, Connection Uptime:00:00:16
IP Address:172.17.3.193

WigorIPPBX 3510, Connection Uptime:00:00: 16
IP Address:172.17.3.160

YAnFTOEN Carias rannecrticon VeFme 0N NN 1 e

FoRYy F%M/.Q J%’F"gi e o

i

Account

Account

Account

Account

Account
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5.3 1t

S8 L Ping IS8

B RS AR $192.168.1.1. PHERSESTEIN 5 a0 “}Tgl@“ "ping " jf“[ 4 ﬁ%g‘[ HE
BB kﬁﬁo Fﬂg%lﬂ SRLFL A IS E 1 192 le11 i e
i - R IP i&[F'EJﬁ*ﬁQL AR RS L LIV IP R g (E%&‘”Efl
52%@* L ﬁ R AR A AL ) %lj:Ef” I PR ik ping B

£ Windows 73k
L T SRS AR CI R TEEE ) -

2. ﬁ?‘ command (" 7 Windows 95/98/ME )iy cmd (s ™' 7% Windows NT/
2000/XP/V|sta/7) DOS i ikl ST mﬁlﬁiﬁﬂj’ﬁ“ e

= Command Prompt

Microsoft Windows XP [Version 5.1.26881
(C> Copyright 1985-2861 Microsoft Corp.

D:“Documents and Settings“faeXping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192 _168.1.1: bytes=32 time{lms TTL=255
Reply from 192.168.1.1: hytes=32 time{ilms TTL=255
Reply from 192 _168.1.1: hytes=32 time{ims TTL=255
Reply from 192_168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
fApproximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms. Average = Bms

D:“\Documents and Settings:fae’_

3. ﬁE?J" ping 192.168.1.1 *-# ™ Enter » Y[ iadimy = ?ﬂ%ﬁl{iﬂ? F1192.168.1.1
fYlpiEs “Reply from 192.168.1.1: bytes=32 time<lms TTL=255" -

4. YrHGEAE AR %’ﬁ“‘l‘?‘f[[—‘ ~ PR 1P Rt {ILF%iFI ElREL

S MacOs (aif‘fﬁr'%) L35

1 rj;Flfpl T rJF’?]EJ“ fY Mac OS R&fwES » i'r&fﬁ{ﬁ’?ﬁg&: L
2. ZJ¥ Applications fifi% =k f[ 11y Utilities % 7

3. ?‘F]Eg}%’: ™ Terminal ; {ﬂf]ﬁ.ﬁﬁ& Hﬂ‘}flriﬁ-{ﬁ’rf”f}”[“ PR Esfj‘f:]

4

ﬁfﬁj“ ping 192.168.1.1 ™ =" {# ™ Enter & 1A i - Jd'J T r.ﬁg&fﬁlﬁi[ L1164 bytes
from 192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” FF'EL
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ISP B R SIERE
Y WAN & Ay 45 EFFi7 rpE(ﬁ‘*Eﬁﬁ i LED s 4 - ﬁ‘/f; 55 WAN>>

AREAES SHE(WAN >> Internet Access) FIFD B 5 VRO AL D SRR
(Details Page)ham! “ff J V?]%n‘_guy JFL

WAN == Internet Access

Internet Access

Index Display Name Physical Mode RCCESS MouE
War1 Fiber Mone v
WAN2 cthemet | ET
=me PPFOE
WYAN T UsSBe Static ar Dynamic IP
Note: Only one \Wak can support IPvE, PPTRILZTP

[Advanced | You can configure DHCP dient options here.
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G Jﬁ‘* 3G/4G USB Modem % Vigor2012 & » [ 1% 16 7% 7, » i USB LED §
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USB LED i [ELRLAHES EAs A IRK R

B SIM JF i PIN ﬁ;ﬁiﬂ[ir@ﬁﬁu, "] 3G/4G USB Modem 19 “'giFf] PIN fi5
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DrayTek

=Sy slog Uriliry |

Ok T Sk

GIBEEA :c:q“F G 3G/4G USB Modem @0 HsLH g - ﬁﬁ
Vigor2912 ﬁ’-’r A U

ﬁlﬁ} HSDPA

S A

Ry SRR e e
R pAE S RARAIE N
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i 3G/4G USB Modem = 1] 14

[R5
s

|
| —| _s 172 16.3.130 7 AR Irformation
ré == ) 163, TiRate  RXRate
r— “l
Log Filker X
LA Infaormation
Keyword: v Q T% Packets  R¥ Packets WA IP Gakeway IP
Apply kot Al w | | | |
Firewal | PN | User Access | Connection | WaN | 1ppBx | Others
() Show Traffic Graph [ Pamse
Syskem Time Router Time Host Message
2013-08-27 15:11:09  Aug 27 07:10053  Vigor-router  skatistic: Session Usage: 123 {5 min average)
2013-08-27 15:11:09  Aug 27 07:10:53  Vigor-rouker  skatistic: WAMNL: Tx 81 Kbps, Rx 12 Kbps {5 min average)
2013-08-27 15:10:07  Aug 27 07:09:51  Vigor-router  [USEJHost Cantroller Driver: OTG
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USB]EndpaintAddress=82 (in), Attributes=02 (Bull)
2013-08-27 15:10:06  Aug 27 07:02:51  Vigor-rouker  [USB]Endpointaddress=01 {out), Attributes=02 (Bulk)
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Mass Storage device class
2013-08-27 15:10:06  Aug 27 07:0%:51  Vigor-roukter  [USE]Interface Class:SubClass:Protocol = [05:06:50]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Interface: O
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Per-interface classes
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USB]Device Class:SubClass:Protocol = [00:00:00]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]SerialMumber:[3] EDSAED1S
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Product:[2] Mass Storage
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USEIManuFacturer:[1] Genetic
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Usb new dewvice: Yendor ID [058F], Product ID: [£357]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]num of interfaces=1
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USEJush_set_configuration: configuration=1
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USB]Usb Device Connected at Port 0
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System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

@ Using current configuration
O Using factory default configuration

Auto Reboot Time Schedule

Index{1-18) in Schedule Setup: | |, | |,

Note: Action and Idle Timeout settings will be ignored.

[ Ok ] [ Cancel ]

REaFRE

B F”ELSI*':EJEI‘EEJ” CACT (GUETHSE) - I (2 Factory Reset £/ 813y 5 7p)') -

”fTU ACT GRS %3&4 Factory Reset 5§ £ » 11 » il 1K fﬁ@
r’QFF'%EE}V‘F" :

Factory
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